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   >> JAROSLAW PONDER:  Ladies and Gentlemen, it is 1 o'clock  and 2 o'clock the rest of the time.  Let me welcome all participants to this special event and let us begin.  
    We will start with the Opening Ceremony where we will have the occasion and to welcome with us the three distinguished speakers from representing the Ukraine and the former President of Malta, Her Excellency Marie‑Louise Coleiro Preca and Her Excellency Gulsanna Mamediieva.  
Before we go to the next stage let me say a few words on behalf of the ITU.  It is my great pleasure to welcome you all to this special ITU Forum on the child online protection organized within the framework of the ITU regional initiative for Europe on cybersecurity.  This is unique for all stakeholders to join this regional conversation that would traditionally take place in the beautiful place of Odessa, but the circumstances do not allow us to do so.  Therefore please let me thank Petro Vorobiyenko and professor ‑‑ making sure their support is constantly even in their circumstances.  They are always bringing some innovation to our work of the ITU.  And it was the case also today providing the exemplary trainings based on the COP Guidelines which were provided to the children and teachers from Ukraine in the morning.  We hope that many of you had the occasion to join those sessions as well and to observe this important milestone.  
    Please let me also congratulate the Government of Ukraine for doing significant progress in the needs of bringing child online protection to the political agenda.  A recent development of the national strategy for the protection of children in digital environments for 21‑25 is a significant milestone.  Protecting children in the digital space at the national level, ITU remains committed to continue accompanying the country but also the other countries in their endeavor in keeping their children safe.  
    Ladies and Gentlemen, the COVID‑19 pandemic has shaken up the way the world and the fast‑paced society functions.  Simultaneously setting new standards for living new normal.  The importance of Internet safety during the COVID‑19 pandemic has increased multiple folds since more Internet usage is resulting in more potential risk.  At the global level one in three Internet users is under 18.  And over 50% of the children online have been exposed to various online risks and harms.  44% of children exposed to the online threats suffer long‑term consequences later in their adult life.  
    Children, youth and their protectors face a rapid increase of many risks and challenges from privacy, cyber bullying and Fake News and violence and inappropriate content online grooming and sexual abuse and exploitation and many others.  
    This systemic change is a pivotal moment to ensure children's safety.  15 years ago the United Nations World Summit on the information society entrusted ITU with leading the effort on building confidence and security in the use of ICTs.  Since then we have spared no effort to fulfill this mission and be it through the WSIS Action Lines, C5 or the global cybersecurity agenda framework.  In line with the new ITU youth strategy and global cybersecurity agenda we are committed to ensure the creation of a safe and empowering environment for children and young people.  Therefore recently ITU developed a new set of the child online protection Guidelines aiming at raising awareness of scope of child online protection.  The new Guidelines were redesigned from the ground up to reflect the significant shifts in digital landscape in which children find themselves such as the Internet of Things, connected toys, online gaming, robotics and machine learning and Artificial Intelligence.  It provides resources and actual tools that support children, parents and educators in development of digital skills and digital literacy.  It gives industry and Government stakeholders guidance to development of concrete and national policies and strategies.  
    Ladies and Gentlemen, today we are pleased to see so many countries in our region and that engage with us in rolling out the COP Guidelines.  Many of them have already made steps in order to translate those materials in to the national languages which is the first step.  And they are on a good path towards rolling and mainstreaming Guidelines content in to the national programs or setting up the new mechanism.  
    We would like to sincerely thank all stakeholders for engagement in this process.  This is definitely a multi‑stakeholder effort with the lead of the public sector.  Therefore, we count on continuous dedication of all of you in this effort and also continuous effort in raising the profile of the work in the field of cybersecurity at the regional level.  One year from now ITU will hold the World Telecommunication Development Conference 2021 with an opportunity to globalize the community and reshape the connectivity agenda and to achieve the SDGs.  I take this opportunity to call on all European stakeholders to take an active part in this conference.  And the ITU regional preparatory meeting for Europe will be held virtually from the 18th to 19th January 2021 giving you the chance to shape and set regional priorities including in terms of cybersecurity and child online protection.  
    Your voice is really important in this discussion and please do not miss the opportunity to make sure that you are part of shaping the regional priorities for the next four years.  With this I would like to thank you for all your efforts dedicated to this work.  And we are looking forward to working with all of you together in this event.  
Having said this this brings me to say that it is my great pleasure and honor and privilege to invite our good friend, Ms. Gulsanna Mamediieva, Director‑General directorate at the Ministry of Digital Transformation of Ukraine to deliver her opening remarks.  
   >> GULSANNA MAMEDIIEVA:  Thank you.  I would like to thank, first of all, to ITU for organizing this important Forum to discuss the steps that might be taken to protect children and young people from the dangerous online.  I am grateful for the opportunity to be with you.  And I remain hopeful that progress is possible.  Together we can unite and answer the urgent call to protect children from the criminals who harm, abuse and sexually exploit them.  
The Internet is developing at an unprecedented speed to become a richer resource for children to play and learn, but exponentially increasing the risks faced by children online.  The world pandemic has an undeniable role in scaling this phenomenon.  The Ukraine is aimed to create a safe and empowering environment for children and young people by providing tools that support children and parents and educators in the development of digital skills and digital literacy.  The Government of Ukraine will lead the Ministry of Digital Transformation as a stakeholder as they develop national a child online protection strategy until 2025.  And ITU COP Guidelines for policymakers was really the stand encountered in this important process.  It was also designed in the same way that we are able to implement international standards while also counting the country specifics that we have and strategy going to be adopted in the nearest future.  With the help of ITU COP Guidelines we are also able to reach our stakeholders in Ukraine, parents and educators, industry and involve them to undertake the concrete action at the national level.  Because this issue cannot be addressed by the Government alone.  And this Forum is very important to unify and reach all these stakeholders.  There are so many.  And it is up to us to ensure that technology is used for good and provide a safe digital world for children to learn and to be inspired.  
Technology if made good, it is now ‑‑ it is how we actually use it and make the difference.  The Internet can be an ally.  It can indeed improve young lives for the better.  But only if we stand a united front.  No one country and company or NGO can take this problem alone.  And we must be united to protect all children everywhere.  And I'm really thankful for the ITU to be a uniting chain in this work.  And it is really important and empowering to have such kind of support and platform with other stakeholders and to find the support energy and motivation to continue our important work.  Thank you.  
   >> JAROSLAW PONDER:  Thank you very much for these words.  And let me turn to our host of this meeting, and it is my great pleasure to invite to deliver his opening remarks, Professor Petro Vorobiyenko, director of the Odessa National Academy of Telecommunication.  The floor is yours.  
   >> PETRO VOROBIYENKO:  Dearest colleagues, rules of Internet capabilities has posed a new challenge for the global community.  The need to protect users, especially children from the new types of threat.  Children using the Internet becomes a participant in the global information society in which many dangers await.  The Internet can be both beneficial and harmful.  Using the Internet allows you to broaden your horizontal development, communication skills and improve your children's education level.  
    Besides this special Forum for communication with peers from other countries will improve the level of knowledge of foreign languages.  To protect children from the negative side of using the Internet, it is recommended to use integrated approach and include organizational and pedagogical and technical means.  Our academy took up child online protection over a decade ago.  During this period we have twice, one World Summit of Information Society project size for our child online products.  We received the first prize in 2012 for a technical solution and the second in 2017 for training courses.  
    Today, we use material of this course to organize various trainings, lectures, and even for children in kindergarten.  In 2020 the online (inaudible) was updated and now it is being translated in to our other languages.  We are delighted to be co‑organizing such an important event as the child online protection Forum for all.  
    This morning prior to the official opening of the Forum we held two trainings for teachers and for pupils using the updated courses that were also presented by ITU this year.  I think that as part of this event we will still have feedback from each participant.  
    I would like to thank the International Telecommunication Union represented by the director of the Development Bureau Ms. Doreen Bogdan‑Martin as well as the head of the ITU regional office for Europe, Mr. Jaroslaw Ponder for their support of our academy.  Usually Mr. Porter is situated on the Forum in Odessa.  I hope Mr. Porter repeats it in this situation.  
    I would like to wish all the participants of today's event productive work.  Thank you for attention.  
   >> JAROSLAW PONDER:  Thank you very much, Professor Petro Vorobiyenko, for the kind words and also sincere thanks for the great collaboration as the ITU center of excellence but long‑standing contributor to the ITU work.  So thank you very much.  
    Ladies and Gentlemen, and at this moment this brings me to the long‑time awaited special address of the opening segment Her Excellency Marie‑Louise Coleiro Preca who is very well‑known worldwide as a strong advocate for the rights of the children, also advocates for online safety.  So Her Excellency, the floor is yours.  
   >> H.E. MARIE‑LOUISE COLEIRO PRECA:  Thank you.  Excellencies, thank you, dear Mr. Jaroslaw Ponder and your team at ITU.  Dear friends, I would like to start by thanking ITU by organizing this two‑day conference.  It is indeed a perfect opportunity for all stakeholders to share tools, ideas and best practices in implementing child online protection.  
    It is also an opportunity to explore and discuss the obstacles and the hindrances that is faced in trying to achieve a safe digital environment for our children.  It is therefore my sincere pleasure to be addressing all of you this afternoon.  I would indeed like to thank ITU for giving me this opportunity while thanking them for their invaluable work and their efforts in the field of child online protection.  
    This conference comes as a very opportune time.  We know that one‑third of all Internet users are children and young people.  The COVID‑19 pandemic has resulted in more children and young people making use of the Internet in a more intensified manner, including to carry out everyday tasks and activities such as education.  While the digital environment provides real opportunities for children, there are also downside risks.  Indeed the importance of Internet safety during the COVID‑19 pandemic has increased multiple fold, since more Internet usage is resulting in more potential risks.  Unfortunately it has also been confirmed that the COVID‑19 pandemic has given rise to prevailing social issues such as also domestic violence.  Already in a preCOVID‑19 context 70% of young people globally have experienced online violence, cyber bullying and digital harassment.  The COVID‑19 pandemic has increased the use.  It has further enhanced the use of social media.  It has been proven that social media hosts the main sources of online abuse for children and young people.  
    As a matter of fact the upsurge of social media usage has translated in to an increase in cyber bullying.  Hateful content which takes the form in many ways, pictures, words, video games, symbols and even songs amongst children and young people.  According to a recent study by Livingstone titled Coronavirus and Fake News:  What Do Families Do, emphasizes that children are also at risk of being troubled by a wide variety of harmful or illegal content such as pornography, popup advisements, unpleasant or scarey news or pictures even about COVID‑19 that can cause them anxiety or fear.  Another indicator a lack of physical/social interaction during the crisis including with partners for older children may lead children to engage in sexing which can cause a multitude of problems both social and legal for the creator of the content.  
    Research is also showing that these risks manifestation have the potential to have a more adverse effect on girls than boys.  For example, a study titled Nonconsensual Sharing of Sex, Behaviors and Attitudes of Canadian Youth by Johnson, et al., in 2018 has found that boys who accept traditional gender stereotypes were much more likely to share sex than girls who share the same beliefs.  At the same time girls who share sex can be perceived as violating gender norms and even giving up right to pictures.  Consequently, sexism and gender stereotyping were found to play a significant role in the culture of sharing.  
    This indicator on the harmonization of the risks and the fact that online abuse is further explained in a recent study in 2019 titled Social Media Hurts Girls More Than Boys, he establishes that girls may experience more cyber bullying than boys and to be particularly disturbed by certain aspects of it, include comparison with others and comments about appearance.  
    While children are at risk of sexual exploitation a FBI press release in 2020 about school closings due to COVID‑19 and the news item ‑‑ news ‑‑ online news by national crime agency in 2022 also confirms that risks of sexual exploitation increases whereby it manifests itself in the form of exploitation.  
    In this day and age we are posting and sharing online has been become the norm, it is a challenge in itself to foster a culture whereby the Internet can also be seen as the possible invisible enemy.  And more has been observed that is there is a trend of increased cases of children to take indecent photography of themselves but also a decrease in age of the children involved.  We are therefore all much aware of what is happening in our societies.  And the fact that lack of online protection and safety have children in general and even more so on girls, so the role of ITU is pivotal and intensifying dialogue with major social media stakeholders such as Facebook, Instagram, Snapchat and TikTok of increasing online safeguards for children and young people.  
Further initiatives should be explored.  Children who is ‑‑ satisfying a series of criteria that ensure child online protection is one of the potential initiatives that could be implemented in this regard.  Governments and authorities must support parents, teachers and carers in educating children on how to become responsible participants in the digital environment and by providing information and guidance on the benefits and risks that children can encounter in the digital environment.  
    Furthermore, we need to ensure that children and their parents are aware of their rights in the digital environment.  Governments and authorities should take measures to ensure that they are able to access mechanisms for enforcing such rights, including complaints, mechanisms or legal remedies and also make children aware of available support services such as hotlines, help lines and the other centers in case they require assistance as a result of online activities.  We need to promote digital literacy skills in our schools and elsewhere as this is an essential tool in such an environment.  
    Mandatory reporting could also be explored with major social media stakeholders as this would be highly contributing in addressing online abuse at its source.  Awareness raising about the child online protection continues to be crucial in our work.  Regrettably the very existence of online abuse and risks and repercussions of such abuse are still unknown as well as policymakers.  This trend awareness raising about incorrect use of the Internet and digital platforms by our children and young people, one of the most crucial, if not the most crucial factor of the ITU Guidelines implementation.  Effective communication strategies therefore play a crucial role in disseminating information about the dangers of Internet misuse and the consequential effects on the well‑being of our children.  It is by ensuring such awareness that it will be possible to allow for measures to tackle online abuse to be effectively implemented.  
    Adequate and appropriate capacity building in its wider sense is of utmost priority in achieving a safe digital environment for our children and young people.  Awareness raising and reporting both voluntary and mandatory in nature can only be effective and concrete in real terms of national systems are supported by proper and satisfactory resources.  
    In this regard the update of academic courses, training and education of professions related to the field of child online protection should be encouraged, coupled by PR and marketing campaigns, particularly amongst young students.  In addition to this more guidance on the applicability of respective University degrees should be provided in order to ensure that University students with their studies and knowledge and to effective use upon completion and finalization of the studies.  Financial incentives should also be provided in order to attract professionals related to child online protection to work in the public service and public sector.  Very often valid professionals opt to work in the private sector due to lack of proper acknowledgement to direct academic qualifications and discrepancies in financial remuneration.  This hinders the possibility for the public service and sector that are fully‑fledged and effective intervention and support system.  Capacity building should be at the forefront to ensure a safe online environment for our children.  It is crucial that professionals working in the field are equipped with the necessary resources to enable them to carry out their work professionally and effectively.  
    Wherever it is essential that continuous training is prioritized.  This would ensure that the professionals on the ground including the judiciary, including all security courts and teachers, this is not an exhaustive list of the necessary professionals in the field.  They must be properly equipped with the right know‑how to handle situations and ensure appropriate support is provided.  Mandatory reporting is key in order to ensure that online abuse on our children and young people is safe in an effective manner and making sure that the necessary and appropriate support for victims is provided.  To this effect I would like to encourage regulations that allow for such reporting and notifying the respective authorities about such incidents.  Na effective and fully equipped support system would thus assure that the victim would be supported at an early stage without allowing further consequential effects of online abuse to kick in.  
Nevertheless, mandatory reporting should also be coupled with protection for individuals who report cases of online abuse in children and young people.  Unfortunately hesitance and fear and insecurity due to the lack of proper protection for individuals who report cases of online abuse result in underreporting.  Protection, Internet safety, therefore is key.  
    It is the responsibility of our authorities to make sure that individuals who report such abuse would not fear any potential consequence.  I would like to take this opportunity today to call upon each and every one of us whichever responsibility we carry in our respective societies to put children and their well‑being at the focus of our work.  In this regard it is essential that child participation is at the core of implementation of our work.  We should work with children, rather than for children.  It is only by letting their voices be heard that we can ensure that the effective implementation of our work will be really and truly about them, apart from, for them.  Every day comes, let us just all join our efforts in ensuring that our children and the generations to follow avail themselves from a digital environment that's safe and secure.  
A wholistic approach is fundamental.  It can only be achieved if each and one of us, policymakers, governments, authorities, Civil Society Organizations, parents contribute towards this common goal that of making sure that the Internet is a source of education, development and empowerment for our children and young people.  Collaboration with different stakeholders including the European institutions and other regional international organizations is fundamental.  Valuable work is already being carried out by various organizations which share a common goal in making the Internet and digital platforms a safe environment for our children and the young people for them to learn and grow.  
More cooperation among organizations on an international level is therefore required in order to ensure that the work is carried out in tandem and therefore ensures the best outcome from the available resources.  The well‑being of our children is at stake here and we simply cannot afford to get it wrong.  It is only a few days ago when we celebrated International Children's Day and never as crucial as today to remind ourselves of the importance of safeguarding our children's well‑being in its entirety.  I therefore would like to encourage all of our Governments and authorities to invest in our children.  Investing in children is key to achieving sustainable growth, inclusive prosperity and meaningful well‑being.  
In conclusion, I would like to encourage ITU to hold more and regular exchanges, similar to the one of today and tomorrow.  This will allow us to continue to share knowledge, expertise and best practices to all the implementation of child online protection projects in line with the ITU Guidelines issued earlier this year.  I thank you all for your kind attention and I look forward to continuing this exchange of views with you.  Thank you.  
   >> JAROSLAW PONDER:  Thank you very much, Your Excellency.  This is really the voice with the call for real action.  And I think we ‑‑ all of us got inspired with your words for the future follow‑ups.  And also it is my great pleasure also to announce that today we are launching for Europe a special group of the European youth envoys who would be working with us hand in hand in developing the development work for Europe with Europe and not only for other regions but also beyond.  So therefore we hope that we will be at least in some parts meeting the expectations and already making the first steps about this division which you created in front of us.  Thank you very much for being with us today.  It means a lot to our community and to our future work.  And we are looking forward also to continuing the excellent collaboration with Malta.  
    Thank you very much.  Ladies and Gentlemen, this brings us to the end of the Opening Ceremony segment of this event.  It is my great pleasure and honor to introduce to you very well‑known by many of you Sarah Delporte who is the creator of this event together with the colleagues from (inaudible) Mr. Vadim Kaptur, Vice Rector of the University.  Sarah will bring us through a few items related to the way of how we will proceed.  Sarah, I'm handing over to you.  
   >> SARAH DELPORTE:  Hello, everyone.  Good afternoon.  Thank you very much for the introduction.  So we will soon start the first session of this Forum, but before that I will be ‑‑ I would like to invite you all to turn on your cameras so we can make a nice group picture of everyone.  That would be lovely.  So I'm just waiting for everyone to turn on their camera.  I'm still waiting for some people.  So you can put your hair nicely and everything.  Maybe change the background a little bit.  Yes, I see more and more people.  I will still give it a little bit more time.  Please don't be shy.  I will start a first picture.  Everyone can smile.  And then let's see if some more people have turned on their camera.  Okay.  We have a bit more people now.  So last picture.  
    Here we go.  We have a nice set of pictures.  Thank you very much.  
    Thank you.  So I will hand over to Jaroslaw Ponder to do the kickoff of the first session.  Thank you very much.  
   >> JAROSLAW PONDER:  Right.  Thank you very much.  And dear Ladies and Gentlemen, I have the great pleasure to be a Moderator of the first session which will have the focus on the global and regional approaches towards keeping the children and young persons safe online.  Before we start with the session we would like to make a very short quiz, poll, which to see where we stand with the understanding of the child online protection.  And I would like to ask our colleagues to put the poll up.  So in your opinion which of these below are true.  And please note that multiple choice is possible.  So not only one question can be answered.  And I encourage you all to make the ‑‑ your submission.  In the poll we are stating the risks, harms to the children and many other items.  So I will give you still 30 seconds.  And to make the poll, I will ask my colleagues to give me a green light if we have already the results.  And to ‑‑ if possible display results already on the screen.  
    Thank you.  The last question was not chosen by anyone, which is the perfect answer.  The right answer is all those facts are true and the numbers are speaking for itself.  This is really a situation which motivates all stakeholders to joint action and making sure that something is happening in the context of the protection of the children and the youth.  Let's not forget about those who are entering in the life of adults and feeling empowered.  They are also exposed to the significant risks and they need the guidance and also help.  
    So, Ladies and Gentlemen, this brings us to the first panel.  We have the great honor and privilege today to be joined by several distinguished experts in the field of the child online protection.  However we have the Vice Rapporteur of the ITU‑D Study Group on the child online protection.  We have Maria Bolshakova.  We have Ms. June Lowery‑Kingston, representing the European Commission and leading the impact of the work of the European Commission on the child online protection.  We have with us also Ms. Stephanie Burel who is representing the Council of Europe children's rights division and cybercrime office in Bucharest.  We have also the UNICEF office from Europe and Central Asia representative Phenny Kakama.  And it is my great pleasure to bring all these great people together to see what connects us in our objectives and what also motivates us for ‑‑ to the joint action.  
    But let us start with the introductory remarks by each of those speakers.  And we hope to have some time for the questions and answers.  Let me start with the first speaker, Ms. Maria Bolshakova who will address the issue of the work of the Member States at the global level in terms of addressing the issues of child online protection of the ITU.  The floor is yours.  
   >> MARIA BOLSHAKOVA:  Good afternoon, colleagues.  I hope you are all doing well in such strange times we live in.  My name is Maria Bolshakova.  I'm with ITU‑D Question 3/2 who is responsible for the child online protection chapter of our final report.  Let me share some slides and briefly represent our work.  
    Is everything okay with this slide?  
   >> Yes.  
   >> MARIA BOLSHAKOVA:  Okay.  Great.  So I'm going to briefly represent ITU‑D Study Group 2 activities on child online protection which are covered by terms of references item D for Question 3/2 which calls for inter alia continue to gather national experiences from Member States relating to cybersecurity and child online protection and to identify and examine common themes within these experiences using that information to provide input for Guidelines to assist Member States in developing effective mechanisms for security in the digital environment.  
    Currently in Question 3/2 we are at the stage of concluding the work on the final report which contains a specific chapter on child online protection.  
    So ‑‑ sorry.  So the first part it is the statement of the situation which represents the current landscape of the relevance of child online protection especially in the digital world we live and especially during the COVID‑19 pandemic and provides the relevance of the issue within the activities of ITU and ITU‑D in particular.  Special relevance is given to the new ITU 2020 Guidelines on child online protection which was released very timely as the development of the safe and empowering environment for online area for children and young people has become as crucial as never before during the pandemic.  
    The second session is covering best practices of ITU members and common tendencies among them.  According to contributions received during the current study cycle, it is 2020‑2021, many activities of ITU‑D members related to child online protection are very focused on raising awareness steps, regulation measures, and also on convening thematic surveys.  The highlights of those activities and the support of ITU for its members on child online protection are also covered within this section, including thematic events like today's and tomorrow's ones.  
    The third section consists of lessons learned, future steps, actions and conclusions considering that all the efforts on child online protection have become especially accurate in the circumstances caused by the pandemic.  So lessons that can be taken from the members' activities on child online protection related issues are every country should acknowledge its responsibility to act to ensure that the Internet and its associated technologies are safe for children and young people.  
    Countries are increasingly integrating awareness of online risks into a broader child protection and parenting agenda.  The idea that the Internet can be a positive factor in promoting citizenship and learning is also taking hold.  However in many instances a shortage of resources and locally available expertise appears to be acting as a break on the development.  
    In many countries the legislative frameworks are broadly in line with the international and regional legal instruments.  However it is extremely important for every country to ensure its legal measures and legislative frameworks stay in step with these technological developments and changes in behavior.  National focal points are a key element in effective child online protection.  And all countries should have a well‑resourced national focal point that is connected to this regional and international initiatives to take the best and implement it on a local level.  
There are also several areas in which future steps could be made by ITU member countries to foster child online protections activities.  One is raising awareness and conveying digital literacy trainings for both professional specialists in the field of cybersecurity and for children and parents and teachers.  Another is developing laws and regulations to protect children online.  The third one is carrying out representative surveys to better tailor existing policies, initiatives and actions related to child online protection.  
    Non‑profit Associations and community organizations may want to take a series of actions to raise awareness and develop skills to help children make better use of the Internet in a safe environment, including but not limited to reducing fear, culture parents may have about their children going online.  However this approach increases the anxiety of parents who are already worried about the technology that they don't understand well.  Sabotaging the extraordinary learning tool that is the internet is encouraging educational programs and aimed at developing best practices in content management and raising children's awareness of responsible use of the Internet.  Putting an Internet portal online in order to provide children, adolescents and parents and teachers with an educational base.  Involving all stakeholders and community awareness activities, government entities, private sectors, general public, everyone who can make efforts to make the situation better, of course.  And, of course, children, they should participate in the process, of course.  
    So we reached some general conclusions which I would like to share with you today.  The first one is the role of international cooperation and state support for ensuring cybersecurity and child online protection is key.  
    National policy tools for developing cybersecurity strategies in Developing Countries are needed.  Public/private partnership efforts to increase organizational and technical tools, effectiveness for cybersecurity are of high importance.  
    Developing new and evaluating the efficiency of existing strategic and regulatory mechanisms for child online protection are at the peak.  There is a high potential in involving educational institutions and private companies in implementing projects that create organizational and technical tools for child online protection, including in activities carried out at regional initiatives of the ITU‑D, of the ITU.  There is also a need for development of educational programs and tools for child online protection taking in to account the needs of children which is unconditional.  
    It is also important to change educational institutions, private sector entities and Nongovernmental Organizations in the activities of ITU‑D to gain and share diverse experience and best practices of multi‑stakeholders.  
    Sharing information among all stakeholders about available tools in the field of cybersecurity and child online protection for more effective solutions is key.  Since the importance of child online protection is raising day by day all around the globe and requires collaborative efforts in these areas, particularly within ITU‑D activities.  At the same time I would like to mention that the efforts made by the ITU Council Working Group on child online protection which is responsible for exchanging views, promoting and working on the subject matter within ITU high level activities and, of course, reporting accordingly to the Council of ITU.  ITU‑D Study Group where I'm working and ITU Council Working Group on child online protection are working very closely to mutually reinforce our work.  
And at this point I would like to finish my presentation and thank you very much for your attention.  And let me congratulate all of you once again on the publication of ITU 2020 Guidelines on child online protection which is very good and timely.  And we hope together we can make it better.  Thank you very much for your attention.  
   >> JAROSLAW PONDER:  Thank you very much for the presentation.  We learned a lot, about the results of the ITU‑D Study Groups.  For those who are not familiar with this mechanism, this is the unique platform where the Member States and other stakeholders from all over the world are sharing your experiences and your suggestions and observations, analysis relevant to the particular questions.  And based on this ascertain consensus based agreement is reached in terms of advising the countries on the trends and on the way forward.  
    There is plenty of case studies which have been collected by the Study Groups.  And also this is an important mechanism to strengthen the work of the ITU Council Working Group on the child online protection.  Yes, this is true.  The child online protection has been elevated to the level of the Government body.  And there is a special governing body group dealing with this issue at ITU to ensure that the countries also bring to the top discussions, this important item.  
    Talking about the international cooperation, of course, in our regional context nobody can I think is very difficult to deny that at the level of the harmonization of the approaches at the level of the European Union is very high in Europe.  And the European Commission is leading in this process.  And it is my great pleasure to welcome with us, Ms. June Lowery‑Kingston, who is the head of the unit on "Accessibility, Multilingualism and Safer Internet" for the European Commission.  I would invite June to make the presentation.  
   >> JUNE LOWERY‑KINGSTON:  Thank you very much.  I hope you can hear and see me.  I'm going to try to share my screen and have my fingers crossed.  There we go.  And I would really like to just echo what many of the speakers have said before.  Thank you to ITU for this opportunity to present the EU perspective on child online protection.  And I would like to congratulate the ITU on the very timely work you have done in publishing this year the child online protection guidelines.  And for having given the European Commission and our network you are talking about national focal points, Safer Internet Centres were able to contribute to that work for which we are grateful as well.  European Union, the European Commission has been working on child online safety for two decades now.  It has grown stronger because of the pandemic.  There are many different strands to the way that the EU works with this.  I'm going to set my timer because during just the next ten minutes I'm going to try and give you a brief overview of those different strands to our work and our approach.  And obviously you are welcome to ask questions afterwards or contact me after the meeting if you have any specific questions.  
How do we try to keep children safe online?  I'm pretending we have the perfect solution.  But it starts with the tone from the top.  And I have to say under this commissioner with the President, we have a real commitment to the UN Sustainable Development Goals, to equality and to children's rights as part of that whole equality agenda.  We have six broad political headlines and two of these illustrate the tensions that we have heard as well.  Making a Europe that's fit for age but while protecting our European way of life.  Within the EU we still work on an 8‑year‑old strategy and that was originally drawn up.  Obviously children's use of the Internet has evolved.  Move to mobile and interconnectivity, but the aspects that are identified here are still relevant from the informal stakeholder consultations we have done in the last 12 months or so.  
    So we have the ‑‑ if you like on the left‑hand side you see that the empowerment because we feel strongly that young people have to grow up to be competent and confident digital citizens.  It is essential for our European economy.  It is essential for them to be able to really use the opportunities that the digital revolution has brought.  But on the other hand, as we have heard with that comes risks and we want to make sure that that environment is appropriate and age appropriate.  And a separate strand of that is the total illegal crime of child sexual abuse and child sexual exploitation.  So we have really these four pillars of good high quality content to make them easily available and to really improve the awareness of risks and to build children's resilience towards those.  
    And then we have the more protective elements in pillar 3 of what can we do to help make that environment age appropriate rating, parental controls and this is still a relevant structure we feel.  
    How do we put that in to action?  For any policy there is three main strands.  You have hard law, the real obligations and within the European Union we can do that at the EU level as well as Member States choosing them to go further and have their soft law.  We have self‑regulatory principles, codes of conducts and we have actions in terms of funding, what we can really do to support specific actions across the EU.  And no great surprise that we use a combination of these and also really talking to the different stakeholders, the wide range of stakeholders we heard mentioned before by Maria.  
    So we have some examples of hard law listed here.  The audiovisual media services directive that now obliges video share platforms to be treated in the same way that broadcasters.  You can't have a watershed but you can have a rating.  And you can have the fact that in the AV MSD we have a phrase that says that children should be protected from content that could impair their emotional, mental or moral development.  We have measures that will hold new industries on account to that.  We have the soft law, some I mentioned in terms of strategies.  And here we see quite a lot of work being done within the next six to eight months.  You can see movement on this coming.  
So we are expecting a comprehensive strategy on the rights of the child which will include digital rights being adopted by the European Commission in the first half of next year.  And we have legislative proposals due in December on the widely awaited digital services act which were really aimed to make a more level playing field for digital technological firms, so that responsible players are really encouraged and startups are helped while we have a harmonized environment and new legislation proposed on fighting child sexual abuse.  We have a 2011 directive already in place but we are expecting a proposal for measures again in the next half of the year.  
A quick word on the legislation, equally important in putting that in practice we can do that in terms of funding and talking to others and harmonizing our approach.  We have just heard about the importance of national focal points.  We are very fortunate in the EU we have a well‑established network, what we call the Safer Internet Centres in EU and other states like United Kingdom and Iceland and Norway.  And I give you the link to where you can find links to those individual centers in all our different Member States in those countries and also where we pool our resources and expertise.  So we have a very, very powerful wealth of information on the better Internet for kids platform.  
    The platform if you are not familiar with it, or even if you are, it has recently been revamped.  It has more accessibility features to make it accessible for users with disabilities.  And it is now more multilingual with automated translation being offered.  So it is really our one‑stop shop for resources and contact points across Europe on the child safety area.  
    And, for example, we did a COVID mini campaign to also bring more timely resources to teachers, for example, in the safety of using video conferencing tools, platforms, during COVID and online learning practices as well.  As we have heard we ‑‑ the contact with stakeholders and bringing all these many different elements, industries, Civil Society, Government Associations and also young people themselves together is absolutely vital.  Now we do that in various ways with the EU.  
I think we can move to the next slide which I hope you can see all of which really illustrates this very broad way that we communicate and that we consult.  So we have awareness raising.  We have help lines in our Member States.  Anyone can contact free of charge, local guidance through chat facility or telephone facility to ask for advice on any Internet problems.  
    And one thing I would really like to draw your attention to is our work in involving young people.  Because we have excellent youth Ambassadors and we really are trying to embed youth participation and youth consultation in our policy making tools now.  And this week we have a big, it is our safer Internet event and we have had some very, very interesting insights from our youth Ambassadors both able bodied and not able bodied children with disabilities this year because they are the only ones who are digital natured.  You can give us that unique point of view as to what the Internet means to them and where they see their needs being.  
A quick word about the Internet portal.  This is how you can find links to our help lines and where you can find all the resources targeted to different types of user groups that use this portal.  And you can sign up for a quarterly newsletter which gives you more information about our activities.  
    So I'm afraid the time is very short.  This was us remember back in February this year when we could actually meet together.  So this is me with some of our better Internet youth Ambassadors.  It was a great meeting.  And we listened to them and they called out industry and said really, this is where we think you should be working in terms of terms and conditions, in terms of making the Internet a safer place for us.  We have had great intermediaries from this week and we hope to tie it up at safer internet day next year.  It started as an EU initiative in a handful of countries.  
Mark in your diaries, 9th of February 2021 and we look forward to hearing from our young people and seeing the advances they have made with industry in having more age appropriate explanation of things like terms and conditions, company policies, data protection and so on.  So I really hope that's going to bring us some practical advances there.  
    So that's it from me.  But I'm very happy to take any questions and that's my ten minutes up.  Thank you very much.  
   >> JAROSLAW PONDER:  (Off microphone).  Thank you very much for this presentation.  And really reaching the ‑‑ in the information on your activities, we have one question regarding the photo DNA.  In case you could just come back and to say a few words about the one, two minutes about this initiative would be very grateful to respond to the question from the chat box.  
   >> JUNE LOWERY‑KINGSTON:  I don't know if the gentleman from the Swedish national police, if he wants to ask anything in particular for photo DNA.  At the moment we use it in our help lines.  It is the basic tool.  So we have a national system using the in‑home network where the public can report suspected child sexual abuse material that they find on the open Internet.  That is sent to the help lines.  The hotlines then will assess it using photo DNA.  Is it in the existing set of hashes that we have for previously identified material?  And if not then will hash it and classify and analyze it and add it to the database.  And then pass it on to the hosting country for a notice and action measure.  So it is then removed from the Internet.  
There is some interim regulation going on in the EU that we very much hope what looks like a very arcane piece of legislation.  It changes the definitions of what firms fall under the e‑privacy regulations.  The child sexual abuse of using photo DNA, that could become legally more ambiguous when this new definition enters in to force.  Interim regulation and the Parliament are the only two bodies can that adopt it in the EU.  We hope it will be quickly adopted and we are hopeful if it is not adopted in December it will be adopted in January.  And that potential plug hole will be filled.  We are expecting more comprehensive legislation to fight child sexual abuse in all forms online and offline early next year.  I hope that answers your question.  If not you can send it to me in the chat.  
   >> JAROSLAW PONDER:  Thank you very much.  Let's move to the other European institution, Council of European Union.  Stephanie Burel is today with us.  And I invite you to take the floor.  The floor is yours.  
   >> STEPHANIE BUREL:  Thank you.  I don't know if you can hear me well and see me.  Okay.  Great.  Thank you very much for this opportunity to represent the Council of Europe.  I'm based in the headquarters in Strasbourg.  And I will understand better when I will explain to you the approach of the Council of Europe when it comes to child online protection.  So I will now share my screen.  Go.  Okay.  
    I think it is all fine.  So as I said I will present to you the Council of Europe action to keeping children safe online.  On the basis of the three pillars that compose the dynamic triangle of the Council of Europe, meaning the standard setting which is an essential part to ensure that the legislation at national and international levels are in line with our international standards.  The monitoring activities which is there to make sure that there is progress in implementing these international standards.  And, of course, our cooperation activities which is to assist our Member States but also non‑Member States in implementing not only our standards but also the tools that I will present to you with these slides.  
So I would like first to make very important points, the Council of Europe is based or is a Human Rights based organization composed of 47 Member States.  We use a Human Rights based approach.  And that's really the heart of the matter.  To recognize, of course, that all children should have the right to use the digital environment.  It is really important to acknowledge and to be really mindful of each of these rights, in particular the right to be protected from harm and to find that balance with also having that positive access to new information and communication technology when it comes to the right information.  The right to privacy and protection of personal information, the right to education, the right to play, and we have mentioned a lot it was done in ‑‑ by Maria and June, of course, the importance of child participation.  The right to take part in decisions and schools and, of course, international bodies.  
    So what does the Council of Europe do?  The first main item and I think this is the common denominator between each of the international organizations regional bodies and national institutions concerns improving the legislation.  And that's what the Council of Europe does.  We have direct access to our Member States, to work around two key global conventions.  So the Convention on the Protection of Children Against Sexual Exploitation and Sexual Abuse.  With the work of the monitoring body, the Lanzarote Committee.  It is composed parties to the Convention and the Convention to cybersecurity, the Budapest Convention.  The necessary procedural powers that the countries should have to be able to investigate and prosecute online child sexual exploitation and abuse.  These Conventions are an essential step in ensuring that all of our 47 Member States and beyond have the necessary legislation in place to criminalize online child sexual exploitation and sexual abuse with the key definitions, the key standards so that we are all in agreement with what we are talking about here.  
    But, of course, these Conventions have been ‑‑ have been drafted a long time ago.  So it is essential also to continue to work around the implementation of tools.  I don't know what happened but my slide moved.  So just go back to that.  All right.  Okay.  
    And so to ensure that the work around these Conventions continue to be relevant, the work of the Lanzarote Committee is an essential part of the progress made.  I will just quote the interpretive opinion on the applicability of the Lanzarote Committee Convention which dates back to 2017, but is absolutely essential.  Parties should ensure appropriate responses to technological developments and use all relevant tools, measures, and strategies to effectively prevent and combat sexual offenses against children which are facilitated through the use of ICTs.  Of course, the committee also wants to focus on the specific long‑term impact of sexual offenses against children facilitated through the use of ICTs given the continued existence of child abuse and exploitation materials online long after the act has been committed.  I would like to flag that the Committee is now addressing a second monitoring round with almost all Member States, because now we have reached ratification of almost all of our countries.  
And this monitoring round will concern the challenges raised by self‑generated images and videos.  And we will soon get the results of this monitoring round in the coming weeks.  So that will also be key in the way any Guidelines or any standard is being implemented at the national level in this regard.  
    But, of course, this cannot stop with legislation and standards.  So the Council of Europe also works with its policymakers on the basis of standards and the good practices of the 47 Member States.  And I'm really happy that this also was a good contribution to the ITU COP Guidelines as this could feed in to this important process.  One important tool that is extremely helpful for policymakers concerns the Guidelines to respect, protect and fulfill the rights of the child in the digital environment.  These Guidelines are a set of concrete measures that countries should take to protect the children.  So it really goes back to all of the rights that I have mentioned at the beginning of my presentation to really give practical orientation on how to make these rights a reality.  I'm also happy to announce the new publication of a handbook for policymakers.  It will be launched in the coming days.  And it gives useful tips and checklists for any professionals working in this area to ‑‑ and promoting the rights of a child in that professional context.  
The Council of Europe has a particular eye for children in vulnerable situations and these include children with disabilities.  I would like to invite you to consult the report which was prepared by one of our key experts in this area, a report called Two Clicks Forward and One Click back which where many children with disabilities reveal their experiences in the digital environment.  
    I mentioned to you the Guidelines for policymakers.  We do not forget that we ‑‑ it is important to communicate with parents and children as well.  So we have made sure to convert these recommendations, Guidelines in to a child friendly version, in to a leaflet, learn about your rights in the digital environment where again to respond to each of the rights you get tips per interlocutor on how to make these rights also a reality.  
    To support parents, parents are at the forefront, of course.  We have a lot of materials also to support parents.  And we also have just released a digital parenting guide.  It is to help parents, you know, support children from different age groups with specific guidance and to protect them better against sexual exploitation and sexual abuse because we have learned from also parents from the different Member States, but they do not know where to start really.  In particular, now that they have accepted that it is also concerns very, very young children today.  
    As I mentioned before, we cannot leave these standards and tools on their own.  We are also here to ensure that they are implementing at the national level.  And for this we have currently cooperation projects that our country in Ukraine and the Republic of Moldova and Slovenia as well.  I manage a region project to end online child abuse in Europe.  It is a project that will run until June 2021 and concerns ten focus countries with also three pilot countries which includes Ukraine.  And there are many of our interlocutors that are present today in this Forum.  So I'm really glad to also highlight some of our achievements and the ways that we have been able to also implement all of these tools that I presented to you before.  I think one of the added value of these projects is to be able to improve knowledge to collect information via our experts and local consultants to provide also improved diagnostics.  So, for example, we have a very important report on Member States' responses to prevent and combat online child sexual exploitation and abuse.  It is currently being updated with new statistics and new information and integrating the impact of COVID‑19 and of the confinement period to be able to deliver concrete recommendation on how to improve online protection in times of crisis.  
    The project is also there to support the implementation of the Lanzarote Convention with the development of gap analysis on what's missing in terms of legislation at national level.  We have done that for Ukraine and Armenia and Azerbaijan.  And this triggered the ratification of Armenia and Azerbaijan very recently to make sure they can proceed with the next steps in improving their legislation.  
And last but not least training, building capacities, we have realized that training is really missing for law enforcement judges and prosecutors.  It was quite clustered from different organization.  We have developed a draft pilot module that we are now testing.  And it should be at the disposal of any country to be used, to be integrated in their own training material or in continuous training programs as well.  
    Awareness raising is absolutely essential also in our work.  We have realized that the Lanzarote Convention is not well‑known enough.  So we have developed an information leaflet which has been translated in many, many languages.  And, of course, it was also important for us to make sure that adolescents understand the content of the Lanzarote Convention.  Hence we made a child friendly version in the leaflet called So This is Sexual Abuse that addresses all the different crimes and sort of dialogues between adults and young people and tips on what to do in such crimes are identified with help lines.  And this leaflet has been adapted to ten countries with own local information and translated as well and disseminated also in the community.  We have just launched some new materials for very young children on risks with screens but also the risks of misuse of the pictures as we actually discussed this as the best scope for these very young children.  
Kiko is a very special character for the Council of Europe.  Kiko was the leader for the one in five campaign and the underwear rule do not touch.  So Kiko is back with Manymes, meaning the multiple Manymes.  If you have posted a picture you are at risk of having many Manymes.  We have story book, a leaflet with tips for parents.  In the little book we have developed some golden rules.  They are about how to stay away from screens as much as possible when you are that young.  And when you are in front of those screens what are the three rules that should be followed.  The other set of rules concerns how to use pictures properly and that's also a cry out for parents to make sure that this is hit carefully at the youth.  Sarah, if you can use our little video.  It can be used by anyone.  There is no language.  So anyone can understand it and use it.  
   >> SARAH DELPORTE:  Could you maybe stop sharing your screen?  
   >> STEPHANIE BUREL:  Yes.  At the end ‑‑ that's it.  I am not sharing anymore.  Is that okay?  
   >> SARAH DELPORTE:  That's fine.  Hopefully you will hear and see properly.  If not just let me know.  
    (Video). 
   >> STEPHANIE BUREL:  Thank you, Sarah.  So this is ‑‑ you have been introduced to the Manymes.  And this is available on our website.  I will publish all the tools that I presented on the chat so you can all see what I have been talking about and hopefully that will trigger a bit of use.  And I am at your disposal if you want to know more, of course.  So thank you very much.  
   >> JAROSLAW PONDER:  Great.  Thank you very much for this impressive presentation and so ‑‑ availability of activities in this field presented.  So let us now turn to our colleagues from the UNICEF office for Europe and Central Asia.  Phenny Kakama, the floor is yours.  
   >> PHENNY KAKAMA:  Thanks very much.  And we are happy as UNICEF to be a part of this Forum.  So I share my screen now.  Yes.  So I would not repeat what colleagues previously have mentioned about children growing up in the digital society.  I think the facts talk for themselves.  And as a result UNICEF is becoming increasingly involved in child online protection for that very fact.  And we are cognizant that empowering children as digital holders, as digital rightsholders has become even more critical in this environment.  
    Our work in Europe and Central Asia region is in line with the global strategic framework on child online protection which UNICEF developed recently.  This framework has key goals which include reducing incidents of online child sexual exploitation, increasing prevention for those children who have been victimized, reducing incidents of online cyber bullying, preventing ‑‑ potential harms can be caused to children if their data is misused.  But also want to ensure that digital marketing towards children is responsible in terms of timing, in terms of placement, context, content, and form.  
    So this framework is premised on three major assumptions.  And I think these are really fundamental to bear in mind in our work.  One is to ensure that the measures to protect children from violence and exploitation do not infringe on other child rights.  We have to be aware that other interventions integrate online/offline content and that risks in the physical world.  And the third assumption is that sufficient deficits exist and use it to inform UNICEF positions and prevention design.  So these are the three major assumptions on which the global strategic framework is premised and guides or work in our region.  
    So now let me talk briefly about some of the activities on child online protection in our Europe and Central Asia region.    One important intervention is system strengthening.  And in this we are aiming to protect every child from violence and exploitation.  When we talk about system strengthening, we are considering online violence and exploitation in the context of children's lives in the physical world, such as in families, schools and communities, not as a new behavior, arising due to the Digital Age.  We are very much aware that cases online, violence and exploitation almost also have offline dissidence.  And we need to focus on the overlaps and interactions between online and offline behavior and the consequences and outcomes thereof.  
    One important component of child protection systems strengthening is having strong research and evidence so that our actions can be backed by evidence.  So that our policies, our programs can be backed by evidence.  So several countries in our region, Albania, Montenegro and others have conducted research to get a better understanding of the situation to identify gaps and to inform their interventions.  
    Another important element that is critical to system strengthening is reinforcement mechanisms and infrastructure which needed to be strengthened.  
    So what UNICEF is doing in the countries within the region is providing technical assistance focusing on knowledge and skills for re‑enforcement of personnel including procurement of IT equipment for police and cybercrime units, but also training personnel on the use of the equipment among others.  
    And we also have an intervention which I think colleagues also talked about previously which is about strengthening policy frameworks.  So countries in the region with some significant work on child online protection including Albania, Bosnia, North Macedonia, Ukraine, Moldova, Montenegro, all these countries have legal and policy frameworks, some of those frameworks said not to be adequate to deal with the child online complexities.  
    We are also looking at a big intervention of strengthening literacy of children and parents and teachers.  To enhance skills to bridge the knowledge and risk gaps that are known to be existing.  We have peer to peer training hubs on children which are being rolled out in Albania.  And we have communication and media literacy campaigns targeting different actors which are being taken in a number of countries, including in Bulgaria, Macedonia, Bosnia, Ukraine, Georgia, Moldova among others.  
Another important intervention is basically looking at victim support.  We know that children are adversely affected by all forms of violence and exploitation and abuse online and offline.  Our approach in whatever we do we have got strong measures to support and promote provision and expansion of the social services but also having justice mechanisms, support child victims of violence, including as a result of online violence.  Specifically victim support is a key pillar in the way we protect national response model.  Western Balkan countries are members of this global alliance.  Services that are being provided right now include psychosocial counseling, mentor support and children and parents can receive support through national child help lines and hotlines which have been established in some of the countries.  
    But also children and young people are also being involved in providing support to their peers.  For example, a team of children in North Macedonia developed a mobile app that enables young children to ask for help anonymously and support their peers who are victims of bullying online.  In Bosnia Herzegovina victim support services have been developed and in other countries other initiatives include working with the communities to inform them to empower them and, of course, to raise awareness among a spectrum of the population including the general public, professionals, and policymakers.  
    We are also working in partnership with industry, with the private sector and with the private sector for safer and better internet for children in various countries in our region.  
    Partnerships are crucially important for preventing detection referrals and managing the sophistication associated with online crimes.  A good example that we can give is in relation to friendly WiFi Albania which is a good initiative of mutual partnerships with the Internet providers and the public authorities.  
    In this country local removal and breaking of online child sexual exploitation and content has been initiated through friendly WiFi spots which are modeled on UK self‑certification standards for public WiFi.  
    So to date the two Internet access points in the capital city and the three biggest companies in the country are now satisfied providers of friendly WiFi.  Other countries in the region, including Bosnia and Montenegro and Serbia are also partnering with the private sector and national reinforcement agencies to deliver awareness and capacity building programs on child sexual abuse exploitation online.  
    But in these countries some challenges are being reported which are affecting the pace and the quality of work they are doing.  They are supporting, they are promoting as regards child online protection.  Some of the challenges relate to inadequate registration, which is not in line or at pace with the new modalities of sexual exploitation of children, information communication technologies.  In other countries prosecution of online sexual abuses for cases.  One example that we can share that is very different is in Serbia where the country has registered some regional success in prosecuting online sexual abuse cases which has reported since 2010 criminal charges have been filed against 208 persons as of April 2019.  
    But the majority of countries, very, very few countries are actually reporting unsuccessful detection and prosecution.  Another common challenge is that online claims against children are handled by poorly equipped often understaffed agencies and personnel that are not well staffed to the problem and lack sufficient capacity to identify and investigate these crimes.  Perhaps child online protection may not be a priority among other issues cybercrimes in these countries units handle.  
    So these are some of the challenges which I think collaboratively all of us can contribute seems some of these challenges are ‑‑ can be tackled.  So my last slide will probably be talking about some of the opportunities we see in working with ITU and working with also other stakeholders to improve our ‑‑ the child online protection environment.  
    We are cognizant of the fact that addressing child online abuse that across Governments, across industries with reinforcement agencies working with the private sector, but also working with Civil Society organizations and international nongovernmental organizations.  There are real opportunities for UNICEF and ITU to collaborate on convening different duty bearers for purposes of sharing knowledge for running from each other, and as are exchanging experiences.  UNICEF has in the past cooperated with ITU and also recently worked with ITU and development of the ITU COP Guidelines on industry engagement.  
Obviously, we can use our presence at the country level in at least 23 countries where we are represented, support the rollout of the Guidelines that ITU has developed.  It is going to be a very, very important contribution supporting children, parents, teachers, industry, private sector in ensuring that the measures that are in place are much more able to protect children and increase their protection when they are working online.  
    I think I also want to mention that the EU has launched its strategy for a more effective fight against child sexual abuse which has got strong online dimensions.  We look at this as an opportunity to increase our presence with ITU and increase strategies within the countries and the countries in the Western Balkans that are aspiring to become members of the EU.  
All of these countries are making significant efforts to harmonize their national legislation and policies with EU standards and also is increasing awareness of child online protection concerns, particularly in these countries but also in other countries in our region.  So briefly that is what I really want to share about what we are doing in terms of child online protection in our region.  And we look forward to continued collaboration with ITU and other partners in this important mission to ensure that children remain safe and benefit from the tremendous gains and benefits of the Digital Age.  Thank you.  
   >> JAROSLAW PONDER:  Thank you very much.  Thank you very much for this overview of everything that is happening at the regional country level.  It is a big amount of the work going on.  Also in the other organizations as I think that there is a lot of synergies which can be created.  And I think there is also quite a good spirit of the cooperation that would lead us to the next steps in this direction in the near future.  We are valuing very much great collaboration with UNICEF but also Council of Europe and the European Commission as well as the other institutions.  So I think we will be able to make sure that we will be amplifying a little bit some activities in the context of the COVID.  
Ladies and Gentlemen, we have exhausted our time.  In fact, we passed the ‑‑ our time limit by 15 minutes.  So I will encourage all of you in case you have any questions or would like to discuss please use the chat box.  
And now we would love to go to the next agenda points and I'm handing over to Sarah to guide us on the next steps.  But from my side let me thank our distinguish speakers of this session.  We didn't have the time to have proper discussions, even one question, but I hope we will be able to continue our conversation in the virtual settings and also in the upcoming events.  And also joint collaboration.  So thank you very much.  And I'm handing over to Sarah.  Thank you.  
   >> SARAH DELPORTE:  Thank you.  So just to repeat quickly I want to thank very much all the guest speakers of session 1 for your very insightful presentation.  And as we are running a little bit out of time, I will just want to already invite the speakers of session 2 to join.  So we will open a new chapter of this Forum as we will draw your attention on the ITU COP Guidelines that have been launched in June 2020.  And this other chapter of the event will present each of the COP Guidelines and draw your attention on national case studies.  So I would like to invite Martin Schmalzried who is the senior policy and advocacy manager at COFACE families Europe to take the floor.  
   >> MARTIN SCHMALZRIED:  Yes.  Just give me a minute so that I can launch my ‑‑ share my screen.  Here we go.  Can you see it?  
   >> Yes, we can.  Thank you.  
   >> MARTIN SCHMALZRIED:  Okay.  Great.  So thank you very much for inviting me to present the Guidelines for policymakers.  I think this is a really important part of the Guidelines.  And I'm happy also to have been contributing to the work of the revision of the Guidelines.  
    So I'm Martin Schmalzried.  I work for the Confederation of families Europe.  This is a European NGO representing family organizations across Europe.  We work on many different topics, including, of course, child safety online.  The Guidelines for policymakers is a document which basically can be summarized in like six major parts.  There is the scope of child online protection.  We need to scope what we are talking about.  And it talks about the harms and risks online, also the opportunities.  The stakeholders that are involved in the Guidelines and for policymakers to sort of include in the policy making.  And then we have the overview of the existing legal frameworks.  It is not exhaustive.  But there is plenty of examples of legal frameworks that are already in place that policymakers can sort of inspire themselves from.  Key aspects to keep in mind when devising policies and a key checklist for policy making.  
For the scope I will use a very short definition for scope of online protection.  It extends to any harm that children are exposed to online covering a broad range of risks.  We are still very much looking at the EU kids online sort of diagram here which shows all the different kinds of risks that children are exposed to online.  And it is very useful to sort of have an overview of all the different things, all the different aspects.  Be it violence, sexually related kind of problems, be it like sexing or even going as far as child sexual abuse material.  
    Values that is like bullying, harassment, racism and hate speech and the commercial aspects.  Sophisticated algorithms have been rolled out or maybe manipulate their behavior in one way or another.  Also something that I want to insist upon with reason, is the importance to focus on vulnerable children.  And the special care that needs to be considered for migrant children, children with autism and children with disabilities.  And there are other factors that you see from the report, from the Guidelines such as poverty and inequalities.  Girls and boys don't have the same experience online.  Some are overly protective and some are victims of certain problems.  
There is this quote in the Guidelines which I find very fitting, at best vulnerable children receive the same generic online safety advice as all other children and young people which is a problem because they often need specialized support for sort of compensation for whatever problems they face their unique ‑‑ for their situation.  
    So here is our view of stakeholders that need to be involved for successful policy making.  So we have, of course, children and young people at the center because it's really important to involve and consult young people on, you know, this ‑‑ on protecting them.  When you are protecting them, especially because you want to know how to balance their freedoms of expression and other kinds of rights with the right to be protected.  And you have ISPs and service providers, mobile broadband network operators, parents, guardians, educators.  So that's basically our members which are parents, families, research community and NGOs, Civil Society.  So that's also what we are doing in a research community.  We have many examples of a lot of different Universities that are working on this, economics at the head of the EU kids online studies, social services, health services.  Social services for all the many different aspects like the poverty side, inequality side and health services for cases of violence which are offline, online children rights organizations, law enforcement and the industry.  
    So, you know, the Internet service providers that's part of the industry but then also the ‑‑ a lot of different other aspects.  Like, for instance, the ones that are making devices of all the apps, all the software, all of those content providers also.  So that is the overview of the stakeholders.  And then the existing legal frameworks you have some examples from Europe with the audiovisual services directive and a lot of different examples provided by June in her presentation, like regulations that are specific to child sexual abuse material which is very specific because it is really in a category of its own.  Really recognizes something being criminal as opposed to many of the harm which is like cyber bullying and everything which is dealt with in a different kind of way.  And then also have national, other kind of national frameworks or international frameworks.  
So examples here are the age appropriate design code from the UK, harmful digital communications act from New Zealand, the e‑safety commissioner in Australia, then the Council of Europe has also developed a lot of Conventions, Guidelines from the Council of Europe on child online protection.  
We have heard from speakers and Councils before, child online safety reports.  OECD is also doing a lot on child online protection.  Then you have all the things that are related to child sexual abuse material like the international child exploitation image database and many other frameworks for that.  So the benefits of national child protection service as well, first of all, recognizing that the Internet is global.  It requires some kind of international cooperation.  And having an international framework makes it easier to enter that cooperation.  Self‑regulation and core regulation is important to keep pace with innovation because the space changes really, really fast.  And then regulation can also be used as a legal backstop to then roll back of self‑regulation.  
So when companies sort of apply some kind of positive criteria or self‑regulation to their own behavior, it is really important sometimes to cement that in law when it is well done.  So that it is not just a slap on the hand if you fail to abide by your self‑imposed regulation, but there are legal consequences.  There should be a process, if deemed important and relevant, permeates in to regulation.  
    So some key aspects to consider, these are just like a few things to keep in mind when developing these sort of policy frameworks.  So grooming or other forms of remote enticement, extortion or coercion of children into appropriate sexual contact or sexual activity, related to child sexual abuse material, harassment, bullying, abuse, hate speech online and online terrorist material and what is illegal offline should be illegal online.  Governments to review, necessary update its legal framework to support the full realization of the rights of a child in the digital environment.  That's the basic kind of recommendation for setting up a framework.  
    And then finally, it is about sort of a checklist of all the different things that you need to achieve.  There are many more, but these are the main ones.  And start with the first one is the child's best interest as an objective.  So that's the overall objective for safeguarding children is the best interest which is not just about safety but all the other things, like participation, like, you know, child ‑‑ like the ability to learn online, the ability to express one's self.  Then the importance to have mechanisms in place to report illegal or harmful content and all the tools and settings that should be available and to make the best use of these child online protection and research for evidence‑based policy making.  Base your policy making on research and not just on some whimsical recommendation.  Education and digital literacy skills, education is part of this whole policy making.  We not only should like the harmful material but also empower children to be able to have the necessary skills to navigate online and to have resilience in terms of their emotional social and emotional learning skills to be resilient also to, you know, certain problems that they may encounter online.  
Wholistic child protection that as mentioning before, this is this offline dimension, schools, health issue and social services.  It is wholistic and you need to make sure that it is not just centered online but see how all the offline elements play and influence the child online experience.  
    National international campaigns, awareness raising, so that's important to sort of communicate about child online safety, take part in to things like the safer Internet day or other kind of campaigns to make sure that, you know, the public is sort of aware of the importance of this and engages and seeks for resources that are available.  Engage with all stakeholders.  That's something that I mentioned earlier and review the existing framework, make sure also that the framework is future proof to the best of your ability because of how fast this space is moving.  
    And we are seeing, for instance, you know, just to mention a few like a blockchain technology, decentralized services that are starting to emerge.  Virtual reality, augmented reality, Internet of Things, all of these things are moving really fast.  And you need to have a framework that can sort of cope with all of those new emerging trends and still be fit for purpose and make sure that children are protected online.  
    So I will leave it at that.  And thank you very much for giving me the time to present these Guidelines.  
   >> SARAH DELPORTE:  Thank you very much, Martin, for this great overview of the Guidelines for policymakers.  And it is my pleasure now to invite Gulsanna Mamediieva from the Digital Ministry of Transformation of Ukraine to give an example of what action can be given at the policy level.  I would like to thank the Ministry of Digital Transformation for their continuous commitment towards ITU activities.  The Ukraine have taken a really high speed interim of child online protection.  Thank you, Gulsanna.  Just for your information you are muted.  
   >> GULSANNA MAMEDIIEVA:  Now you hear me?  
   >> Yes, we can.  
   >> GULSANNA MAMEDIIEVA:  Thank you.  Thank you for this opportunity to present how we move and how actually the COP Guidelines are helping us.  And I can start with my presentation in the following ways.  So I will be briefly going through the overview of our strategy.  And because it is kind of a big document and actual policy, I will address some issues.  And you will see how, for example, it is encountering using the ITU recommendation.  And if you have some more questions after I will be able to share my presentation.  
So we made a national strategy on child online protection.  And we have four strategic objectives there.  The first is the society aware of and supports safety of child online protection.  And we addressed ‑‑ we have several ‑‑ many stakeholders as was said.  And we work, we have a special aim for each of the stakeholders.  And, for example, we speak about industry.  So we work that they take this issue seriously and consult with them on the future legal regime of limiting access to CSAM, to child sexual abuse material and work together with them in Civil Society to make the actual standards of corporate responsibility and other recommendations on how to like reporting mechanisms will be useful, effective for every stakeholder and reporting to police and what mechanism of parental control and so on.  
    And this is ‑‑ I also highlighted what recommendation we used and how we actually elaborated it.  And speaking about next, children, we aimed that they are aware of online and risk, have the ability to use Internet safely and know where to seek help.  So competence should be included in educational programs.  And, of course, informational campaigns.  
Next are parents and teachers.  And here is also many activities provided, actually to gain this understanding of responsible parenthood and how to deal with online risk and parents.  So teachers are also able to provide, detect and overcome the risks online and develop the competence in general.  We already have several courses for parents and for teachers among our national program of digital skills development.  
    We also worked together with the Ministry of Education.  And then the next is a society in general is intolerant to violation of online rights.  It is big attention played to a national informational campaign on online risks.  For example, we are launching already next week at the film conference.  It is a big international event where international experts, Ukrainian experts give speeches and discussion.  And it will be a film spread among media about different kinds of issues for online risk and not only children but adults also.  So here is also how we addressed this.  Our next strategic objective is that using Internet during educational process in daily life is safe.  So special attention is made to personal data of children.  They need be given special category.  And controls need to like be limited, yes, in their ability to process personal data for profiling purposes or advertising and parental consent.  
We are also thinking for effective decision how to ensure that parental consent is actually valid, and true, yes.  When a child using some service, Internet in schools and other places are filtered.  We already started to ‑‑ with this aims, actually we ‑‑ bureaucracy processes, strategy is made and going to be adopted but it is long time takes in the Government.  But we already started implementing some tasks and this is an example.  For example, we piloted several technical decisions, how to filter Internet in schools and now we are scaling it on a national level together with the Ministry of Education and several Internet service providers.  So now we are ‑‑ we have a pilot.  Now we are scaling it on a national level.  And then we will incorporate it to make it obligatory on the first stages.  We make it like voluntarily for schools.  
    And many have interest.  We are also working on reporting.  We have a mechanism for cases of violations.  And this is the most challenging for us.  It comes to legislation and obligation for Internet industry for deleting material firstly and so on.  So this is a Ukrainian ecosystem of Internet service providers, Internet hosting provider.  It is very different from the European one because we have small and medium enterprises giving the access to the Internet and the range of stakeholders is much wider than, for example, in Europe, European countries.  They have one ‑‑ it is big companies market.  And in Ukraine it is different.  So this is most challenging I would say, like recognize the difficult thing to do.  But we already started consultation.  And we aim to delete, make this report and mechanism not only for child sexual abuse material but also for serious cyber bullying and image based abuse.  Strategic objective is criminalizing crimes against children in digital movement.  This ‑‑ yeah, so technical solutions and hashing techniques, this is actually technical side and use technology to actually combat this issue.  
    And mechanism for bringing to justice those who committed crimes against children.  So criminalization of knowing and obtaining child sexual abuse material.  We are working on a law, Convention in its ‑‑ it is going to have ‑‑ I hope it is going to be adapted by the spring of 2021.  And it will be criminalized in Ukraine actually having like knowingly obtain, yes, access to the child pornography.  We also have in our strategy aim the mechanism for bringing to justice also committed crimes against children in a digital environment.  
So counseling and providing psychological advice to those consuming this kind of material as a prevention.  And strategic objective 4, this is related to victims and witness of crimes committed online and their parents.  So we aim to provide assistance to them and the system of service for protection and like covering of victims and witness.  
    So there is a need to establish mechanisms for as we said counseling, psychological, medical assistance.  Legal advice for victims itself and for their parents and rehabilitation, yes.  So after it happened.  And probably I ‑‑ I tried to be fast.  But this is a general overview.  And if there are some questions, I would be happy to answer and will be happy to share the presentation.  
   >> SARAH DELPORTE:  Thank you.  Thank you very much for this great presentation.  So apologies as mentioned before we are running a little bit out of time on this session.  So we don't have the time for questions and answers.  But it will be really nice if you can put any question in the chat box and we will be pleased to raise them or to answer them directly there.  
    So it is my pleasure now to start the third session of this event.  So we will have ‑‑ let me just share my screen quickly so I can display.  We will now do a presentation on the materials developed for parents and educators.  So we will first have David Wright who will give an overview of the materials.  David has been collaborating with us and is collaborating with us on ITU activities.  And he is the coauthor of the Guidelines.  And we will then turn to Ilda Turhani who is the network director of Women in Technology Albania with whom we are currently partnering to develop some trainings at the Albanian level specifically targeting the households.  
   >> DAVID WRIGHT:  Thank you.  Thank you very much.  I hope if you just confirm you can hear me okay.  
   >> Yes.  
   >> DAVID WRIGHT:  Excellent.  I will just share slide sets.  So I'm going to try to be really brief here.  Before I do start off Sarah, Jaroslaw, thank you for the invitation and to share this particular session.  There is a lot of me invested in these Guidelines as you say.  So not just we are talking here about the parents and educators' Guidelines, but also the policymaker Guidelines and contributions to others as well.  
    So it falls to give you a short introduction to the Guidelines, specifically updated and being developed for parents and educators.  And in this context clearly this is those ‑‑ those adults working and ‑‑ working around children and parents around children.  That protective wrap that ‑‑ of adults that sit around children and online clearly is no different.  And so really important as Gulsanna said earlier on, a particular priority clearly in the Ukraine as well.  It is great to see Gulsanna, some feedback and some actions.  The objectives and the prominence that child online protection is receiving in the country.  And it is great to see the familiar names, I was going to say face, but familiar names within the workshop, the event as well.  
    So like I say, parents and educators, those adults, primary adults around children in terms of that protection.  Important to focus on that dimension.  So the Guidelines that were released very much look at that.  Now I'm not going to go in to detail, but I'm going to spend a little bit of time looking at these bullets.  And this is the crux around providing some support in the first case to parents and to carers.  That they may well help them engage with their particular, their children.  
And the first one around having a conversation, having a discussion, that's front and central in all of this and I think it really ‑‑ it speaks for itself.  It is developing that relationship of trust that exists.  And as well is a really important one, too, is to make sure that children are confident in you as an adult.  So not overreacting when ‑‑ if they say that they have been in line, whatever issue they have encountered.  The thing that children fear a lot is the reaction that parents will give.  And that often prevents them from talking to them.  So nurturing that confidence and that relationship of trust is an important thing.  
    Thinking about homes and the technology, the services, devices that you as a household, you as a family actually.  It is a great exercise just thinking around, going around room by room and identifying the points of access, the devices, laptops and computers and TVs, the fitness devices, the increasing number of devices that are actually connected online where access happens.  As well as the services that are then used whether it is social media services, messaging services.  A great one, a great activity is just to sort of skip through home pages.  Tell me a bit about that particular app and what's this one do.  Exploratory conversation.  Thinking about some of the third point there around the security measures that exist, that are available to parents.  This comes back to one of those points that Gulsanna made around engaging providers in terms of what tools they make available to parents.  
And so this is the parents' use of those filtering, monitoring or parental controls, those sorts of things.  Technology is clearly very mobile and increasing mobile and making sure that the Internet stream filtered in one form or another.  Expectations, this is an important one as well.  Having the conversation as well about what you expect as a parent how the Internet and online technologies could be and should be, should be used.  It is again, that's all part and parcel of that discussion.  What consent means as well which is a really important one around.  Taking someone's image, even within the family and uploading that, that culture of support.  
    The Digital Age consent, in the same sort of context.  This varies nationally across Europe, but what age Digital Age of consent actually means.  I have mentioned it being aware of other online and other mobile services.  I am going to pick out a couple of these.  So control in use of payment mechanisms, credit card or accounts that have got credit cards on there.  Know how to report problems, too.  It is an important aspect as well.  
So some really helpful Guidelines here that are included here, particularly for parents.  We will get on to educators.  Educators have a similar role but they have some unique aspects to them as well.  Much more formality from an educator and clearly the term educator indicates the primary role.  But in terms of online and supporting them online, thinking about the devices within a school and again thinking about and hearing what Gulsanna said about the plans to filter the Internet, about the pilot programs and to extend that across the country.  That's included in there as well.  
Password, security, password protection and policies is an important one as well.  Antivirus as well as other administrative controls and protections that schools as an organization and therefore educators will actually have as well.  
    Policy, clearly policy will define how technology should be used and again that's all part and parcel of the expectation setting.  In the same way around consent we have got this conversation about how digital images and video are actually stored and used.  And then we have got that final point there as well.  Now again like the parents' ones there are more points that are included in the Guidelines.  How you protect yourself as a professional working with children.  More often than not your children, indeed their family may well search for you online and as an educator and having that elevated expectations what would they find.  So your professional reputation means more to you than other people, others perhaps do as well.  
    And being able to fundamentally recognize, respond and resolve issues that children encounter online.  I think so when a child will actually tell you some things, may not have confidence to tell parents at home but may well tell you as an educator.  It is important that educators can have the confidence and the understanding to be able to recognize, respond and resolve ‑‑ resolve those reports that children very carefully will share with you.  
    Now in terms of just ‑‑ this is the final slides.  These are key recommendations that are included in there.  The roles that parents and children ‑‑ parents and educators actually have.  Now, you know, there is a lot more information included within these Guidelines.  And I would very much encourage you to firstly be familiar with these Guidelines.  And then it is a tool.  If you are from a particular nation, it becomes a tool about helping support your parents and your educators.  I'm sure we are going to hear more about these later on.  So Sarah, I think that's all for me.  I have tried to encapsulate those.  I hope it has been helpful to get an insight in to how important these along with the other set of Guidelines are.  Thank you.  
   >> SARAH DELPORTE:  Thank you.  It was very, very insightful.  Thank you very much.  And please do not hesitate to put any kind of question in the chat box.  We will be happy to answer them.  I have been made aware that Ilda was not able to join, but we have the pleasure to have Klorenta who is representing Albania.  And she is the head of the information and dissemination unit.  So I will let the floor to you.  But I just want to mention that Albania is currently in the process of translating the Guidelines and rolling out the Guidelines at the national level.  Thank you very much for your commitment for ITU activities.  The floor is yours.  
   >> Thank you, Sarah, for introducing me.  As you mentioned Ilda was not able to join our meeting today.  But I'm pleased to share and deliver the trainings that the team has prepared in collaboration with the national authority for electronic certification in cybersecurity.  I will start with the shared screening of the presentation.  
    The Internet has changed our lives and changed also the lives of our children.  And this fact can be a force for good, but we must agree that it is very ‑‑ it is a challenge to help children and young people to navigate in the safest way possible in the digital technology and in the cyber ecosystem that we are navigating today.  It has been estimated that one in five children globally is already Internet users.  And these open doors for learning and good jobs from the different stakeholders.  And it can pose significant risk to children's safety, privacy and well‑being.  
Before the series of workshops program conducted by Women in Technology Albania and the national authority for electronic certification cybersecurity there was legal or no awareness at all of the complexity of the scale of the child protection risks in Albania for parents, educators and teachers.  And this lack of expertise made it hard for adults to know what to do about child online safety.  
    In total were conducted five workshops with over 100 participants and although there is not yet an informal evaluation of the intervention, there is emerging evidence that suggests that the approach assimilated with this pilot program is a promising practice.  Here in this slide are a list of some of the objectives of the workshops.  First of all, it was important to emphasize and to understand the risk and harm of children that use Internet from their parents, to understand the most used activities from children online and to encourage effective parenting by representing some most interesting statistics from children.  Only 9% of activities of experiences of children online.  It was interesting for them to know of most visited site and activities of their children online.  And also was a very good opportunity to brainstorm and to discuss on concrete steps for effective parenting, from building communities to asking support from the Internet service providers, in order to ensure and to raise the level of security of navigating safely for their children online.  
Here is representing an overview of the training.  Of course, the main idea was to share the risks and the ways how to protect child online safety.  It was shown the role of educators and parents and teachers, concrete steps of what to do to achieve a higher level of security for children online.  And also representing the risks of using social media, statistics on the time that children spend online and what sites do they visit mostly but also other online pages.  
    And due to the focus of the registrants it was ‑‑ which are representing in some statistics which is represented by a pie chart coming from different categories of parents of migrant youth, parents with children, with ASD autism and so on.  
    Here in the slide is representing also the statistics by country, by country.  We luckily didn't have only registrants coming from Albania, but also from Albanian households abroad.  5% are living in Italy and 2% in the US and 3% in Germany and 2% in Austria.  Another statistic is the pie chart which shows the participation by city.  The registrants wasn't just living in the capital but we had a lot of households which are living in other large regions but also medium and small regions in Albania.  I can mention some interesting percentages, 70% of participants from (inaudible), 2% from Barat, 5% and so on.  
    Here we are sharing some interesting feedbacks.  We have divided based on some headlines that we have figured out based on feedback from the participants.  We have designated four main headlines starting from the preparedness, because in the cyber ecosystem sometimes we are talking also about the cyber world, or the challenges that our children face during their navigation on the Internet.  So one of the feedbacks coming from parents under this headline is living in a global ecosystem, always evolving society through technology can find us unprepared about managing the safety of our children.  
    This means that the parents who took place, who took part in these workshops were unprepared to take concrete steps to raise their security of their children online.  
Another headline is responsibility.  It is up to us, the parents and the adults to help maintain a safe online routine.  The next headline is up‑to‑date information.  We have to keep ourselves updated and never create the illusion that we know everything.  Because also the statistics from UNICEF and ITU and their Guidelines show that children are more prepared from the tech perspective comparing to their parents.  
And the fourth headline is support.  We have to explain to them, the children the things that we are capable of knowing.  Here are some other feedbacks at the end of our workshops from the parents who participated.  Again under the preparedness headline one of the parents have shared this sentence.  Sometimes we don't know how to react when our children shares concerning experience on the Internet.  We all have to be more responsible knowing that most of the time our children are using the Internet.  
    Up‑to‑date information we are not aware of the tools of maintaining a safe and protecting online environment for our children.  Since we are in this part of the discussion, Women in Technology Albania has also shared some national technical and services support coming from the national perspective aiming to help the ‑‑ their parents and also the children to have more capacity to deal with the content that it is not appropriate for children or illegal content.  
    And the last headline support, trainings are what we need to develop our skills of good parenting.  And actually this is ‑‑ this was the goal of all the workshops to hear this feedback from the parents because as they have shown it is very important to conduct more frequently workshops focussed on child online protection for teachers, parents.  Technology is evolving with exponential rates.  These workshops need to be more frequent and to be conducted more often online or offline.  At the end the result needs to be the same.  So it is needed to raise the level of security for children in the Digital Age.  
On the other side the COVID‑19 pandemic has decreased the possibilities to oversee the children online activities because now parents are working from home and they have to use their Smartphones, their laptops, the equipment of technology in general to conduct their daily tasks.  So these has decreased the possibility to oversee the child online activity.  
Last but not least more awareness raising events are requested to be conducted.  Here are some screen shots from the workshops.  And here are some of the feedbacks and messages that parents have shared with us.  
    This is the presentation.  Very short.  But with some of the main aspects of the workshops and tomorrow I will be also representing the national approach in a more general point of view from the authority perspectives.  But at the end of my presentation I would like to emphasize the importance of ITU support in running these workshops.  Thank you for being our partners in the long term.  
   >> SARAH DELPORTE:  Thank you so much.  And thank you for this great presentation.  It is a very good example of what can be implemented in the Europe region in terms of trainings of parents and children.  And it is also a really good example of how to adapt to national needs but also how to monitor the outcome of these trainings which is a very important part to better adapt the strategies.  
    So now it is my pleasure to start the fourth and last session of today, which will draw attention on the COP and industry Guidelines.  So I will share my screen just very briefly.  
    I believe you can see it now.  So it is my great pleasure to firstly ‑‑ I first invite Tess Leyland who is the policy and public affairs assistant of the Internet Watch Foundation and coauthor of the ITU COP Guidelines.  And then we will have a presentation by Ms. Inga Rimkeviciene, sorry, who is the head of international and public relations division from the Communication and Regulatory Authority of the Republic Authority of Lithuania who will explain what kind of initiatives and what kind of initiatives can be undertaken with industries and more specifically Internet service providers to ensure the safety of children online.  
    So with no further ado, I will leave the floor to Tess to start presenting.  
   >> TESS LEYLAND:  Thank you so much.  Bear with me while I share my screen.  You should be able to see it now.  I'm ‑‑ my name is Tess Leyland.  I work at the Internet Watch Foundation and am coauthor of both industry guidelines and policymaker guidelines.  If you have any problems hearing me, shout out in chat.  
A little introduction in terms of the Internet Watch Foundation, we have an international hotline.  That's sort of what my presentation will be focusing on in relation to the Guidelines.  
    And we operate 43 portals in 43 countries.  And we work with over 150 members of the Internet industries to give service to them.  In this very quick presentation I am planning on talking about sort of the redrafting process of the Guidelines and overall aims.  Then I'm going to move on to talk about the scale of the thread we are facing and why these Guidelines are so important.  That will mainly focus on the threat of child sexual abuse material and the Guidelines do cover a much broader range of harms.  It is what I have the expertise on to talk about.  And then finally I'm going to give you an overview of the Guidelines and key take‑aways.  
    So without further ado, the first sort of development of ITU Guidelines started in 2009.  And I am going to tell you at the risk that you may have had this repeated to you by death now and we can agree that the world has changed immeasurably since 2009.  Internet use has completely exploded.  50% of the world's population are online.  One in three children are online and 71% ‑‑ one of three users are children and estimates 71% of children are online.  And it is not just a connection to the Internet that has gone crazy but it is also how people are using it and why.  So long gone are the days that we connected through big clunky desktops.  And now it is laptops and Smartphones and Internet of Things.  We don't go on to find a solution anymore.  Now it is everything from work to school to you can sit there and watch your Hollywood Blockbuster that would have been in cinemas.  
Over the past few months the Internet has been a force of good for our lives.  Children today are better connected and better informed and more engaged than, you know, children and generations ever before them.  There are more opportunities to socialize and connect and expand your view of the world.  We have seen a real sort of challenge that we would never have expected six months ago let alone a year ago, let alone this was sort of coming together.  
With challenges come the opportunity to fight them.  There is their features and their platforms that have framing how children interact online and also find these challenges.  And industry is placed in a very sort of delicate position of trying to protect children and protect users and sustain their business model while also ensuring that children's rights are laid out.  We don't want to create a world in which in order of child protection we are closing down a child's experiences and opportunities.  
    So with that in mind when we were redrafting the COP Guidelines we tried to take a child rights approach and promote a positive use of the Internet.  And that is really at the very heart of the Guidelines.  And we also recognize that when it comes to industry there is really no one size fits all approach.  With the capacity of maybe five employees, maybe 5,000 employees.  
    So therefore these Guidelines exist to set a direction for industry to build their own resources and provide a useful, flexible and user friendly framework.  They are aimed at establishing a foundation for a safer and for secure use for today's children and future generation.  We have sort of general principles throughout that we can work towards and strive to protect children and best practice.  We have, you know, sort of like feature specific checklists as well which are more sort of targeted and will hopefully be sort of immediately actionable by people reading the Guidelines.  
    We have also really tried to make the guideline look forward.  We all know I'm sure that give the sheer pace of technical change and rise and fall of popularity it is quite hard for legislation and codes of practice to keep pace with this.  We hope that these guidelines will sort of provide a framework and provide sort of guiding principles that will allow to really embed child protection at the very heart of the industry sector and ensure that moving forward we can create an Internet that we all want to see.  
I want to take a little moment to reflect on why this work is so important.  So as I mentioned I work at the Internet Watch Foundation which is a hotline for reporting of criminal images of children.  In 2019 we assessed over 260,000 reports and 132,000 were confirmed to contain images and videos of children being sexual abused.  Each page can contain anything from one to thousands and thousands of images and videos.  In 2019 we resourced sort of a culmination which put Europe as the global hot spot.  89% was hosted within Europe and 71% hosted in Netherlands that was an increase up from 49% in 2018.  Also we also saw all this imagery we find is hosted on image hosting pods.  This is important to stress when we talk about child online protection there is a lot of talk about social media companies and gaming companies and big names that everyone knows, but what's not where we are finding the content.  We are finding it on sort of smaller industry members, on like niche dedicated sites.  They are not at the Round Tables and they are not coming to events like and I think Guidelines present an excellent opportunity for us to try and promote them and get the child protection ball rolling in these closed off areas.  
Quickly jumping on to COVID‑19 when lockdowns are implemented across Europe and across the world we are concerned that could create this perfect storm for this abuse as, you know, both children and offenders are spending more time online.  We provide a blocking list to companies to block consent that we know to contain ‑‑ blocked Web pages we know to contain this abuse.  In one month we recorded 8.8 million attempts to access these pages.  Sort of individual users but it does show a very concerning idea of the demand.  
    Furthermore, in the first three months of lockdowns we had a 50% increase of reports and September has been the most month with reports.  Interpol is reporting an increase in activity related to child abuse material.  And we are not seeing ‑‑ child protection organizations, charities are reporting a high rise in child online protection concerns.  And we are facing some challenges in the modern world when it comes to child online protection.  There are also opportunities for us to work together to try and create the Internet that we want.  And I think we can all agree that we launched guidelines in June.  It was a great time to release them.  We were redrafting the Guidelines.  We want to take a positive child online approach.  We came up with these five key areas.  These are ideas that we think we can get behind and work towards and implemented regardless of the service that you are promoting.  These were integrating child rights in to the very hearts of any organization, developing standards to tackle child sexual abuse and creating a safer and age appropriate online environment, educating children and carers and educators about child safety and promoting positive use of digital technology.  
Now these all sound great but they seem a little bit abstract.  And what I have to say given so much in the Guidelines and trying to engage with so many different industry members but a good way to look at it what does good look like.  At the very heart of the Guidelines good looks like if you can look at your business model and practices in place and workflow and how am I doing everything I can to protect and empower children and those both children who are using a service and might universally use your service or service not intended for and perhaps children who are somewhat tangentially related.  Children loading imaginary and the imaginary depicts children.  Actions are hugely dependent on networks that you provide.  
A few ideas that ‑‑ who are listed throughout the Guidelines that give us sort of a general idea.  So, for example, do you have robust and clear child safety policies.  Do your staff know what to do if they find some things that they are concerned about.  And do you have clear lines of communication internally.  Do you do an impact assessment when you are introducing new tools or standards to see what the consequences of these will be.  Do you have accessible terms and conditions that can be easily found.  Are they are written in clear language.  Are these terms and conditions enforced.  And do you produce transparency data on these.  Do you analyze this data.  Do you have clear reporting mechanisms.  
If I was concerned about something, could I clearly report and be given information on how long it could take to get any feedback.  Once there is a ‑‑ once the decision is reached would I then get feedback or get information on the final decision.  Are you deploying the necessary tools.  Are you taking services.  Deploying Microsoft photo DNA.  Are you working with local organizations.  Perhaps it is child help lines or educational resources.  Try and further support out there so people know what support is available to them.  Thinking what can I do to try and make children safe on the Internet and building your own tools.  And if you think they would work elsewhere how do you feel about making them open source and more available to the wider group.  
Are you working with key partners in space and talking to Government law enforcements and talking to like national hotlines and other industry members and sharing best practices.  Are you looking at Guidelines which might be directly relevant to you to try and figure out how you can implement them in to your own working practices seeing the model national response and protect the Broadband Commission Guidelines and five country voluntary principles, things like that.  
We all know that the internet is so global it is incredibly hard to legislate on or to navigate.  And we can't, you know, create ‑‑ we can't create happy if we don't take a collaborative approach.  They are developing the processes.  And I think institutions such as the Guidelines are so important because they help create consensus that they work towards and see the benefits of quickly.  That's everything from me.  I hope I got you excited as I am.  I have got my e‑mail on the screen if you have any questions.  I will pass it on to Sarah.  
   >> SARAH DELPORTE:  Thank you so much, Tess.  And thank you for your presentation and for talking about the importance indeed of having a collaborative approach because we can only bring a real change in all stakeholders addressing child online protection are working together.  As we have caught up on the timing, there is a question for you in the chat box to tell you is your work harder since somehow hidden after GDPR.  
   >> TESS LEYLAND:  Sorry, I do speak quickly.  In a way it is.  I didn't work directly on the images, but I do know that we do use the who is database a lot to try and find details.  One of the struggles we have is that people have to put accurate information on there.  But yeah, I would say this is a sense it ‑‑ what ‑‑ it hasn't since GDPR has impacted for us quite awhile.  It changed our work in a huge way but other challenges that have.  
   >> SARAH DELPORTE:  Thank you.  It is my pleasure to invite Inga to talk about the strategy of Lithuania.  Lithuania is in the process of translating the Guidelines.  And I thank them very much for their support in ITU activities.  The floor is yours.  
   >> INGA RIMKEVICIENE:  Thank you.  Can you confirm that you see my slides?  
   >> SARAH DELPORTE:  Yes.  But not in slide show.  
   >> INGA RIMKEVICIENE:  Okay.  Is that better?  
   >> SARAH DELPORTE:  Much better.  
   >> INGA RIMKEVICIENE:  Thank you.  So thank you, Sarah, for introducing me.  So as the last speaker I will also try to be very brief.  My name is Inga Rimkeviciene.  And I represent the National Communications Authority of Lithuania, but what is maybe important speaking about this topic I'm the mother of a very active Internet user who is just 11 years old.  So this is not only a professional but also a very personal topic for me to talk about.  And I'm glad that my institution takes some actions in this area.  
    Going back a bit in to history, so what started in 2007 our institution established the hotline and became the operator of this hotline.  The hotline was established under the project with the European Commission.  And we are running the third project of safer Internet.  And the hotline is financed together by the European Commission and RRT.  What's important about the legal status of this hotline is that the functions of RRT as the operator is established in the law on education.  And that means that even if we do not have any project of safer internet, it means that there will be sustainability of activities and we will continue operating the hotline.  
    Also you see two very important provisions in the same law saying that RRT has the right to give mandatory orders to the hosting service providers to take down legal content, and that hosting service providers have the duty to take down this legal content.  
    So this is actually the legal basis for our collaboration with hosting service providers in Lithuania.  But this is the legal situation.  And in practice we really have some big challenges.  And I named some of them, the most important and maybe the most frequent.  So this is that we sometimes lack communication or feedback from HSPs on the status of their activities if our orders are implemented or not.  Sometimes the service providers do not admit that the illegal content is also on their service or their ‑‑ declare that the content was already removed when we find out later that it was not done.  So from time to time we have to remind the obligations and mainly the main obligation that hosting service providers becomes responsible about the illegal content at the moment when he becomes aware of it.  
    So mainly he cannot pretend that he doesn't know about it, especially if he already receives some notification from RRT or other institutions.  
    So facing these problems our institution decided that some proactive measures and steps should be taken.  And that the idea of a memorandum on a clean Internet came to our mind.  And we prepared the draft and proposed to the service providers to join this memorandum.  And the purpose of this document was to create the cleaner internet environment by joint efforts of the service providers and the RRT.  So what was the most important that the service providers made certain commitments so that they were responsible for their content and taking care of this illegal content.  So this implied that they should take some proactive steps and not wait for specific notifications, orders or requests from others.  
    So a memorandum was announced on a very special day, Safer Internet Day in 2020 February 11.  And currently we have nine biggest hosting service providers joining the memorandum.  It seems the number is not very big.  Lithuania is a small country.  And we have ten big service providers, big companies and 30 smaller companies.  This number is pretty significant.  What was really amazing is the approach of the companies, how they used this benefit from the memorandum or didn't use this at all.  Some companies joining the memorandum they used this information for their disability and building the reputation of a proactive and responsible business.  They put their visibility elements on websites and declared they are the members of this community and they are proactive and taking seriously the child online protection and their information published on their hosted on the service.  
    And there were quite big companies that tried to avoid this issue and they do not make public any information that they officially joined the memorandum.  There were companies that didn't join the memorandum explaining that it may have some negative impact on their business.  They said that if their current clients or possible clients know that there are some proactive measures, technical or legal, so they may think that the company is doing some tracking of the activities of their clients online.  
    So they said that we have all the necessary technical measures.  We implement anything that is needed.  But we do not want this to be very publicly known for the clients.  So this approach is pretty embarrassing.  So we see that there is still actions to take and further steps are really needed.  First of all, we need to strengthen this collaboration with hosting service providers and building the trust, the dialect between us is really very important.  And we also see that a very important step is providing legal and expert guidance to the companies.  And in this regard, we really are very excited to be among these countries who joined the initiative from the ITU on promoting the Guidelines on child online protection.  And mainly we see the Guidelines for industry as a very important tool for our further discussions with service providers.  
    So speaking about the status of this initiative in Lithuania, so we are working mainly with the two Guidelines.  So Guidelines for parents and materials for children.  Currently we are working on video lessons for children.  We already started the learning process online.  So we think that this will be a very great opportunity to share the video lessons with schools and encourage speaking the discussion with children about these very important topics, their safety online.  And currently our ‑‑ the main focus is on translating the Guidelines for industry in to our national language.  And we will share these documents with our partners via our network and, of course, with a target audience, so the industry, the hosting service providers that we think that will boost our further discussions with them.  
    So I think that this is.  So thank you again, ITU, for inviting and for making this very important initiative.  Thank you.  
   >> SARAH DELPORTE:  Thank you so much for coming actually and for this great presentation.  So it brings us to the end of this first day.  But before wrapping up everything, I would be very happy to invite anyone who has some questions to raise them now as we have a little bit of time for them.  
    I will just give it a few seconds.  You can as well directly talk.  Don't need to put it in the chat.  Okay.  So no questions.  If you do have some questions later on, feel free to contact.  ITU will be very pleased to answer them and to give you further explanation on anything that might be needed.  
    So I would like to invite Vadim to say a few words on behalf of ONAT.  The floor is yours. 
   >> VADIM KAPTUR:  Thank you.  Today, my morning was started from the training session with the children and parents was based on the materials that were developed by ITU.  It is a new ITU alliance, materials for children and materials for parents and educators.  We tried to make an experiment on this and I think it was a successful experiment.  Because the children who participated in this training vary from one class, there are children between 10 and 12 years.  It was a fifth class of the school from Odessa and the parents were also the parents of these children.  We are expecting something like a community effect from this series of events.  And probably now children and parents think about everything heard in the ‑‑ during the trainings.  And in this case they will have the common basis for discussion about the issues of the child online protection and about the different aspects of the threats that we have now.  
And one of the common and one of the interesting points that were found our trainers in this new updated Guidelines that were presented during today's sessions, it is very important to create the trusting environment between children and parents based on the common ‑‑ some common and joint activities online.  In this case children will see in parents not only advisors but something like Moderators of their activities, but they will also see the difference and the persons who will be useful in the critical and crucial situations so that could appear with children online.  
    So it was amazing to see how many activities we have in different countries based on the national strategies on the international cooperation and especially on this new child online protection Guidelines for policymakers for children, for parents and educators.  And I am very happy to see a lot of countries accepted translation of these materials in to their national languages to allow and to give the access to these materials as much as possible, more children, parents and educators as possible.  
    So it is also ‑‑ I have to see how many activities are initiated on the basis of different materials and different activities in this field of the child online protection.  
At the very beginning during the Opening Ceremony today our Rector said that we have a great experience in the child online protection.  In our academy two times in the past won the highest prize of the World Summit on Information Society in the category C5, cybersecurity, especially for the products related to the child online protection.  And I hope that the new cycle that was initiated by the ITU with new Guidelines will be motivating us to create new powerful products in the future.  And I hope we will be receiving the prize soon in this category.  
    I want to thank all the speakers of this day and the Moderators, thanks for the excellent Moderators.  And for all the staff of ITU who helped us to make this event possible.  And I hope you have a nice evening and see you also tomorrow where you have the very interesting conversation in the framework of the session 5 and the Round Table of session 6.  Thank you.  Sarah.  
   >> SARAH DELPORTE:  Thank you so much, Vadim, for those great words.  The link to the trainings that have been held this morning are on the ITU Web page for the event.  It gives an example of what kind of trainings can be rolled out at the European level based on the COP Guidelines.  It is a good example of practically adapting the content of the Guidelines.  
It is my turn to thank very much all the speakers of today's event.  Thank you very much for all your insightful presentations.  I would also like to draw your attention on the ongoing effort of countries for translating the ITU COP Guidelines.  We are currently in contact with over ten countries that are taking these steps.  And we invite countries to take those steps.  So thank you very much for that.  
    And I think we can sign the end of the event.  Before that I would like to tell you that tomorrow the event continues and will start at 9 a.m. Geneva time.  And we will have examples of these COP rollout at the national level with seven countries that will come and present their national case studies.  And this will be followed up by a Round Table where everyone is welcome to come and exchange together.  By everyone I mean all the stakeholders addressing the COP Guidelines.  As stressed during the sessions today it is very important to have a collaborative approach.  So I really hope to see you tomorrow.  And I wish you a good end of the day.  Thank you very much. 
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