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Background  
The Geneva Centre for Security Sector Governance (DCAF) promotes good governance of the security 

sector through ensuring that security provision, management and oversight is effective and 

accountable within a framework of rule of law and respect for human rights. Drawing on the 

organisation’s comparative experience in the field of security sector governance and reform 

(SSG/SSR), DCAF is committed to identifying, understanding and responding to contemporary cyber 

security governance challenges. Key objectives include: 

 To analyse threats, challenges and opportunities for effective governance in cyberspace 

through policy-relevant research; 

 To support the development of national and international legal and policy frameworks to 

promote good cyber security governance; 

 To provide practical guidance and support to assist stakeholders in ensuring more effective 

governance of the Internet and the cyber security sector; 

 To facilitate dialogue and promote multi-stakeholder engagement across public and private 

sectors. 

AREAS OF ENGAGEMENT 

1. Developing Norms, Standards and Good Practices at the International Level 

DCAF’s research department develops good practice guides and new standards. For example, within 

the context of the Global Counterterrorism Forum (GCTF), Switzerland, in collaboration with the 

United Kingdom, DCAF and the Institute for Strategic Dialogue (ISD), we developed guidelines on 

countering violent extremism online. 
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2. Reinforcing Oversight and Accountability at the National Level 

Cyberspace comes with a unique set of challenges for effective oversight and accountability at the 

national level. DCAF supports governments, parliaments and civil society to play an effective role in 

cyber security governance. The organisation seeks to develop and strengthen national capacities in 

this field, promoting good governance and providing an enabling environment for development, 

consistent with Agenda 2030 on Sustainable Development. 

3. Promoting Dialogue and Research 

DCAF facilitates multi-stakeholder dialogue and research on questions of cyber security through 

organising workshops and conferences that bring together representatives of states, international 

organisations, civil society and the private sector. Current research priorities public-private 

partnerships in cybersecurity and how they can be applied in Southeast European countries. 

Within the Project “Enhancing Cybersecurity Governance in the Western Balkans”(2018-2021), 

funded the UK’s Foreign and Commonwealth Office, DCAF is enhancing the effectiveness of national 

CERTs and their coordination at regional level as well as supporting key cybersecurity processes in 

Western Balkan countries. In this context, DCAF collaborated with ITU in the organisation of the 2018 

ITU Cyberdrill for Europe held in Cyprus where a side meeting was held for the Western Balkan 

Countries to present and agree on a joint ITU-DCAF-RCC (Regional Cooperation Council) calendar of 

activities for 2019 onwards focussed on building capacity in Cybersecurity.   

2019 activities under this DCAF Cybersecurity Capacity Building project also encompass the 

organisation of national round tables on cybersecurity governance in Bosnia-Herzegovina, 

Montenegro, North Macedonia and Serbia. Tailored trainings for staff will be organised at the 

Serbian Ministry of Interior CERT (CERT MUP), GOV CERT and SRB-CERT in 2019 (Belgrade, Serbia, 

June and October 2019) as well for staff at the Montenegrin National CIRT (CIRT.ME) in 2019 

(Podgorica, Montenegro, second half 2019). DCAF, together with the Parliament of Albania and 

RACVIAC will organise a regional cybersecurity conference for Members of Parliament from Western 

Balkan countries on oversight of cybersecurity in Tirana, Albania, 3-4 October 2019. An annual joint 

regional training for Western Balkan CERTs will be held in Ljubljana, Slovenia in November 2019. 

In 2020 and 2021, more regional training and coordination events for Western Balkan CERT will be 

organised. National cybersecurity governance discussions in Bosnia-Herzegovina, Montenegro, North 

Macedonia and Serbia will continue to be supported. Another regional cybersecurity conference will 

take place. 

Proposal  
In line with the joint calendar of activities for Cybersecurity Capacity building, DCAF will facilitate the 

participation of Staff of Western Balkan CERTs in the ITU Cyber Drill for Europe (Bucharest, Romania, 

27-31 May 2019).  DCAF will co-organise the workshop ITU National Cybersecurity Strategy 

Development Workshop for Western Balkan Countries in Skopje, North Macedonia from 26-28 June 

2019, by facilitating the participation of Western Balkan cybersecurity experts at the event. DCAF will 

also support ITU Cyberdrills planned for 2020 and 2021. 


