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A cyber security technology consulting,
incident response and applied research
—L ; company with a focus on services for
specialized public service providers,
finance industry and corporations with
high data sensitivity
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@ NRD Cyber Security

Beginning: established in 2013, part of INVL
Technology

Team: 20+ professionals with 5-20 years of
experience

Regions: Europe, South Asia, South America,
East Africa

Customers: governments, public and private
sector organizations

Principle: we are constantly looking for ways to - 4 -
detect and handle cyber threats, using —
established methods as well as investing in R&D
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NRD Cyber Security

CORPORATE
MANAGEMENT

INVL Technology is a closed-end
investment company (UTIB) which
invests in IT businesses and is
listed on Nasdaq Vilnius exchange.

INVL Technology managed
companies operate in 9 countries
and have completed projects in
more than 50 countries worldwide.
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Norway Registers
Development AS
Oslo, Norway

Andmevara AS
Tallinn, Estonia

\

Novian UAB
Vilnius, Lithuania

\

Andmevara SRL
Chisindu,
Moldova

BAIP UAB
Vilnius, Lithuania
Riga, Latvia
Tallinn, Estonia

J

Acena UAB
Vilnius, Lithuania

NRD CS UAB
Vilnius, Lithuania

Algoritmy
sistemos UAB
Vilnius, Lithuania

FINtime UAB
Vilnius, Lithuania

89.2%

\1/70%

\1/90%

\1/30%

\L100%

\1/99% \L1%

NRD UAB
Vilnius, Lithuania

Norway Registers
Development
East Africa Ltd
Dar es Salaam,

Tanzania

Etronika UAB
Vilnius, Lithuania

Infobank
Uganda Ltd
Kampala, Uganda

Norway Registers

Development
Rwanda Ltd
Kigali, Rwanda

NRD
Bangladesh Ltd
Dhaka, Bangladesh

Business climate improve-
ment & e-governance

IT infrastructure

Cyber security

IT intensive industry

solutions

Business process
outsourcing



NRD Cyber Security

PARTNERSHIPS AND MEMBERSHIPS

= We are members of

Liixst ECS# GFCE

—HSACA @ TF-CSIRT

Trusted Introducer
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= Qur research partners
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https://www.trusted-introducer.org/index.html
https://www.trusted-introducer.org/index.html
https://www.thegfce.com/
https://www.thegfce.com/
https://www.first.org/
https://www.first.org/
https://www.cisecurity.org/
https://www.cisecurity.org/
https://www.isaca.org/
https://www.isaca.org/
http://www.ktu.edu/
http://www.ktu.edu/
http://www.vu.lt/
http://www.vu.lt/
http://www.ega.ee/
http://www.ega.ee/
http://www.ltec.lt/en
http://www.ltec.lt/en
http://www.itu.int/en/ITU-D/Pages/default.aspx
http://www.itu.int/en/ITU-D/Pages/default.aspx

@ NRD Cyber Security
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Risk Scenarios Using Transforming Responding to ==
COBIT 5 for Risk Cybersecurity Using Targeted

COBIT5 Cyberattacks
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NRD Cyber Security

RECOGNITION AND Deloitte.
CONTRIBUTION

In 2018 Deloitte named NRD Cyber Security
as one of the top 50 fastest growing and
most promising technology companies in
Central Europe.

Deloitte Technology
Fast 50 Central Europe 2018 Techology ase 0
Powerful Connections 50 ‘ iy
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NRD Cyber Security O U R F O C U S

Establishment of Computer Security Incident Response Teams (CSIRTs) which provide a reliable and
trusted single point of contact for reporting computer security incidents.

Govern and manage
cyber security
domain as per best

Prevent, detect, industry practices

handle and recover
from incidents
functions to their
constituency

Maximize return
on cyber
investments (ROI)
due to
quantification of
cyber information
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NRD Cyber Security

OUR PORTFOLIO - NATIONAL CYBER SECURITY

Cyber security capacity
building

National, government and
sectorial CSIRT/SOC establishment

National cybersecurity strategy
and legislative framework
development

MHD o

National cyber security maturity ®
assessment in partnership with
the University of Oxford

Critical Information Infrastructure
(CIl) protection programme
development and implementation
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Technology solutions

= Sensors for national critical infrastructure

= Intelligence automation and data modelling
= Open Source Intelligence (OSINT)

= Cyber labs for digital forensic investigations

Training courses

= |nformation and Cyber Security
training

= Open Source Intelligence (OSINT)
training

= Intelligence Analysis training
= Digital forensics training



NRD Cyber Security

OUR PORTFOLIO - ORGANIZATIONAL CYBER SECURITY

Comprehensive security check

Security risk assessment

Compliance assessment and assurance®
Cyber security maturity assessment
Cloud infrastructure security assessment
Penetration and vulnerability assessment
Business and IT continuity check

Implementation of security solutions

Security software/hardware
CSIRT/SOC stacks

Fraud investigation and analytical platforms

Readiness for GDPR and ISO 27001

Information and cyber security strategy,

policies and procedures
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CyberSOC managed security services

CISO advisory services

Security incident analysis and
threat hunting

= Network intrusion detection
= Log monitoring

= Vulnerability monitoring

= Compliance monitoring*

Emergency security assistance
= Security incident handling

= Digital forensics services

Training courses

Information and Cyber Security training
Open Source Intelligence (OSINT) training
Intelligence Analysis training

Digital forensics training

*We use CIS-CSC, NIST CSF, GDPR, ISO 27001, SOC-CMM, SIM3, COBIT, etc.
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Combination

of knowledge and
its implementatio
in practice

Reconciliation
of innovations and
practical needs
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Network

Promote training and ITU
organization to our customers,
partners and IT national and
international community using face
to face events, social media and
direct targeting

Experience

The opportunity to
learn from leading
experts

Multicultural environment
Bring together
participants from
all regions
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NRD Cyber Security

CONTACT US

NRD CS, UAB

Phone: +370 5 219 1919

E-mail: info@nrdcs.lt

Address: Gynéjy str. 14, Vilnius, Lithuania

CEOQO: Dr. Vilius Benetis vb@nrd.no
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