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Your trusted SAP Mobility partner  

- Sqilline –

Quick Facts 

Sqilline- SAP Mobility Partner leading in CEE             

• SAP Application Development Partner for Innovation Packs

Established

• 2009

Competence Center SAP Mobility

• Sofia, Bulgaria

Focus

• Delivering innovation technology in healthcare 

Team

25 + SAP mobile developers and architectures 



Sqilline services

Providing Analytic Healthcare solutions – based on SAP Hana database 

technology. The solutions are integrated to any HIS/ HL7 CDA.

Development of customer made mobile solutions - develop hybrid and native 

mobile application based on SAP Mobile Platform and SAP Hana Cloud Platform.

SAP ERP Implementation& Maintenance services – with more than 10 years 

experience, Sqilline implements and support SAP ERP system.



SMART HOSPITAL

“Hospital, that relies on optimized and automated processes built on ICT 

environment of interconnected assets, particularly based on Internet of Things 

(IoT), to improve existing patient care procedures and introduce new 

capabilities”

Source: https://www.enisa.europa.eu/publications/cyber-security-and-resilience-for-smart-hospitals



Smart hospitals most critical infrastructure



Critical threats for smart hospital



Common attack scenarios for smart hospitals









Internet of  Things? Internet of  Threats? or Internet of Trouble?







Example attack scenario

Source: https://census-labs.com



Key findings of 2016 annual HC industry cybersecurity report

• Over 75% of the entire healthcare industry has been infected with malware over the last 

year

• 88% of all healthcare manufacturers have had malware infections.

• 96% of all ransomware affecting the healthcare industry targeted medical treatment 

centers. 

• Healthcare is 5th highest in ransomware counts among all industries.

• 40% of breached companies had a C or Lower in Network Security at the time of 

breach.

• Over 50% of the healthcare industry has a Network Security score of a C or Lower.

• 63% of the 27 Biggest US Hospitals have a score of C or lower in Patching Cadence 

Source: https://cdn2.hubspot.net/hubfs/533449/SecurityScorecard_2016_Healthcare_Report_Final.pdf



Cost of data Breach in 2016

• $4 million is the average total cost of data breach

• 29% increase in total cost of data breach since 2013

• 15% increase per capita cost since 2013

• $158 average cost per lost or stolen record in all industries

• $355 average cost per lost or stolen record in healthcare organizations

Source: http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094WWEN



Per capita cost by industry classification

Source: http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094WWEN



Common factors for most incidents

• Misunderstanding its compliance scope 

• Compliance before security

• The organization doesn’t conduct risk assessments

• Not considering best practices

• Using an insecure providers

• Lack of awareness, knowledge or attention







Top 5 ways cloud computing making IT inroads

1. Data security: resiliency

2. Data security: privacy

3. Speed of innovation

4. Mobile applications

5. Developing trends



The way forward …

Security Architecture for Medical Devices setups:

1. Control physical, network and service access;

2. Audit interactions (tie to per-user accounts, no common 

/ default credentials;

3. Protect data storage and transmission



The way forward …
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Recommendations for executions

1. Identification of critical eHealth infrastructure and definition of levels

2. Cybersecurity guidelines

3. Cost benefit analysis of the security incidents

4. eHealth incident reporting system

5. Information sharing and interchange

6. Baseline security measures

7. Implementations of widely accepted security standards

8. Raise awareness and knowledge of cybersecurity

9. eHealth cybersecurity strategy should be aligned nationally



EU Experience

1. Finalnd – The ESKO project:

 Own EHR nationwide

 Own private cloud since 1996

 Cloud service for regional professionals

 5G in progress …

2. Austria – The ELGA project:

• 3 stakeholders – government, HIFs, all the 8 regions

• Implementing IHE standard for security compliance and regulations, 

exchange & interoperability of patient information

• Officially started in 2007



EU Experience

3. Norway – eHealth national priority

• Own secure telecommunications network developed and managed by the 

government

• Provide efficient and secure electronic exchange of patient information between 

all relevant parties within the health and social services sector

• Most healthcare organizations are connected

• 700 000 electronic messages sent through the health network every day

• Code of conduct – end to

• HealthCERT – shares knowledge about ICT threats and protection mechanisms 

and continuously monitors traffic within the health network

• National protection program

4. EU commission

 The JAseHN (http://jasehn.eu/)

 eHealth Digital Service Infrastructure (http://ec.europa.eu/health/ehealth/policy/network/index_en.htm)
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