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National Cyber Security & Resilience:
A multi stakeholder engagement
www.cyberBG.eu
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Bulgaria: Stakeholders Picture
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Cyber Resilience Context

Known knowns
CIA triad threats

Information security
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Cyber resilience context.
CIA: Confidentiality, Integrity, Availability

i Credits: Eurocontrol: Manual for National ATM Security Oversight & Nassim Taleb “Black Swan”




Bulgarian context:
How to protect against the unknown?

* Risk environment will NOT contract—number of risks
and complexity will increase

* Organizations must get better at “surviving” in
uncertainty

* Knowledge and awareness of risk issues must be
pervasive throughout the organizations

* Traditional tools, techniques, and methods may not
work in this environment

e Existing organizational structures and governance
model may not be agile enough to adapt



Vision: Cyber Resilient Bulgaria 2020
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Credit: Eurocontrol: Manual for National ATM Security Oversight
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Maturity &
Leadership

Growth

2018 - 2019 2020 +

3 phases for 5 years:

Phase 1: Cyber secure institutions
National coordination platform
Engaging all stakeholders
Inventory & Risk assessment

Phase 2: Cyber secure society
From capacity to capabilities
International coordination networks
Resilient organizations (by design)

Phase 3: Cyber resilient organizations and
society
Effective collaboration at national level
International joint capabilities — NATO/EU
Specialization and leadership
SN



Resilience strategy “translated”:
9 fields of action, 18 goals and > 100 measures

1.

2.

Establish National Cyber Security and Resilience System: governance,
situational awareness (“cyber picture”), coordinated response & prevention

Network and information security (NIS) — the foundation for cyber
resiliency: minimal NIS requirements, specific for government and state
administration CIS, institutions, Cl, private sector engagement (ISP), CERTs
capabilities (aligned with the EU NIS Directive

Improving the protection and sustainability of digitally dependent critical
infrastructures: state-operators collaboration, system modernization vs.
patching, scope of Cl measures (new areas) — essential services (NIS Directve)

Better cooperation between government-economy-citizens: information
sharing platforms, ISACs/ISAOs and CERTs, NGOs, PPP, industrial and
technology capacity development

Legal and regulatory framework: harmonization of legal, regulations and
standardization, self regulation

Cyber crime counter fighting: capacity development (organizational and
administrative), law enforcement basis update, coordination, prevention

Cyber Defense: defense and armed forces CIS ﬁrotection, national security
(incl. counter terrorism, Cl protection, hybrid threats and crisis)

Awareness, education and innovation

International cooperation: EU, NATO, OSCE, UN, ITU, ICANN, and regional,
cross border
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Furopean Commission > Cybersecisrity industry
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Article Latest

The cybersecurity market, one of the fastest growing markets in the ICT sector,

i siow curopean waneseet 0 s mee. The Public-Private Partnership (PPP) on cybersecurity

will allow European businesses to seize thes:
citizens and businesses In the digital world, ¢
Single Market Strategy.

To strengthen EU's cybersecurity industry, the European Commission will es
contractual Public-Private Partnership (PPP) on cybersecurity, as envisaged |
Digital Single Market Strategy.

- The European market supply for ICT security
products and services is significantly
fragmented, and therefore European
companies are often not able to achieve the
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National CS Model & System:

National Cyber Picture + . NCSCON |
Coordinated Response G %7 _

response

Goals: National & collective security (EU, NATO, regional), Coordinated response,
Hybrid threats/warfare

Needs:

* Live Cyber Picture (national situational awareness)

* Continuous monitoring

* Levels of alert — coordinated and adequate response
* Collective and coordinated response

* National CS operational coordination & organization network (NCSCON)
» State provides the “backbone” (NSCON)
* Industry, business (ISACs, sector/business CERTS)
* C(Citizens, NGOs, society

* Prevention (lessons learned)
* National interoperability — collaborative resilience

* International interoperability — collective engagement and capabilities




Engaging industry & business:
ISACs, ISAOs + CERTs/CSIRTs
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wyis - expanding the trust

Upcoming Events
» Monday, May 9, 2016

Financial Services Sector Alerts (Public Sample) Flexera Software (formally Secunia) Report:
Information Sharing and Analysis Full real-time alert feed ilable to "Research: Vuinerabllity Review 2016"
Center FS-ISAC members. Available for Download until May 9th

v

07/06/2015 - OCC: Alert 2015-9 -
Counterfeit Cashier's Checks of Citizens
Savings Bank, Clarks Summit, Penn.

The only industry forum for collaboration on
critical security threats facing the global

Tuesday, May 10, 2016

financial services sector. Member Meeting
» 07/07/2015 - DHS Daily Open Source Madrid, Spain
When altacks occur, early warning and Infrastructure Report 07 July 2015
expert advice can mean the difference » 07/07/2015 - Securing Merchant Card » Thursday, May 19, 2016
between business continuity and Payment Systems from the Risks of Member Meeting

widespread business catastrophe. Remote Access
Members of the Financlal Services
Information Sharing and Analysis Center
(FS-ISAC) worldwide receive timely

Melbourne, Australia
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07/10/2015 - Red Hat update for php
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H125% ¥

v




Engaging SMEs & business:

Shared (cyber) risk over supply/value chains
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Covering new and emerging areas of Digital Dependency:
Essential services, Digital Services Providers (NIS Directive), loT

The JOY of Tech by Nitrozac & Snaggy

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

The Internet of ransomware things...

ON STRIKE

HUNGRY? UNTIL YOU
PAY UP AND SEND MONEY

20 BUCKS

I’LL UNLOCK TO MY THE NEXT TIME
HACKERs. |~ INM/PAYPAL |~ YOU LEAVE, ITLL MY ALARM
' 5 I‘LL BE COST YOU 100 SYSTEM IS
: OR ILL ONLY || (BURNING THE BUCKS TO GET GOING TO GO
A BREW TOAST IF YOU BACK INTO THE OFF RANDOMLY
q DECAF! DON‘T GET HOUSE, UNLESS THROUGHOUT
£ 4 | ME SOME YOU GIVE ME THE NIGHT,
(e ‘ $75 NOW! UNLESS Y?U
— “DONATE”.

'r

DISHES CAN s
HAcv:JIL%Enhzoo BUSY mﬁ.’ﬁs PARTICIPATE 1’M TURNING
OR I‘LL REVERSE BITCOINS. "1%22.‘3,5 OFF THE
MY MOTOR AND OTTACE,
BLOW DIRT ALL
OVER THIS
PLACE/

I’LL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME $25 OR
I’LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION

WILL BE IN THE
TRASH.




Cyber Defense: Cyberspace as the 5" Domain:
From “defense” to “resilience”
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R&D, academia, education:
Incubate resources & Industry Specialization
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Cyber Shocklave
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https://www.us-cert.gov/nccic
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Exercises to validate and build capabilities:

Target model: [US] Cyber ShockWave (February 2010)
[BG] Our National Cyber ShockWave-s:
- Transport (27.10.2016)
- Banks (private initiative, Banks ISAC / CIO Club)

“Cyber ShockWave"” Exercise Shakes Up
the Capital: How Would Our Leaders
Respond to an All-Out Cyber Crisis?

n JU

A report was released yesterday
detailing the fallout of an
extraordinary simulated cyber
attack scenario, which was
orchestrated in Washington DC on
February 16, 2010, by a
bipartisan group of former senior
administration and national Cyber Shockllave
security officials. =

CMM's Waolf Blitzer moderated and
broadcast a special news program
on the "Cyber ShockWave”
simulation. The purpose of the
exarcise was to gain insight into
how government officials would
respond in the event of a large-
scale cyber crisis affecting much

i of the nation.
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“If you are not part of the solution,
you must be part of the problem”

Attributed to: Eldridge Clever (1969); African
proverb, others
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