ITU Arab - CIS Inter-Regional Cyberdrill

14-16 September 2022 Almaty, Kazakhstan

Day 1

09:00-09:20

14 September 2022

Opening and welcome remarks

09:20-09:40

The Global Cybersecurity Index (GCI) results in Arab and CIS regions
Mr. Ahmed El Raghy, Senior Advisor, at ITU Arab Regional Office
Mr. Farid Nakhli, Programme Coordinator, ITU Regional Office for CIS

09:40-10:45

Panel: Building national cyber resilience and protecting critical information infrastructure, Role
of National CIRT

Moderator: Ms. Anett Madi-Nator, Vice-President of Strategic Business Development at Cyber
Services Plc and President of the Women4Cyber initiative

Speakers:

—  Mr. Badar Al Salehi, Director General, Oman National CERT. Head of the Arab Regional
Cybersecurity Centre

—  Mr. Ruslan Abdikalikov, Chairman of the Cybersecurity Committee, Ministry of Digital
Development, Innovations and Aerospace Industry of the Republic of Kazakhstan

—  Dr. Mohamed Hamad Al-Kuwaiti ,Head of Cyber Security, the United Arab Emirates
Government

—  Mr. Yernur Alipov, Head of KZ-CERT

10.45-11:00

Coffee Break

11.00-11:15

Improving cooperation between national CIRTs and law enforcement

Ms. Akvilé Giniotiené, Head of Cyber and New Technologies Unit, United Nation Office of
Counter-Terrorism/ UN Counter-Terrorism Centre.

11:15-11:30

Confidence Building Measures through Cyber Mediation
Mr. Nadher Alsafvani, MENA Cyber Advisor, Center for Humanitarian Dialogue

11:30-11:45

Protecting critical infrastructure. Overview of the OT threat landscape latest changes and
challenges industrial enterprises face

Mr. Evgeny Goncharov, Head of Kaspersky ICS CERT

11:45-12:05

Top 10 mistakes in Incident Response
Mr. Elmar Nabigaev, Deputy Head of PT ESC, Positive Technologies

12:05-12:20

Cyber Range as a valuable tool in education and training. Actual cases

Mr. Vladimir Perminov, National Cyber Range BDM, Solar-Rostelecom

12:20-13:30

Lunch

13:30-14:00

Actionable Cyber Threat Intelligence information to better understand and effectively predict
cyber incidents in the current elevated environment

Ms. Anett Madi-Nator is Vice-President of Strategic Business Development at Cyber Services Plc
and President of the Women4Cyber initiative




14:00-14:30

Workshop: How to conduct effective Open-Source Investigations Online
Mr. Vytenis Benetis, Consultant UNOCT/UNCCT

14:30-16:30

Cybersecurity Incident Simulation Exercise: Kaspersky Interactive Protection Simulation (KIPS)
Mr. Roland Sako, Kaspersky

Day 2

15 September 2022

09:30-10:00 Setup and configuration of the CyberDrill platform
Scenario 1: ITU
10:00-11:00 . .
Mr. Marwan Ben Rached, Cybersecurity Coordinator, ITU
11:00-11:15 Coffee Break
Scenario 1: ITU
11:15-12:30
Mr. Marwan Ben Rached, Cybersecurity Coordinator, ITU
12:30-13:45 Lunch
Scenario 2: ARCC
13:45-16:00

Mr. Mazin Sulaiman Jaber Al Abri, Arab Regional Cyber Security Center (ARCC)

Day 3

16 September 2022

Scenario 3: Silensec

09:30-10:30

Mr. Almerindo Graziano, CEO Silensec/CYBER RANGES
10:30-10:45 Coffee Break

Scenario 3: Silensec
10:45-12:15

Mr. Almerindo Graziano, CEO Silensec/CYBER RANGES
12:15-13:30 Lunch

Scenario 4: UNCCT
13:30-15:45

Mr. Vytenis Benetis , Consultant UNOCT/UNCCT
15:45-16:00 Wrap-up and Closure remarks
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