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Internet of Things and Smart Cities —
the role of standardization




loT and leading technologies

The loT is expected to benefit from integration of a number of leading

technologies and their advances, including those for

* Machine to Machine Communications

* Advanced sensing and actuation

* Cloud Computing (and distributed computing)

e Softwarization (incl. Software Defined Networking, Network Functions Virtualization)
e Autonomic Networking and other network features (e.g. IMT2020/5G advances such as network slicing)
e Big Data processing, management and governance

* Semantics and ontologies support

* Distributed Ledgers (Blockchain)

* Machine Learning and Artificial Intelligence

e Security, Privacy and Trust (data, infrastructure, applications)

It is hoped that the loT and Smart Cities international standardization reuses as much as
possible the standards developed in the different technology areas,

but also that it addresses lacks and issues coming from their integration as well as from the
specific needs of loT and Smart Cities ecosystems’ stakeholders



IoT SDOs and Alliances Landscape
(Technology and Marketing Dimensions)
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The standardization journey of loT and Smart Cities is ongoing:
standards gaps (technical, but also business and societal)

Consolidated view of 49 main gaps
[extract from AIQTI WGO03-EC workshop, Feb 2017 (results published as ETSI TR) (*)]

Main gaps - allocation to loT Domains

Smart
Security and Manufacturing;
privacy 8%

Main gaps - allocation to Knowledge Areas

Smart Mobility;
21%

others (19topics);
43%

SmartEnvironment;
8%

14% _
Connectivity i
b D 10% Smart Cities;
:"‘ o e ( 8%
Data CrossloT platforms
interoperability 12%
10%
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Standards gaps in terms
of both missing and
competing standards

SmartFarming;
17%

Service platform
10%
Interoperable processingrules | Devices and sensors
6% 6%

Smart -
Wearables; Sma&%;wng,

12%

(*) A renewed study on standards gaps has been started in 2H 2018 | 6



loT interoperability and the role of standardization

Market research: “nearly 40% of economic impact of the loT requires interoperability between loT systems”
loT value will come solving interoperability issues within/across loT domains (different interoperability dimensions)

Key issue with loT interoperability is current diversity =>> international SDOs have a key role
in promoting standards convergence and harmonization (ITU-T as key actor)

Open innovation systems move fast =>> Standardization needs to cope - process, collaboration

ToT SDOs and Alliances Landscape
(Vertical and Horizontal Domains)
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ITU-T Study Group 20: “loT and Smart Cities & Communities”

Evaluation and assessment of Smart Sustainable Cities

and Communities @
\.9»{

SG20 Home page: http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/default.aspx 8
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N
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WP1/20
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Q5/20 Research and emerging technologies, terminology and
definitions
Q6/20 Security, privacy, trust and identification ( J



http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q1.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q2.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q3.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q4.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q5.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q6.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q7.aspx

Perspectives and advances in
some technical standardization areas
(with focus on activities of Question 2 of ITU-T SG20)




From vertical to horizontal approach (common platform)

The situation of technology separation among loT
application domains produces market separation

VERTICAL MODEL [per silo integration]

= N S

L . Other modules
vehicles OTh;: moc.lultles vehicles and terminals
ana terminais
2
Platform configured per vertical application Horizontal platform supporting multiple vertical apps
(application domain) (with common components and application-specific components)

Deployment reality: different (domain) platforms will
continue to co-exist and need to interoperate

Per silo integration does not scale and limits the evolution possibilities
Platform based integration is needed with the key role of open standards and open source 10



A basic reference - the loT Reference Model defined by ITU-T
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Other foundational ITU-T Recommendations on loT include:
Y.4100 Common requirements of the Internet of things
Y.4401 Functional framework and capabilities of the Internet of things



The growing importance of the loT ecosystems:
business roles and models [source: Appendixes of ITU-T Y.4000]

Business Roles

Platform provider

Application customer

Network provider

Application provider

Device provider

Simplified view of business relationships

(not representing all what can be found across the huge
number of real 10T business deployments)

Main objective of Y.4000 analysis: building a proactive linkage between real deployments and

Business models — one of examples described in Y.4000)

Device Network Platform Application Application
provider provider provider . provider . customer
Operated by player A Operated by player B
Operated by player A Operated by player B
__________________________ ol
Device Network Platform Application Application

provider

provider

provider

provider

customer

__________________ \

.
v
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'
'
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'
'
1
'
'
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)
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Operated by player C

technical standardization (requirements, capabilities and functions, open interfaces)
This exercise has been later adopted in numerous domain-specific studies s (e.g. e-health, wearables, Big Data),
investigating stakeholders of those ecosystems and related requirements to support in standards development
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loT application domains and verticals
(selected list)




loT and SC&C application domains and verticals (studies at different levels):
a non-exhaustive list of completed and ongoing work items in ITU-T SG20

* Smart Cities (parking, lightning, water and waste management, buildings, citizens’ safety services, physical
city assets monitoring etc.)

e Smart Rural Communities and Smart Residential Communities
e Smart Tourist destinations
* Smart Port, Smart Airport, Smart Stations

 Smart Transportation (Cooperative Intelligent Transport Systems, Automotive Emergency Response
Systems, Transportation Safety Services, Unmanned Aircraft Systems, Autonomous Driving, other)

* Smart Retail

* Smart Farming (Agriculture, Livestock)

* Smart Manufacturing (Framework in the context of Industrial 10T)

 Wearables

* E-health Monitoring

* Smart Environmental Monitoring

 Monitoring and study of Global Processes of the Earth for disaster preparedness
* Micro-Grids and Advanced Metering Infrastructure

 Connected Home Networks

e Others



loT for wearable devices and related services [Y.4117]
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Smart glasses
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Smart ring

Other WDS users

Smart bracelet

User

Wearable devices

o /

Y.4117 identifies 4 classes of wearable services, with their distinct characteristics and
requirements for the supporting loT network

10



loT enabled applications for retail stores [Y.4120]

IoT Application
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Application Server
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Smart retail store ecosystem
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Data collection and analysis for smart retail stores

Remote control

loT technologies can enable safe and efficient retail store management system for non-stop operation (24 hours /
365 days): collection and monitoring in real time of information related to the various kinds of equipment in stores
may allow early detection of equipment failure and accurate prediction of equipment problems.



loT for transportation safety services [Y.4116]

Transportation
(vehicle,
infrastructure)

Sensor #1
Sensor #n
Communication module
Sensor node

®

Wireless sensing

() System structure for transpor
|

e-navigation

tation safety management

Transportation safety
management cenftre

Sensor #1
network ITS Internet
Sensor #n
Communication module
Sensor #1 (< I )) WSN gateway i LTE-R (Disaster monitoring
and simulation)
Sensor #n
Communication module ‘D. llm
Sensor node = X
[oT sensing data delivery s ol 6 98
Wireless sensing network Wideband radio network Transportation safety service platform

Y.4116(17)_F02

loT technologies usage can reduce/prevent occurrence of accidents and disasters

Extract from Y.4116
“Requirements of
transportation safety
services including use
cases and service
scenarios”

The transportation service platform monitors transportation safety relevant conditions and parameters, performs disaster simulations and
decides the threshold values for disaster prediction and detection.
The transportation safety management centre monitors the safety status of vehicles and transportation infrastructure, and influences the
operations of vehicles and infrastructure, by collaborating with the transportation safety service platform, including generation of alarms.



Unmanned aircraft systems (drones) [ongoing Y.loT-UAS-Reqts]

Y.loT-UAS-Reqts “Use cases, requirements and capabilities of unmanned aircraft systems
(UAS) for Internet of Things”

UASs can act as as wireless communication platforms in the loT
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— UAS-aided offloading
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Smart City as
super application domain of the loT




A Smart City in simple layers

Citizen-centric services

Integ.ratlon Of - a incl. open data apps, 3rd
multiple verticals Bl party apps, city apps and
@ dashboards
[ =
The brain of Z Data collection,
the city analysis, knowledge,
planning, action
N
The senses ?%}%ﬁm&: _—
of thecity 3 fwf@n«"ﬁ P City data
sources

O

Mpbil_e _ Legacy loT Devices
S applications| WorldWideWeb Devices' ©

Source. Dr. Levent Gurgen

Still a number of
technical challenges
to be addressed incl.
interoperability,
security and privacy

Q2/20 is progressing
some work items on
Smart Cities:

- common requirements
and capabilities for
Smart Cities

- application-specific
studies

A number of smart city

studies in SG20 overall

e o 8
20



Smart Cities: an incremental and participatory journey

towards full support to Data Economy

Efficient and Open

* Vertical solutions bringing
efficiency in silos

* Historic data as open data

* Information still in vertical
silos, no global picture

Gardens and Public Lighting

parks

‘o

Intedligenca 1

Connectivity 1

Truly Smart

 Horizontal platform
integrating “right-time”
context info from different
vertical services

* Predictive and prescriptive
models

Intelligence City Governance & Planning

Waste Gardensand Public
Managamsant parks Lighting
b=

Mew Sarvices

" :H & | | N B 3

Smart City Platfarm

sSmart Connectivity

Smart Devices

Unleashing Right-time
Open Data

* Right-time context info
published to third parties

« Exchange of context info with
systems from other domains

Support to
Data Economy

« City as a platform including
also 3" party data enabling
innovative business models

* Open and commercial data
enabling multi-side markets



Smart City Platform [Y.4200/Y.4201]

Services interface
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Configuration

A bstract
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Acquisition interface

Reference framework of Smart City Platform (SCP)

Y.4200 Requirements for the interoperability of Smart City Platforms —
Y.4201 High-level requirements and reference framework of smart city platforms @9



loT-based smart environmental monitoring (SEM) [ongoing Y.SEM]
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Smart port [ongoing Y.smartport]
“Requirements of smart management of supply services in smart port”

SMART PORT VIANAGEIVIENT SYSTEM

Central Control System

. Decision making Security Sub-System
= sub-system
= 2 usen coonsave
& o M (Reports, Dashboard. o CONTROL
¥ =S O Management, ...) SYSTEM
Smart City 82 ==
Platforms % I Infrastructure Control Sub-System I
PORT NETWORK |

(Cameras, sensors, license plate readers, Supply terminal units

Sensors and Actuators Mooring Points
eeeeeeeee t sensors) (Electricity. drink water, bilge water,...)

loT technologies deployment in ports can improve ports’ operation and service offer

The integration between port and city enables reciprocal access to the respective services. And cities can
improve their services too (e.g. controlling their resources according to the information provided by port
remote management systems in real time)

Similar studies recently started in the areas of Smart Stations and Smart Airports



Horizontal capabilities and technologies
(selected list)




A key next step in loT standardization:
standards for the integration of (Big) Data support capabilities in the loT

The first study in ITU-T: Y.4114 “Specific requirements and capabilities of the loT for Big Data”
[Requirements and capabilities the loT is expected to support to address the challenges related to Big Data]

loTData | loT data loT Data loTdata | 10T Data Data Pre- Data
. e . - processing analysis
prowder carrier consumer
i i
Data
collection

loT data loT data

Data
visualization

Y

i T

from things externl provider provider
The |;:|n-”§;ta roles identified in Y.4114 Abstract representation of loT data operations and
[the key roles relevant in an loT deployment related data flows (diverse concrete loT deployments do
from a data operation perspective] not imply unique logical sequencing of loT data operations)

Relevant ongaing initiative for further progress of data management standardization: ITU-T Focus Group
on Data Processing and Management to support loT and Smart Cities & Communities (ITU-T FG-DPM)



Data transformation from raw data to actionable intelligence

Actionable intelligence Ajom

Abstraction and perceptlonS/ Knowledge

\

Structured data (with
semantics) Information

Raw sensory data Data

Raw data are generated

The knowledge hierarchy
applied in data processing
Source: Barnaghi and al.,
“Semantics for the IoT: early
progress and back to the future”
(ISWIS, 2012)

Additional information enables creation of structured metadata (first step of data enrichment)

Abstraction and perceptions give detailed insights of data by reasoning, using knowledge

(ontologies, rules) of relevant domains (second step of data enrichment)

Actionable intelligence allows decision making
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Semantics based technologies: a promising tool
for intelligence enablement from data

Smart government affairs

S h a red VOCa b u I a ri es an d t h ei r Smart education ﬂ \ = ﬁ Smart community facilities
° ° ° ) 6 p i — @
re I at I 0 n s h I ps [o nto I ogl eS] It \ N 3 s I = //% environmental protection

The loT has requirements for
interoperability, scalability, consistency,
discovery, reusability, composability,
automatic operations, analysis and
processing of data

Smart security

; Smart business
Smart community

Smart medical treatment

Common vocabulary

. ' eded

» Semantics based approaches have IS NE
outstanding features towards these
requirements

Standardization of semantics based capabilities is
ongoing in various expert groups, incl. W3C, ETSI

* Promising experimentations of semantic SmartM2M/oneM2M (see SAREF), OGC
technologies, although further

development, validation, standardization

Y.4111: “Semantics based requirements and
are needed

framework of the loT”



Edge Computing technology [ongoing Y.loT-EC-Reqts and Y.loT-EC-GW]

\‘/
LT /\ / \
,1 323 o]
. [ Edge Cloud/Compute Core
D

network >

Peering Internet

N

— ] ]

WA N
WiFi Logic

latency

Pure centralized cloud solutions will not scale for continuous and
timely processing of growing amounts of real-time streams =>
solutions mixing edge and central cloud processing with high

>

performance computing capabilities are required

Edge Computing benefits

(Ultra)low latency: disruptive improvement of customer experience
Reduction of backhaul/core network traffic: cloud services near to user

In-network data processing

Some issues are not fully addressed yet

@omous Devices @

= Drones
= Self-Driving Cars
= Robotics

Immersive Experiences @)

= |nteractive Environments
= Virtual Reality
= Augmented Reality

Gatural Interfaces

= \oice Control
= Motion Control
= Eye-Tracking

Low latency applications

Edge Computing ... and more:
Fog/Device Computing



Advanced network features for customized support of loT applications:
5G network slicing via dedicated logical networks over single infrastructure

Slicing addresses limitations of classical approaches
(«All-in-One» too complex, «Multiple networks» too costly)

HEE =
Energy metering

Slice 2 > ]
Ice - Q"&

Smart homes

Slice 1

Each slice is architected and optimized for specific app(s)

Each slide can have its own network architecture,
engineering mechanisms and network provision

30

Network slice [ITU-T Y.3100]: A logical network that
provides specific network capabilities and network
characteristics.

Large number of studies these days on network slicing
(incl. in standardization, e.g. ITU-T SG13, 3GPP, 5GAA)

Future SG20 studies — in cooperation
with network-specific expert groups
(SG13) — are expected to investigate the
support of different loT applications and
verticals by 5G/IMT-2020 networks
(which specific requirements, which
functionalities and interfaces, incl.
specifically for network slicing)



Thank you very much for your attention

BAaniKi A3AKYU 3a yBary
Cnacubo Bam 60/blLUOe 32 Balle BHUMAHUe




Backup information




The Internet of Things
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loT is driving a profound transformation of the industries, with impact on products,
processes, business models and ecosystems, social life




loT for transportation safety services [Y.4116]

Transportation Safety Service
Platform

. . (Server)
Precise decision A

Big data analysis based on IoT sensing data

Extract from Y.4116

loT Control Messages l’ReqUirementS Of
transportation safety
_ N services including use

loT Sensing Data .
cases and service
scenarios”
Sensing data Threshold values for fast decision
A

Transportation Safety Service
Platform
(Client)

Fast decision
Real time analysis of sensing data locally

Example of distributed processing-based decision making

Vehicles locally process and compare sensing data to threshold values for fast decision.

Sensing data from vehicles and transportation infrastructure are delivered to the transportation safety service platform (server side).
The platform generates threshold values (e.g. safety indexes) for more accurate decision based on big data analysis.

The generated threshold values are delivered to vehicles for appropriate adjustment of the local decision making process.
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loT-based Automotive Emergency Response System [Y.4119]

Overview of the AERS
vk
¥GNSS
. Legacy
| LSystem
;
AEDD
Vehicle

Sensors

Capability framework of the AERS

Vehicle
Sensors

AEDD

SOS

Location FE

button |

AEDD automotive emergency detection device
AERC automotive emergency response center

Internal
Sensors

EA  emergency authority
GNSS global navigation satellite system

AERC

MSD generating
FE

——  data
------- voice

Vehicle status

monitoring FE

Internal

Sensors

Proxy
AERC FE

Voice call FE

AERC FE

Audio

device

EA

An loT-based automotive emergency response system is expected to reduce the automobile accident detection and
reporting times using automatic accident detection-report procedures.

Furthermore, since a sensor assisted geographical positioning allows to pinpoint the exact location of the accident, the
time for rescue to reach the accident scene is expected to be shortened significantly.



Smart Manufacturing in the context of the Industrial 10T [Y.4003]

Innovative P - Other
e maintenance applications /

Vertical integration J [ Horizontal integration J [Endm—eld engi.leen'ngJ

Business life-cycle

Production system life-cvele

> Product life-cycle

\ Other life-cycles
S

Overview of smart manufacturing from the
functional layering perspective

Intelligence

Application
layer

Smart manufacturing
Integration applications
layer

Infarmation fusion

Interconnection .

System hierarchy
Integration
Coordination
Enterprise
Life-cycle Resources Workshop
management layer contn
( Equipment

Product Iife-cycle Service Sales Logistics Production Design

Reference model of smart manufacturing in the context
of the Industrial loT from the product life-cycle view

Y.4003: Overview of smart manufacturing in the context of the industrial Internet of things

Smart Manufacturing, and Industrial 10T in general, is a strategic business objective in the international
competition, as well as a hot standardization topic with numerous regional/national standards initiatives
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Smart Livestock Farming [ongoing Y.loT-SLF]

Conceptual View of loT on the Smart Livestock Farming Production Chain

Farmers

Meat Produqtion Farm

Input suppliers
(feed, medicine, eletricity,
workers, fertilizer,
herbicides, inseticides,
seeds, water, etc.)

Capacity-building \
Veterinary and others
specialists

Community View

business aspects:
purpose, scope and policies

Concentrates on bee
products like honey,
beewax, propolis, pollen and
royal jelly

Feed and Nutrition
Management

. Genetics & Breeding

Information and
Computational View
Information
sources and models

Housing Control

Mobile Network Protocol  Gateways Sensors
devices Infrastructure Broker

Technology View

hardware, software,
distribution, infrastructure

Engineering and

loT Provider

m Grassland Management

loT Devices and Gateways for Monitoring and Control

g DI gg

Traders & Retaliers

goods or Services
Quality and Safety

Livestock industry is perishable, fragile and vulnerable i.e. needs careful handling/processing to
guarantee quality and safety of the final product to the consumer.

Logistic Traceability
Management

Animal Health Monitoring Praduction Traceabikty
Management

{
x Manure Management

loT Cloud Architecture Providers
'

Actuators

s Devices, Agregation e Message Broker

Extract from ongoing
Y.loT-SLF «Framework
and Capabilities for
Smart Livestock Farming
Based on Internet of
Things»

Three tier conceptual model for the Smart Livestock Farming production chain
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Capabilities for management of network connectivity
in large scale device deployments (connectivity platforms)

loT Application loT Application Management

RS2 | _nom capabiies | capabiities Extract from ongoing Y.loT-
Servics = E = e oee NCM-Reqts «Requirements
e S o g and capabilities of network
Netw::: .- E connectivity management
L=ver T E'eme: in the Internet of Things»
A 4

Device

Laver Device/Gateway

Enterprise customers and loT service providers offer products and services to end users, with Wide Area
Network connectivity embedded in. Quality and reliability of embedded network connectivity of each loT

device needs to be ensured.
With a large number of deployed devices, it is difficult to monitor and manage network connections

manually through traditional customer care services provided by network operators.
To solve this problem, standardized Network Connectivity Management (NCM) should be provided to
enterprise customers and loT service providers by network operators.

Support for self-service provisioning, network connectivity status monitoring and diagnosis, network
connectivity control, event notification and analysis.






