09:00-09:30
10:00-11:00
11:00-11:30
11:30-12:30
12:30-14:00
14:00-15:30
15:30-16:00
16:00-17:00

09:30-11:00
11:00-11:30
11:30-13:00
13:00-14:00
14:00-15:30
15:30-16:00
16:00-17:30

09:00-09:30
09:30-10:00

10:00-11:00
11:00-11:30
11:30-12:30
12:30-14:00
14:00-15:30
15:30-16:00
16:00-17:00
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THE MINISTRY OF TRANSPORT,

COMMUNICATIONS AND HIGH TECHNOLOGIES
OF THE REPUBLIC OF AZERBAUAN

ITU Cyber Drill - ALERT

(Applied Learning for Emergency Response Teams) for CIS Region
Baku, Republic of Azerbaijan, 3-7 September 2018

Event venue: Excelsior Hotel, Heydar Aliyev Avenue 2, Baku, Azerbaijan

DRAFT AGENDA

3 September 2018, Monday

Registration and Reception

Training - CIRT management (FIRST)

Coffee break. Group photo

Training - CIRT management (FIRST)

Lunch break

Training - CIRT management (FIRST)

Coffee break

Training - CIRT management (FIRST)

4 September 2018, Tuesday
Training - CIRT management (FIRST)
Coffee break
Training - CIRT management (FIRST)
Lunch break
Training - CIRT management (FIRST)
Coffee break
Training - CIRT management (FIRST)

5 September 2018, Wednesday
Participants registration
Opening ceremony:
e Ministry of Transport, Communications and High Technologies of the Republic of
Azerbaijan
e International Telecommunication Union (ITU)

Session 1

Coffee break. Group photo
Session 1 (continued)
Lunch break

Session 2

Coffee break

Session 2 (continued)

Annex 1



08:30-09:30
09:30-11:00
11:00-11:30
11:30-13:00
13:00-14:00
14:00-15:30
15:30-16:00
16:00-17:30

09:30-11:00
11:00-11:30
11:30-13:00
13:00-14:00
14:00-15:30
15:30-16:00
16:00-17:00
17:00-17:30

6 September 2018, Thursday

Team creation, registering team accounts to Cyber Range

Scenario 1
Coffee break
Scenario 2
Lunch break
Scenario 3
Coffee break
Scenario 4

Scenario 5
Coffee break
Scenario 6
Lunch break
Scenario 7
Coffee break
Scenario 8

7 September 2018, Friday

Closing remarks by organizers



