
CYBERSECURITY ECOSYSTEM

Prof. Oleksandr POTII



CYBERSPACE

Cyberspace is recognised as the first man-made environment. 

Like other natural environments it cannot be controlled. 

Cyberspace, of which software forms an intrinsic and indivisible 
element, is ever evolving and an ever growing dependency for 
defence, yet is contingent upon a variety of diverse participants—
private firms, non-profit organisations, governments, individuals, 
processes, and cyber devices. 

It is therefore vital that intrinsic challenges to cyberspace—and 
software—are recognised and treated such that a trustworthy cyber 
ecosystem can be formed.

Ian Bryant - Technical Director for Software Security, 
Dependability and Resilience at the Cyber Security Centre, 

De Montfort University



FROM CYBERSPACE TO CYBER ECOSYSTEM

• Cyberspace is now acknowledged to be the first man-made environment 
• cyberspace does not erase spatial boundaries—rather the transnational 

dimension opened up by cyberspace allows for anonymity
• cyberspace challenge the defining assumptions that underpin conceptions 

about competent authority, jurisdictions, conflict, criminality, cash, and 
the use of force. 

• Protecting the infrastructure becomes all the more essential against the 
impacts of disruptions and cyber attacks because the forces at work in 
cyberspace may more readily be asymmetric, that is, unconventional and 
disproportionate

• Trustworthy cyberspace is vital to the prospects of enhancing a 
government’s reputation for trusted and reliable hubs and networks, but 
the evolution of cyberspace is uncertain.

• Developments of cyber, bio, and nanotechnology are morphing into one 
another, and the boundaries between users and developers is blurring.



DEPENDENCE FROM ICT AND SOFTWARE

• The move to distributed application platforms and services, where the 
boundaries of organisation and/or national jurisdiction are increasingly 
blurred, and the options for either proactive controls and/or reactive 
measures are similarly constrained.

• Increasing reliance on mobile devices, such as smartphones and tablets, 
which typically rely on lightweight operating systems with less inherent 
controls than operating systems of previous generation desktop devices.

• A move in business to consumerization and Bring Your Own Device, where 
the boundary of ownership is blurred between the organization and the 
individuals who work for the organization.

• Commoditization in previously closed architectures, such as industrial 
control systems where, for instance, a step change is being encountered of 
previously bespoke sensor devices with wireline connections to 
proprietary control systems are being replaced by configurable, off-the-
shelf sensors using wireless connections to generic ICT systems that have 
onward connections to the global internet.

• The pressure for ICT consolidation for energy efficiency for green reasons 
(the low carbon imperative) leading to extensive use of software 
virtualization to separate previously physically distinct services.



CHANGING WAYS DEVELOPED AND DEPLOYED OF 
SYSTEMS

• The adoption of open source models for sourcing software, 
fundamentally disrupting views of single organisational control.

• The growth of multicore processor technologies, which can subvert 
the risk modelling approaches used in previous generations of 
hardware.

• Growing questions as to whether hardware platforms used for 
software can be trusted to execute as expected, with evidence of 
counterfeit hardware being found in multiple market segments.

• A blurring of the boundary between software and hardware 
boundary, for instance with the use of software style design 
languages to implement application-specific integrated circuits and 
field-programmable gate arrays.

• The increasing use of generic, self-documenting structured data 
(e.g. XML) to control systems’ behaviours rather than rely on pre-
defined execution paths.



SOFTWARE DEVELOPMENT

• The adoption of other approaches such as agile and rapid 
application development by the software industry.

• The growth in small-scale software development, typically 
carried out by micro-business who will not invest in formal 
development approaches, as exemplified by the apps 
movement for smartphones and tablets.

• A plethora of activity which produces artifacts that have the 
properties of software, as exemplified by the mass of 
websites which use, to a greater or lesser extent, mobile or 
active code (such as Java, Javascript and ActiveX). In these 
cases many of the users will have little, if any, awareness 
that they are implicitly creating software functionality by 
their often point-and-click activities.



КИБЕРБЕЗОПАСНОСТЬ

КИБЕРПРОСТРАНСТВО

Информация

Инфраструктра

Информационное 

взаимодействие 

субъектов

1. Киберпространство определено 

на множестве цифровых 

устройств и систем.

2. Активное оперирование 

информацией и сохранение ее 

свойств безопасности.

3. Наличие добропорядочных 

связей, составляющие основу 

киберпространства.

4. Наличие управления – команды, 

которые выполняют все 

участники киберпространства.

свойства

Объекты защиты

1. Информационные ресурсы.

2. Критическая инфраструктура

3. Способы взаимодействия 

пользователей.

Цель – обеспечения безопасности (защита) деятельности людей, 

которая осуществляется с помощью информационных активов, 

обрабатываемых посредством критической инфраструктуры



SECURITY AND RESILIENCE

Security and resilience for cyberspace to be seen
as not just a service but are the services
underpinning trust and confidence in an
environment that touches all others”

MacIntosh, JP, Reid J & Tyler, L; Cyber Doctrine: Towards A Coherent Evolutionary 
Framework for Learning Resilience; Institute for Security & Resilience Studies 



BASIC PRINCIPLE TECHNOLOGICAL ECOSYSTEM

• Inter-dependance of component
• Diversity as base of stability (harmony, unity, 

security and coherence)
• The technology ecosystem must evolve under 

the guidance of a clear and specific objective



FROM CYBERSECURITY SYSTEM TO 
SYBERSECURITY ECOSYSTEM

“Like natural ecosystems, the cyber ecosystem comprises a variety of diverse 
participants – private firms, non-profits, governments, individuals, processes, 
and cyber devices (computers, software, and communication technologies) –
that interact for multiple purposes.”

“Enabling Distributed Security in Cyberspace – Building a Healthy and Resilient Cyber 
Ecosystem with Automated Collective Action” U.S. Department of Homeland 
Security, 2011

“Information security ecosystem as the network of entities that drives 
information security products and services, and includes information security
hardware and software vendors, consultants, digital forensics experts, 
standardization agencies, accreditation and education facilities, academic 
conferences and journals, books, magazines, hackers, and their paraphernalia”

An Integrative Framework for the Study of Information Security Management 
Research. John D’Arcy (University of Notre Dame, USA) and Anat Hovav (Korea 
University, Korea)



The cyber ecosystem has been expanding much faster than the 
workforce can scale up to protect it, and the growth is expected 
to continue long into the future.



ATTACKER VERSUS DEFENDER EFFICIENCY
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THE CYBER  SECURITY ECOSYSTEM

Arun Raghu. https://www.linkedin.com/pulse/cyber-security-ecosystem-collaborate-its-your-choice-
arun-raghu



CYBER ECOSYSTEM



http://www.dhs.gov/xlibrary/assets/nppd-cyber-ecosystem-white-paper-03-23-2011.pdf

CYBERSECURITY ECOSYSTEM: CYBER TERRIAN LAYER MODEL by 
Shawn Riley



CYBERSECURITY ECOSYSTEM: LAYER MODEL by Shawn Riley

From Science of Security: Cyber Intelligence Analysis Shawn Riley 



Cyber Terrain – Layers 0-1



Cyber Terrain – Layers 0-1



Cyber Terrain – Layers 8-11



Cyber Terrain – Layers 12-14



Global Cyber Security Ecosystem
ETSI TR 103 306 V0.5.1 (2015-02)

Cyber security is inherently diverse, dynamic, and spread across a complex 
array of bodies and activities worldwide, and constitutes a specialised 
ecosystem. 

cybersecurity: preservation of 
confidentiality, integrity and availability of 
information in the Cyberspace

cyberspace: complex environment resulting 
from the interaction of people, software and 
services on the Internet by means of 
technology devices and networks connected 
to it, which does not exist in any physical 
form. 



IMPROVING THE STRUCTURE AND 
FUNCTION OF SUBJECTS TO ENSURE 

CYBER SECURITY

COOPERATION WITH PRIVATE SECTOR
PUBLIC/PRIVAT PARTNERSHIP

FROM CYBERSECURITY SYSTEM TO 
SYBERSECURITY ECOSYSTEM
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EVOLVING GLOBAL CYBER SECURITY ECOSYSTEM
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EUROPEAN CYBER SECURITY TECHNICAL ECOSYSTEM
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CYBERSECURTY SYSTEM OF USA
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* US-CERT regularly 
partners with FBI and USSS 

teams in the same capacity as 
those from the cyber centers
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UNIQUELY POSITIONED AMONG FEDERAL CYBER 
CENTERS

National Cyber Investigative
Joint Task Force (NCI-JTF)

Department of Defense 
Cyber Crime Center (DC3) 

US Cyber Command 
(USCYBERCOM)

Intelligence Community Incident 
Response Center (IC-IRC)

US Computer Emergency 
Readiness Team (US-CERT)

NSA/Central Security Service (CSS) 
Threat Operations Center (NTOC)



PUBLIC/PRIVAT PARTNERSHIP

Government has the mission but is
constrained by legal authority in
cyberspace. Conversely, the private sector is
not similarly constitutionally constrained,
but lacks the mission.

Doug DePeppe

Today industry creates and operates most of the 
infrastructure that enables cyberspace. Industry 
continues to innovate and build best practices and 
technical cybersecurity norms including: vulnerability 
disclosure management, secure development, security 
incident response, and risk management. Therefore, 
these global conversations on cybersecurity would 
also benefit from a private sector perspective that can 
help governments think through the technical 
challenges and priorities involved in securing billions 
of customers using the Internet around the world.

“Toward a Secure Cyber-Future: Building a Public-
Private Partnership for Cybersecurity Norms. Budapest 
Conference on Cyberspace 2012

http://www.cyberbudapest2012.hu/






CYBERSECURITY ECOSYSTEM: WHAT WE NEED DO?
Legal Framework: 

– Does the country have an adequate legal model for security and privacy?
– Does the current legislative eco-system understand new age complexities?
– Whether special legislation is enacted to deal with specific challenges imposed by for Information Technology?

Government Initiatives: 
– Is  the government proactive enough in policy enablement? 
– Does it invest enough to address increasing challenges? 
– How  does it partner and collaborate with  industry, academia and other stakeholders?

Special Projects:
– What  projects have been under taken at the national level that affects cyber  space and privacy? 
– How  will  these projects benefit the cause?

Industry Initiatives:
– How are the industries participating and collaborating in the eco-system? 
– Is there any specially purpose mechanism established that provides  a  suitable platform to the industry?

Law enforcement:
– Is law enforcement in the country effective enough to handle the new age crimes ? 
– What initiatives have been taken for  improving law enforcement?


