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Apxutektypa SDN

APPLICATION LAYER [

(YPOBEHb NPUNOXEHWIA) Business Applications
(6mM3nec-npouecchl)

CONTROL LAYER SDN
(KOHTPONbHbIA YPOBEHb) Control Network Services
Software (ceTesbie cepauchl)

Control Data Plane Interface
(e.g., OpenFlow)

INFRASTRUCTURE LAYER
CeTeBoii (CTPYKTYPHbIA YPOBEHbD) CeTeBOM
‘ Network Device Network Device ‘
CeTeBoe YCTPONRCTBO COTeRoe YCTPONRCTRBO COTeROoe YCTPORCTRBO

TpaduK Network Device Network Device TpaduK
(ceTesoe ycTpo#cTRO) (ceTesoe yCTPORCTRO)
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OpenFlow Networking Switches

HPE FlexFabric 7900

HPE FlexFabric 12900 HPL Flexi abric 12500 HP 8200 71 Switch Serles HPE FlexNetwork 7500
Switch Series Switch Series Switch Series Switch Series
HPE FlexNetwork 10500 HPE FlexFabric 5950 HPE FlexFabric 5930 HPE FlexFabric 5900CP HPE FlexFabric 5700
Switch Series Switch Series Switch Series Swilch Series

Switch Series

HPE 5570 HI Switch
Series
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Aruba 5400R zI2 Switch HPE FlexNetwork 5130 El HPE 5130 HI Switch
Series Switch Series Series

HP 3500 and 3500 yl Aruba 2930F Switch
Aruba 3810 Switch Series Aruba 3800 Switch Series Switch Series Series

Aruba 2920 Switch Series




OcHoBHBbIE npuiaokeHust kKoHTpoJiepa HPE VAN SDN
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KOHTpO JIep o0ecreunBaeT 3alUTY OT YIPO3 B
peajibHOM MaciiTade BpeMeHH!

HPE VAN  HP Network Optimizer SDN Application:
SDN nMmeer o0ecreunBaeT HEOOXOAMMOE yIIpaBJIsieMOe

TPH OCHOBHBIX KadecTBO o0cay:;kuBanusg (QoS)

« HP Network Protector SDN Application: \

 HP Network Visualizer SDN Application:
. o0ecnmeynBaeT BUAMMOCTD U NMPO3PAYHOCTD
MNPUJI0KCHUS . CeTH, a TAKKe MPOAKTUBHbIA MOHUTOPUHIT

\ / CE€TH C 1C/IBIO BHIABJICHUA HpOﬁJIeM. /

IPOrPaAMMHBIX




IIpunnun padorsl HP Network Protector SDN

@ Tnppmngmt 5. Log information (Arcsight Logger]
Ihreat Management Center ArcSighr<c
{(1M+ bad sites) = o

3. Compare with custom whitelists/blacklists and RepDV
It feund as MAL hostname in RepdV or custam blacklist, take action '

4. Notify administrator (Emails) o HP VAN SDN Controller

with Network Protector Application




IIpuHuun padorsl TyHHe s Service Insertion

Service Insertion

(3) Traffic re-inserted to the switch

(2) Traffic deflected to a servic
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(1) Switch receives traffic Switch  (4) switch forwards traffi
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