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2,361,414
Pa3BuBatowmeca ctpaHbl 60s1ee NnogBepKeHbl new picesof malware crested

PUCKY, BCneacteme ObICTPOro M LWMPOKOro 2088 ”"1:, Day
BHegpeHua UKT
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Total for the year

430,555,582 (+36% v-0-v)
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Heobxogumo  co3paBatb  YenoOBeEYECKUMN
noTeHuman B chepe KnbepbesonacHoOCTH

- 3awmTa  KpalhiHe BaXHa Ana  couManbHoO-
3KOHOMMYECKOro 6narononyyms  CTpaHbl  NpwU
BHEAPEHUN HOBbIX TEXHONOMUM



O630p Kubepyrpos 3a 2015

430 MUNNIMOHOB HOBbIX YHMKA/IbHbIX BPeAOHOCHbIX
nporpamm

9 3HauMmbIX yTeyeK (>10 maH naeHTupukaTtopos) B 2015

~191 MUNNNOH NOEHTUPUKATOPOB PACKPLITLI B PaMKax
KpynHeuLwen yTe4yku B UCTOpUMU

55% yBennueHue Konnyectsa PULLMNHIOBbIX KaMMNaHU
3 n3 4 seb6canToB coaeprKaT KaK MMHUMYM OAHY YA3BUMOCTb

MonoBuHa Bcex LieneBbix aTak bblaa HanpaBaeHa Ha
npeanpuaTUA cpegHero n manoro 6MsHeca
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KoopanHnpoBaHHbIU OTBET

Ha BbI30BbI CBA3aHHbIe C KNbepbesonacHOCTbIO HEOHXoAMMO AaTb
MHOTOYPOBHEBbIN OTBET

A

MexxayHapogHoe
COTPYAHMNYECTBO M 0bMmeH
nHpopmauuen

MexayHapoaHbIn

rapMOHM3aL|,MFI NO/TUTUK,
3dKOHOAATENbHbIX 6a3 un Nyyqunx
NPAKTUK HA PeErMoHa/ibHOM ypOBHE

PermoHasibHbIU

HauunoHanbHble cTpaTernm U NOAUTUKKU, YMeEHUe
pearMpoBaTtb Ha Knbepyrpossl, MoarotosKa
YyesoBeYeCcKoro noTeHLunana

HaunoHanbHbIN




NeatenbHoctb MC3
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MC3 u KubepbesonacHocTtb
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GLOBAL

CYBERSECURITY
AGENDA

2003 - 2005

BBYWNO onpeaenn MC3 Kak e4UHCTBEHHOIO KOOpAUHATOpPA

no HanpasneHuto aencrtama C5 BBYNO
«JloBepue n 6esonacHOCTb Npu Ucnoab3oBaHuUmM UKT»
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2007
leHepanbHbIt CekpeTapb MC3 3anyctun FnobanbHyto
noBecTKy KnbepbesonacHoctn (GCA) — mexaHU3m
MeXAyHapoAHOro coTpyaHuyecTsa No AaHHOMY BONpoOCy

v

2008 - 2010

YneHbl MC3 ogo6punnn GCA B KauecTBe OCHOBHOIO
nHctpymeHTta MC3 no knbepbesonacHoCTH
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HauuoHanbHble CIRT HaxoaaTca Ha nepeaosoi 60pbbbLI
Cc KubepnpectynHocTbIO

Peakuna Ha kKnbepnpecTtynnaeHums
PacnpocTpaHeHne CBOEBPEMEHHbIX
npeaynpexaeHunmn

KomMyHMKaumna n obmeH nHpopmaumnemn
MeXay BCEMM 3aUHTEPECOBAHHbIMMU
Pa3paboTKa cTpaTermm CHUKEHNA PUCKOB
N KOOPAUHALUMA Mep NO PpearmnpoBaHunIo
ObmeH nHbopmaumen Nno NHUUAEHTaM U
MEepaM pearmpoBaHuA

Mybankauma nydwmx npakTuK
pearnpoBaHMa 1 NpPeaoTBPaALLEHNA YIPO3
KoopanHauuna mexayHapogHoro
COTPYAHMYECTBa No KnbepbesonacHoCTH

102 HaumoHanbHbix CIRT no
BCEMY MUPY



NMporpamma MC3 no HauuoHanbHbim CIRT

NATIONAL CIRT | CAPACITY BUILDING

ASSESSMENT IMPLEMENTATION CYBERDRILL

OueHKa BblNnoNHeHa anAa 67 cTpaH

Peannsauyua sbinonHeHa B 11 cTpaHax
BbinonHAeTcAa peannsauma anAa 4 ctpaH

16 pernoHanbHbIX KMbepuccnegosaHum (cyber drills)
BbINO/IHEHO, CYMMapPHO y4yactesoBanu 115 cTpaH




Leno

nobanbHbIM MHAEKC KNbepbe3sonacHOCTH
(GCl) no3BonseT oLEeHUTb HACKO/IbKO
CepPbe3HO KaxaaA cTpaHa OTHOCUTCA K
BOMNpocy KnbepbesonacHOCTU:

3akoHoaaTeNnbHanA 6a3a
TexHWYyeckaa peanunsayusa
OpraHn3aunoHHbIe MeponpuUATUA
Co3paHue noTeHumana

HauMoHanbHOE 1 MeXKayHapoaHoe
COTPYAHNYECTBO

.\ Global CR
L Cybersecurity
Index

—

3adayu

- MpoaBUKeHNe HauMOHaNbHbIX
cTpaTernm no KnbepbesonacHocTH

- O6begMHEHME YCUNUI MEXKAY Pa3HbIMU
OTPACAAMU U CEKTOPaAMMU

- MHTerpauus sonpocoB 6e30nacHOCTM B
TEeXHO/I0rMYeCcKUM nporpecc

- YKpensieHne rnobanbHOM KybTypbl
KnbepbesonacHOCTH

UtoroBblie pe3ynbtatbl 3a 2014 rog, ocTynHbl Ha cate MCD

HoBas Bepcua B 2017 — nonyyeHo 6onee 127 orBetoB
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCl.aspx




CTtpaHoBbIe XapaKTepuCcTUKn KnbepbesonacHocTu

AKTyanbHasa nHpopmauma ob
YpOBHE KnbepbesonacHOCTU NO
CTpaHam Ha 6a3e GCA:

e AKTya/ibHble JOKYMEHTbI

* [lpurnawaem cTpaHbl
COAENCTBOBATb B NogaeprKkKe
aKTYyanbHOCTN MHPOPMAL UK

http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/Country

Profiles.aspx

Npumep—>

CYBERWELLNESS PROFILE ).
TUNISIA 4

®

BACKGROUND

Total Population: 10 705 000 Internet users, percentage of population: 43.80%
(data source: United Nations Statistics Division, December (data source: ITU Statistics, 2013)

2012)

1. CYBERSECURITY
1.1 LEGAL MEASURES
111 CRIMINAL LEGISLATION

Specific legislation on cybercrime has been enacted through the following instrument:
-Art.199 bis and 199ter of Tunisia Penal Law.

1.1.2 REGULATION AND COMPLIANCE

Tunisia has officially recognized regulations regarding cybersecurity and compliance requirements
through the following instruments:

- Law n® 2004-5, February 3, 2004, relative to computer security.

- Decree n® 1248 - 2004, May 25, 2004, setting the administrative, financial and operating procedures of
the ANSI.

- Decree n® 1249 - 2004, May 25, 2004, on requirements and procedures for the certification of expert
auditors in the field of computer security.

- Decree n® 1250 - 2004, May 25, 2004, on the institutional computer systems and networks subjected to
the compulsory periodic Risk Assessment of computer security, and on the criteria relating to the nature

and periodicity of the Risk Assessment and to procedures for monitoring the implementation of the
recommendations made in the Risk Assessment report.

1.2 TECHNICAL MEASURES

1.2.1 CIRT
Tunisia has an officially recognized National CIRT (TunCERT).

1.2.2 STANDARDS
There is no information available concerning any officially approved national (and sector specific)
cybersecurity frameworks for implementing internationally recognized cybersecurity standards.

10



MC3 B3anmogeiicTByeT ¢ 15 napTHepamum no pa3paboTKke n BHeApPEHUIO
cTpaternii KnbepbesonacHoctu

i @ THE WORLD BANK Araerican Suates

RAND

CORFCRATION

&) OECD

M ra. a0t cironiuwoa

| : e v Global
m Microsoft & v v o Cyber Security
P — Cybercrime htiatve Capacity Centre

Bce napTHepbl BHOCAT BK/N1a4 CBOMMU 3HAHUAMU U :-)Kcnepmsoﬁ B 06bnactu

Knbepbe3onacHOCTU, yayyllasa KayecTBO UTOrOBbIX MaTepuanos

Pa3paboTKa MHCTPYMEHTOB, PyKOBOAALLMUX YKA3aHWUWA, NPUHLUMNOB, KOHTPOJIbHbIX CUCKOB...
Peanusaums HauMoOHaNbHbIX CTpaTerMii no KnbepbesonacHocTu
durHaHcMpoBaHMe pa3paboTku/peanmnsaumm HauMOHa/IbHbIX CTPATernii No KMbepbesonacHocTu



TYyNKUT no pa3paboTKke HaLuMOHaNbHbIX cTpaTeru KuMbepbesonacHocTn

HelimpanbHbiili myakum, Komopbiii moxem 6bimb
npumeHeH 8 ntobom pezuoHe

lpakmuy4Hoe
pyKosodcmeo, Komopoe
moxcem 6bimo
ucnonbL308aHO CMpPAHAMU
ANA pa3paboTku
CcTpaTeruni

Yay4yweHHble usmepeHus:
nogbop MHAWMKATOPOB ANA
OLLeHKM nporpecca

Ccbinku Ha dpyaue
00KyMeHmMbI: CyLecTByOWMe
MOJE/IN U CNoCcobbl OLLEHKK

Conymcmeyrowuii MexaHu3m
OYeHKU: NO3BONAET BbISBUTb
cdepbl, Tpebytowme ynydeHma m
onpenenntb cnocobbl ynyyleHnn

MepBblit cemnHap napTHepos B ¢peBpane
2016 B }XeHeBe

BTtopou cemuHap napTHepos B
Okcdoppae B utoHe 2016




MoctpoeHune rnobanbHOro NnapTHepcTBa

E F E E OcHoBaTenb n nHnuymatop nHmumnatmesl CSIRT Maturity

Jlyduwine npakTUKM 3aKOHO4aTeNIbCTBA, COBMECTHaA TeXHMYeCKasa NoOMOo (@\ §]\\[e]r]@®
Y nited Nations Office on Drugs and Crime
cTpaHam, obmeH MHPopMaLmen NS e tionsOffce on Drugs and €

\/Symantec_ a) TREND 3kcneptusa rno6anbHbix komnanmii u cogelicteme obmeHy

MWICRO yupopmaumeit BHyTpM MCI
CoTpyaHMYecTBO B paMKax T n kubepuccnenoBaHuii NUIX
N2
=B Co3faHue noTeHumana
%ii\\\\\ Global & i COMMONWEALTH )
Cvyber Securit i TELECOMMUNICATIONS
The Commonwealth C;pacﬁy Centyre i ORGANISATION & COBMeCTH ble KOHcyn bTa LI|M M
Cybercrime Initiative I—— — RPOL

ObmeH nyywMmm NPaKTUKAMM pearmnpoBaHmA HA UHUMAEHTbI, COBMECTHbIE MEPONPUATUA, oo o Toonier
conencrane B cosgaHunm CIRT

: &F

CoBMmecTHble ycuansa no bopbbe co cnamom
e.orﬁon

8 utoHA 2015 : CornaweHune o co3aaHnm noTeHUnana B
pernoHe ECOWAS
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NMybankauum

Goltothrad

CYBERSECURITY INDEX &
CYBERWELLNESS PROFILES

PHEROMENA, CHALLENCEY AND
LEGAL RESPONSE

M

S

raaal

o

becnnaTHaA 3arpys3kKa
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Publications.aspx
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Mpeacroawme meponpmaTnA B permoHe

* PermoHanbHbIM cemmnHap MC3 «KntoyeBble
acnekTbl Knbepbe3onacHOCTU B KOHTEKCTE

Internet of Everything (IoE)» (TawkeHT,
Y36ekucrtaH, 19-21 ceHtabpa 2017 roga)

* PermoHanbHble yyeHUA nNo Knbepbe3onacHOCTH
(Knwunues, Mongosa, 7-9 Hoabpa 2017 roga)
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www.itu.int/cybersecurity

Cnacubo 3a

BHUMAdHUE
cybersecurity@itu.int



