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About MMF 

International non-profit association with scientific purpose of 
telecommunications equipment manufacturers with an 
interest in the safety of mobile or wireless communications, 
focusing on: 

MMF Members: Alcatel Mobile Phones,  Apple, Cisco, 
Ericsson, Huawei, Intel, LG, Microsoft, Motorola Mobility, 
Motorola Solutions, Samsung, Sony (+ companies participating 
in one or more of MMF’s initiatives) 



 

www.spotafakephone.com 

http://www.spotafakephone.com/
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What to Prepare for 



Personal Safety 

• Protect personal and private information 
 

 mBanking 
 Health information 
 Contacts  
 Business and personal info/emails  
 Internet of Things  

 

• Smartphone malware increases dramatically 
 

 In 2011: 472% up 
 55% of this spyware  
 44% of this SMS trojans 

 
Source: Juniper Networks Global Threat Center 



Cisco VNI 
 Global Mobile Data Traffic Forecast (2014-2019), 

published February 2015 



Cisco VNI, 2014-2019: 
More Mobile Users 

www.cisco.com/go/vni 



Cisco VNI, 2014-2019: 
Mobile Connected Devices per capita 

www.cisco.com/go/vni 

Update Cisco VNI,  
2015  -  2020: 
1.8    -   2.4 



Cisco VNI, 2014-2019: 
Mobile Traffic Per End-User Connection 

www.cisco.com/go/vni 

Update Cisco VNI,  
2015  -  2020: 

807 MB  -  6.3 GB 



Cisco VNI, 2014-2019: 
Central and Eastern Europe (CEE) 

 
• 3-fold increase accelerator: 

 
 More end-users  
 
 More devices per end-user 
 
 More mobile traffic per end-user connection 



Nokia 2016 Acquisition and Retention Study 

 

20k online respondents, 14 markets, 140 in-depth consumer interviews 



Messaging Apps Prevalent 

• 45% vs. 86% use 
apps for 
messaging 
 
 
 
 
 
 
 
 

 
 
 
 
 

      

 



Messaging Apps Prevalent 

• 45% vs. 86% use 
apps for 
messaging 

• 22% vs. 47% use 
messaging apps 
more often than 
SMS 
 
 
 
 

 
 

 
 
 
 
 

      

 



Personal Safety 

• Protect personal and private information 
 

 mBanking 
 Health information 
 Contacts  
 Business and personal info/emails  
 Internet of Things  

 

• Smartphone malware increases dramatically 
 

 In 2011: 472% up 
 55% of this spyware  
 44% of this SMS trojans 

 
Source: Juniper Networks Global Threat Center 



Users worry about … 

1. Viruses / 
Malware 

2. Internet fraud 
3. Identity theft 
4. Online privacy 

breach 
5. Fraudulent 

charges 
6. Spam 

 

 
 
 
 
 

      

 



 
• Malware aimed at phones is increasing at dramatic rate 
 In 2011, 472% increase in malware targeting smartphones 
 55% of this spyware  
 44% of this SMS trojans 

 
 
Source: Juniper Networks Global Threat Center 

 

eBanking and Mobile Money 



Challenges for 
Manufacturer and 

Operators 



Increase Consumer Awareness 

• 70% wrongly believed that the counterfeit 
devices were of the same quality as the 
original 
 



Communications 

• Global & regional communications strategies 
 

• Social media campaigns 
 

• Media briefings  
 

• Fact sheets 
 

• Consumer website: 
       www.spotafakephone.com  

 

http://www.spotafakephone.com/


Scope of Activity 

• Work with stakeholders to 
 develop communication campaigns  
 build awareness 
 support reforms in key markets 
 

• Build partnerships  
• Engage in institutional collaboration 

 
• Identify and define regulatory best practices 
• Propose standards to improve product 

security 
• Research impact and compliance 

 



More Research to Prompt Action 

• Network performance testing on standard 
3GPP testing protocols found significant 
impact as 
 Fakes drop 1 in 4 calls 
 Fakes delay handover on average by 41%   
 Fakes even fail in every 3rd handover 
 Fakes operate poorly, on average at only half the distance 

away from a base station than an original device 
 Fakes have limited data speeds (despite packaging claims) 

• Note: results are important for enhancing QoS 
 

• Accredited labs tested EU RoHS compliance 
and found: 
 T  hi h l l  f L d  C d i  B i  d Ch i  

 
 



 
 
 

Industry Collaboration: 
Joint Device Identifier Task 

Force 
(JDIT) 



JDIT Background 

• established by MMF and GSMA 
• first face-to-face meeting: April 2016 
• to align and drive the industry’s management 

and development of mobile device identifiers 
• to promote best practice to optimise the value 

and use of mobile device identifiers to resolve 
issues of concern including 
 device identification and verification,  
 service provision,  
 combatting device counterfeiting and theft,  
 increase protection of mobile devices, mobile 

networks and their users. 



JDIT Scope of Work 

• Work stream 1: 
 Recommendations on current system, processes 

and engineering implementations 
 

• Work stream II: 
 Studies on strategic issues and longer term 

solutions to industry needs including new form 
factors and IoT devices  



JDIT aims at ... 

• mobile device identifiers (MDI), their use and 
administration in the mobile ecosystem by 
 consensus building and harmonisation; 
 producing guidance on device identifier formats 

and their evolution; 
 contributing to the development and maintenance 

of a harmonised legal framework pertaining to 
MDI ownership, use and revocation; 

 facilitate collaborative industry efforts to combat 
the counterfeiting and theft of mobile devices; and  

 liaise with external organisations.  
 

 



Further Information 

Thomas Barmueller 
http://www.linkedin.com/in/thomasbarmueller 

thomas.barmueller@mmfai.org 
www.mmfai.org, @spotafake 

Download MMF brochure: 
“Counterfeit / Substandard 

Mobile Phones – A Resource 
Guide for Governments”   

http://www.mmfai.org
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