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Opo306ek KaitbikoB
Pykosogutenb 3oHanbHoOro otaenenmna MC3 pgna ctpaH CHI



CTaTUCTMKA N OTYETbI FOBOPAT O PACTyLLEM

BaxKHOCTb KnbepbesonacHocTn

OT MHAYCTPMANIbHOM 3MNOXM K
MHPOpPMaLMOHHOMY 0bLLECTBY

PacTywas 3aBMCMMOCTb OT AoCcTynHocTn UKT

[MOCTOAHHO pacTyllee KOJIMYECTBO MOJIb30BaTE/IEN CETH

NHTepHeT (yke 40% HaceneHma mupa)

KonunyecTtse Knbepyrpos

PasBuBatoLLMecs CTpaHbl bonee NnoaBepKeHbl

PUCKY, BCNeACTBME ObICTPOro WM LMPOKOro

BHegpeHua UKT

HeobxogMmo  co3paBaTb  YenoBeyeCKui

noteHuuan B chepe KnbepbesonacHoOCTU

3awmMTta  KpaliHe  Ba)XHa  AAS
3KOHOMUYecKoro bnarononyyus
BHeAPEHNM HOBbIX TEXHO/IOTUN

coumnanbHO-

CTpaHbl
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1,179,000 day

430,555,582 (+36% v-o0-Y)
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O630p Knbepyrpos 3a 2015

430 MUNNIMOHOB HOBbIX YHUKA/IbHbIX BPeAOHOCHbIX
nporpamm

9 3HauuMbIxX yTeuek (>10 maH ngeHtTnédukatopos) B 2015

~191 MUNNNOH MAEHTUPUKATOPOB PACKPbLITbI B PamMKax
KpynHeuwen yTe4ykn B UCTopumn

55% yBennyeHue Konnyectsa GULLMHIOBbIX KaMMNaHU
3 n3 4 seb6canToB coaeprKaTt Kak MMHMMYM OAHY YA3BMMOCTb

MonoBuHa Bcex LeneBbix aTak bblia HanpaB/ieHa Ha
npeanpuaTUA cpeaHero u manoro 6musHeca
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KoopanHnpoBaHHbIN OTBET

Ha BbI30Bbl CBSAI3aHHbIE C KMbepbesonacHOCTbO He0HxoAMMO AaTb
MHOrOypPOBHEBbIN OTBET

MexayHapoaHoe
COTPYAHNYECTBO U 0OMeH
nHpopmaumen

MeXXayHapoaHbIU

rapMOHVI3aLI,MFI NOJINTUK,
3dKOHOAaTEeNbHbIX 6a3 u NyYlwnx
NMPAaKTUK Ha permMoHaJibHOM ypoBHeE

PernoHanbHbIU

HauMoHanbHble CTPaTernm U NOANTUKKU, YMeHne
pearmpoBaTb Ha Knbepyrposbl, NoarotosKa
4ye/loBeYeCKoro noTeHLuunana

HaunoHanbHbIN
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MC3 n KubepbesonacHocTb
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on the information society
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YneHbl MC3 ogo6pnnm GCA B KauyecTBe OCHOBHOIO

CYBERSECURITY
nHctpymeHta MC3 no kubepbesonacHocTu

AGENDA




HauuoHanbHble CIRT HaxoaAaTca Ha nepeaoBoi 60pb6bbl

c KnbepnpectynHocTbio

Peakuua Ha KnbepnpectynieHums
PacnpocTpaHeHMe CBOEBPEMEHHbIX
npeaynpexaeHum

KommyHuKauma n obmeH nHbopmaumemn
MeXay BCEMM 3aUHTEPECOBAHHbIMMU
Pa3paboTKa cTpaTermi CHMXEHMNA PUCKOB
N KoopAMHaAUMA Mep NO pearnpoBaHUIO
ObmeH nHpopmauymen No MHUMAEHTAM U
Mepam pearnpoBaHus

[Myb6anKauma nydwmnx npakTmK
pearMpoBaHuA U NpeaoTBpaLLEHMA Yrpo3
KoopamnHauua mexxayHapoaHoro
coTpyaHu4yecTBa No KnbepbesonacHocTH

102 HaumoHanbHbiX CIRT no
BCEMY MUPY

v



Mporpamma MC3 no HauumoHanbHbim CIRT

NATIONAL CIRT | CAPACITY BUILDING

ASSESSMENT IMPLEMENTATION CYBERDRILL

OueHKa BblNno/sIHeHa AanAa 67 cTpaH

Peannsauma sbinonHeHa B 11 cTpaHax
BbinonHAeTcAa peanusayma ana 4 ctpaH

16 pernoHanbHbIXx KnbepuccnegosaHum (cyber drills)
BbIMNO/IHEHO, CYMMapPHO y4acTBoBanu 115 cTtpaH




Leno

nobanbHbIN MHAEKC KMbepbe3onacHOCTH
(GCI) no3BonsAeT oLEeHUTb HACKONbKO
Cepbe3HO KaXKaan CTpaHa OTHOCKTCA K
BOnpocy KnbepbesonacHocTu:

3aKkoHogaTtenbHasA 6asa
TexHn4Yeckas peanmsauyms
OpraHn3aLUMOHHbIe MEPONPUATUSA
Co3pgaHue noTeHumMana

HauMoHanbHOE N MmexayHapogHoe
COTPYAHMYECTBO

C Global
1Ry Cybersecurity
Index

3adayu

- MpoaBuKeHne HauMOoHaNbHbIX
cTpaTermu no KnbepbesonacHoOCTH

- O6beAHEHME YCUNNK MeXKAY Pa3HbIMU
OTPaCc/AMUN U CEKTOPaMMU

- MHTerpauma BonpocoB 6€30nacHOCTH B
TEXHO/IOTMYECKMI Nporpecc

- YkpenneHue rnobanbHOM KynbTypbl
KnbepbesonacHocTH

Utorosble pesynbTtaTthbl 3a 2014 rog, A0CTYNHbI Ha caute MCI

Hosasa Bepcua B 2016 — nonyyeHo 6onee 127 orBeTtoB
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCl.aspx



http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx

CTpaHoBbIe XapaKTepUCTUKN KubepbesonacHocTH

AKTyanbHaa HPopmaumnsa ob
ypoBHe KnbepbesonacHoOCTM No
CTpaHam Ha 6a3e GCA:

e AKTya/ibHble JOKYMEHTbI

* [lpurnawaem CTpaHbl
CoOAencTBOBATb B NoAAeprKKe
aKTYya/IbHOCTM MHPOPMALUU

http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/Country

Profiles.aspx

MNpumep—>

CYBERWELLNESS PROFILE )
IR
TUNISIA 4

BACKGROUND

Total Population: 10 705 000 Internet users, percentage of population: 43.80%
(data source: United Mations Statistics Division, December [data source: [TU Statistics, 2013)
2012)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1  CRIMINAL LEGISLATION

Specific legislation on cybercrime has been enacted through the following instrument:
-Art.129 bis and 199ter of Tunisia Penal Law.

1.1.2  REGULATION AND COMPLIANCE

Tunisia has officially recognized regulations regarding cybersecurity and compliance requirements
through the following instruments:

- Law n® 2004-5, February 3, 2004, relative to computer security.

- Decree n® 1248 - 2004, May 25, 2004, setting the administrative, financial and operating procedures of
the ANSI.

-Decree n® 1249 - 2004, May 25, 2004, on requirements and procedures for the certification of expert
auditors in the field of computer security.

-Decree n® 1250 - 2004, May 25, 2004, on the institutional computer systems and networks subjected to
the compulsory periodic Risk Assessment of computer security, and on the criteria relating to the nature

and periodicity of the Risk Assessment and to procedures for monitering the implementation of the
recommendations made in the Risk Assessment report.

1.2 TECHNICAL MEASURES

1.2.1 CIRT
Tunisia has an officially recognized National CIRT (TunCERT).

1.2.2 STANDARDS
There is no information available concerning any officially approved national (and sector specific)
cybersecurity frameworks for implementing internationally recognized cybersecurity standards.
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MC3 B3anmogpgeicTayeT ¢ 15 napTtHepamu no pa3paboTtke n BHegpeHUto
cTpaTternu KnbepbesonacHoctu
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Bce napTHepbl BHOCAT BK/1ag4 CBOMMU 3HAHUAMU U 3Kcnepm30ﬁ B 06nactu

KMGep6830ﬂaCHOCTM, ynyyuwana Ka4yecTtso UTOroBbiX maTepuanos

Pa3paboTKa MHCTPYMEHTOB, PyKOBOAALLMX YKa3aHUA, NPUHLMUNOB, KOHTPOJIbHbIX CNUCKOB...
Peanusauma HauMoOHaNbHbIX CTPaTeruii no kKnbepbesonacHocTu
duHaHcupoBaHue pa3paboTku/peanmsaumm HauMOHaNbHbIX cTPaTernii No KMbepbesonacHocTH



TyNAKUT no pa3paboTKe HaLMOHAIbHbIX CTpaTeruii KnbepbesonacHoctu

HelimpanobHbiii myakum, Komopeblii Moxem 6bimb
npumeHeH 8 nwbom pezuoHe

A'

Conymcmeayrowjuli MexaHu3sm
OYEeHKuU: NO3BONSET BbIBUTb
chepsbl, TPebyoLME YAYULLIEHUA U
onpeaennTb cnocobbl yaydlleHns

lpakmuyHoe
pyKoeodcmeo, Komopoe
moxem 6b6imob
ucnonb308aHO CMpPAHAMU
AnA pa3paboTku
cTpaTtermm

YnyyweHHble usmepeHus:
noabop MHANKATOPOB ANA
OUEHKM Nporpecca

CcblnKu Ha dpyaue
G0KymMeHmbI: CyLLEecTByoLNe
MOAENN N cNocobbl OLEHKM

‘

MepBblii ceMmuHap napTHepoB B peBpane
2016 B XXeHeBe

BTopoit cemnHap napTHepoB B
Okcdopae B noHe 2016




Mnatdopmbl MC3

UccnepoBatesibCKue KOMuUCCUu

 [lnatpopma ana obmeHa 3HaHMAMU mexay [ocyaapcTBamm-YneHamum u
YneHamu CekTopoB (4acTHbIN ceKkTop, BY3bI)

e Bonpoc 3 NK 2 MC3-D: 3awmuweHHOCTb MHPOPMALMOHHO-
KOMMYHMKaLMOHHbIX CETEN: NEepeaoBOM ONbIT MO CO3AaHUIO KYbTYPbl
KnbepbesonacHoOCTH

— CemunHap no kKubepbesonacHoctu, 18-19 anpens
— CobpaHnune aoknaaumkos, 19-20 anpens
UK 17 MC3-T: be3zonacHocTb

— CraHpgapTmnlauma peleHnin KubepbesonacHoCcTH

BBYNO
e 2-6mana 2016

— CobpaHnue no HanpasaeHuto C5
— CemwuHap no cnamy cosmecTHo ¢ ISOC
— CoBMecCTHbIM C KOMNaHMeN Symantec otuer

'CP — Cumynaumns knbepbesonacHocTH
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MocTpoeHue rnobanbHOro napTHepcTBa

G F E E OcHoBaTtenb 1 nHnunatop nHnymatuebl CSIRT Maturity

ﬂyqu.lme NPaKTUKN 3aKOHOAATE/NIbCTBA, COBMECTHaA TeXHNYeCKaA MOMO {@ UNODC
Y, RS " United Nations Office on Drugs and Crime
cTpaHam, obmeH nHpopmaumen SR United Nations Office on Drugs and C

\/Symantec. m TREND 3xcneprusa 106a/1bHbIX KOMNaHWiA v CoaeVicTBIE 0BMEHY
O MICRO pudopmaumeit BHYTPM MCI o

CotpyaHuyecTtBo B pamkax UT n KnbepuccnenosaHum NUIX

N2

e Global _, — Co3paHue noteHumnana,
The Commonwealth B | Cloacy contre ormsnon " {Y¥3 COBMECTHbIE KOHCY/IbTaLMu
Cybercrime Initiative e —— =g p==
’ INTERPOL

KJ1

ovimgecurity Together

Ob6meH NYHWNMU NPaKTUKaMKN pearmpoBaHna Ha MHUNAEHTbl, COBMECTHbIE MEePONPUATUA,

conewncrene B cosgaHum CIRT
E okt 2

f/
CoBMeCTHble ycuausa no 6opbbe co cnamom Internet -"=l‘l-

.0Mman

8 ntoHa 2015 : CornaweHune o co3gaHnuM NoTeHUMana B
pernoHe ECOWAS
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NMyébankauum

Global

CYBERSECURITY INDEX &

PHESOMENA, CHRLLENCEY AND
LEGAL RESPONSE CYBERWELLNESS PROFILES

becnnaaTHaA 3arpys3kKa
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Publications.aspx
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[peacroawme meponpuaTUA

KnbepuccnenosaHus
— AMepunKa: IKBagop 27 uoHAa - 1 niona
— CHI: 3 kBapTan

CemunHap NCS Partners’, Okcpopna 6-7 ntons
2016

CemunHap MCI-ATU, CyaaH 24-26 niona
CobpaHua MK MC3-D B ceHTsbpe
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www.itu.int/cybersecurity

Cnacubo 3a

BHAMJdHMNE
cybersecurity@itu.int
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