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OCco0OeHHOCT MOOUIBHLIX NNaTeXeun

BbiCOknn ypoBeHb NPOHUKHOBEHNSI MOBUITbHOW CBS3K
[ocTynHocTb ycrnyru B ntoboe BpemMs B NMt0OOM mMecTe
YA0OHbIN NHCTPYMEHT NpoBeaeHNa BECKOHTAKTHbLIX niaTexen
Bo3MOXHOCTb 0becneynTb BbICOKMM YPOBEHL DE30NaCHOCTU

COBMECTUMOCTb KakK C CYLLECTBYIOLLEN NNAaTeXHON MHAPACTPYKTYPOH,
Tak 1 C MHHOBALMOHHbLIMW CUCTEMAMM NNnaTeXXeu

JlornyHoe HamnpasJieHNE pa3BUTNA MEXOYHAPOOHbIX U JTOKaJibHbIX
KapPTO4YHbIX NNaTEXHbIX CUCTEM

B0O3MOXHOCTb MHNLMNPOBAHUSA (PUHAHCOBLIX TPaH3aKLUUM Kak
nraTenbLWmMKoM, Tak 1 nonyyartenem (TOproBo-CepPBUCHLIM
npeanpusaTnem)

Pa3HooOpasHble cpeacTBa nnatexa




CpoepxuBarwwme dakTopbl

KoHcepBaTn3m B noBeaeHUn NoTEHUManbHbIX NofNb3oBaTeNen
HepoBepue kK 6be3onacHOCTU MOBUITBHON CBSI3N

HepnoctaTtoyHas pacnpocTpaHeHHOCTb KOMMbIOTEPHOW IPaMOTHOCTY
HaceneHus

CerogHsilHWME MODUIbHLIE YCTPOMCTBA He Db 3adyMaHbl A4
obecnevyeHunsa 3almLLEHHbIX onepauumn

HeynobHas knaBmatypa n MmaneHbkum gucnnen 6onbwmnHCTBa
MOOUIIbHBIX YCTPONCTB — HEMPUBbLIYHAA 9ProHOMUKA

Cutyaumst B pasnmyHbiX PEMMOHAaXxX CUMNbHO pasnMyaeTcs — He
CYLLIEECTBYET €AMHOr0 peLleHuns

OnTumanbHble peLleHnst eLle He HalMaEeHbI




Cucrtema c eanHom cnyxoboun ayteHTUdnkaumm

ADOHEHTHI

EavHas cnyxkba ayreHTdUKaunm

FT 1 Cuctema B3anmoaencrsmusa 1

e-Government
Agencies

=

e-Health
Agencies

5

e-Payment/Bank
Agencies

=

Other
e-Services

=




ApxuteKkTypa MOOUITIbHOU NJTAaTEXXHOU CUCTEMDbI

[loMmeH aMUuTeHTa domeH B3aumopgencTBus [ omeH akBanepa

OnepaTop-opweﬁprBaHHaﬂ Moaenb
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KnueHT.
MnaTtexHbl UHCTPYMEHT

ToproBo-CepBucHoe

MobunbHbin OnepaTop MpeanpusaTtue

baHk — OuTeHT BaHk — OkBaniep

Mposangep MNnatexHon Cuctembl:
- AyTeHTndrkaums - BesonacHocTb
- ABTOpU3aums - CepByc -O6cnyxusanune TCI

BaHKk-opueHTUpOBaHHaA Moaenb

PekomeHpaauuna MCO-T Y.2741



MoOunbHasa nnarexHasa cucrtema Kak yactb HIC
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MHoOXecTBO BAPpUaHTOB pearimdaumu

Peanunsauusa cepBuUCa.

>Ha 6a3e cTaHAapTHbIX
ycnyr Moo6usnbHoro
onepartopa

>Ha 6ase
cneunanu3anpoBaHHbIX
NPUNOXeHUN

*Ha SIM-kapre.

*Ha SD-kapTte

*Ha BCTPOeHHOM SE

*B NaMsaTN TenedoHa

Be3onacHoCTb:

AyTeHTudgukaumd
LLUlndopoBaHne

AnemMeHT 6e30nacHOCTU
TEE

Obna4Hoe xpaHeHune

TexHonorus
KOMMYHUKaLUMK:

e SMS

« USSD

« GPRS

« EDGE

e UMTS

« DTMF

* Voice

e NFC

e Blue Tooth

(] QR

o




Bbi6op onTUManbLHOro peLueHus

CpeacTBO nnaTeXxa

Bank account

Payment
card

MNO
account

e-money
account

Other
accounts

TexHU4yecKana peanunsauyuma

WEB

%k

SMS/USSD

%k

Voice

*

*

*
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YeTblipe ypOBHSA 3alUULLEHHOCTH
MoounbHou NnartexxHou Cucrembl

Level 1: SawmweHHoCTb obecne4ymnBaeTcs
cpeacTBamMu orepaTtopa CBsI3U

Level 2: MI'C ncnonb3yeT oAHOAaKTOPHYHO
ayTeHTUUKaLuto

Level 3: MHorodgpaktopHaga ayTeHTUdukaums,
LLUndopoBaHUE AaHHbIX

Level 4. [lononHUTENBHO K CpeacTBam,
nepeyncrieHHblM B Level 3 ncnonbsyetcs
SE/TEE

PekomeHpauus MCO-T Y.2740



NoBepeHHasa Cpena UcnonHeHus (TEE)

Trusted Execution Environment

* Protects input and output and transient processing of sensitive data
» Applicable to a broad array of new connected devices

Secure Element

(Removable or Embedded)
» Certified tamper-resistant

« For secure storage and
processing of the most
valuable and sensitive data
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Host Card Emulation (HCE) -
cuctema ¢ o6navyHbIM XpaHeHUeM AaHHbIX

¢ be3 annapartHoro anemMmeHTa
be3onacHoCTU

» Cloud-based solution
> Tokens-based solution

¥ [MbpuaHoe peweHune (Cloud+SE)
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CMNACUBO !



.

ApxnTeKkTypa 6e3o0nacHOCTU OJi1S CUCTEM,
obecneymBarOLWNX CBA3b MeXAYy OKOHEeYHbIMU
yCTpOUCTBaMM

A
Security lavers

Applications securi

Services security

s 2

YULNERAEILITIES

Suer oxs comairol
Sopisastieation

Dizchzure

Infrastructure security Interrep don
S

Enduser plang

Mon-roplintion
It ¢ colfientinkity

Comuommm iion sed ity

8 Security dime nsions
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Presenter
Presentation Notes
Security Architecture logically divides the System under research into separate architectural components. The security architecture addresses three essential questions with regard to the end-to-end security:
What kind of protection is needed and against what threats?
What are the distinct types of system equipment and facility groupings that need to be protected?
What are the distinct types of system activities that need to be protected?
These questions are addressed by three architectural components: security dimensions, security layers and security planes. 
Required security should be based on the use of:
Means of identification and authentication of participants;
Encryption of information transmitted through communication channels;
Physical and administrative means to ensure the safety of the information transmission and storage.
Security treats are:
•	destruction of information and/or other resources;
•	corruption or modification of information;
•	theft, removal or loss of information and/or other resources;
•	information disclosure;
•	service interruption.
 
Security dimensions are not limited to the network, but extend to applications and end user information as well. In addition, security dimensions apply to service providers or enterprises offering security services to their customers. These security dimensions are:
1)	Access control;
2)	Authentication;
3)	Non-repudiation;
4)	Data confidentiality; 
5)	Communication security;
6)	Data integrity; 
7)	Availability; 
8)	Privacy.



Peanusauusa ypoBHen 6e30nacHOCTU

U3mepeHune 3awmThbl

YpoBeHb 6e30nacHOCTU

1-1 ypoBeHb 2-1 ypoBeHb

3-1 ypoBeHb

4- ypoBeHb

YnpaBneHue noctynom

,uOCTyFI K KaXXoMy 13 KOMMOHEHTOB, BXOOALLMX B I/IHd)paCprKTypy CUCTEeMbI JOIMKEH OblTb paspeLlleH TONIbKO B COOTBETCTBUN C YPOBHEM NOMHOMOYUIA

nepcoHana nnu nonb3oBaTtenen CUCTEMbI.

lMepcoHanbHOe noakmnoYeHne K
ycryram ¢ npefocTaBreHnem
nepcoHanbHbIX AaHHBIX, C

AyteHnTudukaumsa B Cucteme OpHodakTopHast o .
. obszaTenbHON ayTeHTUdUKaLmen
obecneynBaeTcsa cpenon ayTeHTumkaumns MHorogakTopHasa ayTeHTudukaumsa npu
AyTteHTUdUKaumusn nunyHocTn. MHorodakTopHas
nepefayn faHHbIX npu Mcnonb3oBaHUM ucnonb3oBaHun ycnyr Cuctemsl
ayTeHTWUKaLMsa Npy NCNONb30BaHWUN
MOGWbHOro onepartopa ycnyr Cuctembl
ycnyr Cuctembl. O6si3aTensHoe
npyMeHeHve annapaTHoOro
KpunTorpacuyeckoro Moayns
HeoTKa3yeMoCTh HeB0O3MOXHOCTb MHULMATOPY UMK YYaCTHWUKY TPaH3aKLMKM 0TKa3aTbCs OT CBOMX AEWCTBUIA NOCIE NX COBepLLIEHUst obecneynBaeTcsi NpUMEHEHEM
(cox a:lluocn: IOPUAMYECKMN 3aKpeNIeHHbIX MMBO OroBOPEHHbIX BO B3aMMHbIX KOHTPaKTax cnocoboB ¥ COBMECTHO C NPUHATBIMU MexaHuamamu ayTeHTudukaummn. Bee
WH 432 MaLmm) [OeficTBUS CUCTEMbI NepcoHarna 1 nonb3oBaTternei cUcTembl AOMKHBI MoABepraTbest 0b6si3aTensHon pernctpaumnu. XKypHane! pernctpauum cobbiTui
pmau [OOJDKHbI ObITh 3aLUMLLEHbI OT U3MEHEHUI 1 cCopepXaTb AENCTBUS BCEX NoNb3oBaTenen.
KoHduaeHumanbHOCTL [Mpu nepenade obecneumBaeTcsa cpefon nepegayv n 6 N
AaHHbIX OaHHbIX (6e30nacHOCTb CBA3M), @ MPY XPaHEHUN 1 Py NEpeaade CoOOLLEHNM AOTKHbI

LlenoCcTHOCTb AaHHbIX

06p860TKe OaHHbIX - MEXaHU3MOM XpaHeHUA OaHHbIX
1 cpeacrteamMmum No ynpaerieHUO OOCTYNOM B Cucteme

3awuTa nepcoHanbHOn
MHopmauum

[apaHTMpyeTcs OTCYTCTBUMEM B nepefaBaeMbiX
coobeHnsax sensitive data, n peanusaumven
HeobX0ANMbIX MEXaHU3MOB XPaHEHNS AaHHbIX 1
cpeAcTBamMm No ynpasneHuto goctynom B Cucrteme.
KOMMNOHEHTbI cMCTeMbI He AOMKHbI UMETb CKPbIThIX
BO3MOXHOCTEN N0 HECAHKLMOHMPOBaHHOMY cOopy 1
nepegayun nHdopmauuu.

obecneunBaTbCA npuMeHeHneM OOonoSTHUTENbHOro

LWNEPPOBaHUS COOBLLEHNS, Y MPUMEHEHME

NPOTOKOJ1I0B Nepefavn gaHHbIX, obecneymBatoLLmX

3aWmMTy UHbopmaLmn, nepesaBaemon
yyacTH/UKamMy B3aMMOOTHOLLEHWI (BKNtoYast
NpOoBepKy LIENOCTHOCTM NepeaBaeMoin
MHOPMaLuK); Npu XpaHeHun n obpaboTtke

[OaHHbIX - OOMOJTHUTENbHbIMU MEXaHU3MaMu
LLIVICprBaHVIeM 1N MacknMpoBaHMeM OaHHbIX NpU Ux
XpaHEeHUU N YeTKUM pasrpaHn4eHnemM OocTyna B
COOTBETCTBUU CO CJ'Iy)Ke6HbIMVI NoJIHOMOo4YnAMUN

BbinonHeHve TpeboBaHuii 3ro ypoBHS
¢ obsi3aTenbHbIM  NPUMEHEHNEM
annapaTHbIX CpeAcTBa WudpoBaHns n
3aLMTbl UHCPOPMaLMK Ha CTOPOHE
KnveHta

Be3onacHoOCTbL cBA3MU

[apaHTUpyeTcs gocTaBka coobLueHns agpecaTy 1 3alumTy MHPOPMaLmMK OT HECAHKLIMOHMPOBAHHOTO NPOCMOTpa Npu nepegave no KkaHanam CBA3u.
Ob6ecneynBaeTcs NpoBangepamMu ceTm MobubLHOro onepaTopa.

HocTtynHocTb

FapaHTMpyeT OTCyTCTBUE npensaTcTBuUn Ans A0CTyna K JaHHbIM U yCIlyraMm CUCTEMbI CO CTOPOHbI aBTOPU30BAHHbLIX U YNOJTHOMOYEHHbIX nonb3oBarenewu
cuctembl. ObecneumBaeTcs nposangepamMmmn cetun MOOUIBHON CBA3N 1 nposangepamu ycnyru.

Pekomenpgauus MCJ Y.2740
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