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Cybercrime : Cost to Global Economy? 
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ITU Mandate on Cybersecurity

2003 – 2005
WSIS entrusted ITU as sole facilitator for WSIS Action Line C5 -
“Building Confidence and Security in the use of ICTs”

2007
Global Cybersecurity Agenda (GCA) was launched by ITU 
Secretary General
GCA is a framework for international cooperation in cybersecurity

2008 to date
ITU Membership endorsed the GCA as the ITU-wide 
strategy on international cooperation.

Building confidence and security in the use of ICTs is widely present in PP and Conferences’ 
resolutions. In particular WTSA 12, PP 10 and WTDC 10 produced Resolutions (WTSA 12 Res 50, 52, 
58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant ICT security 
related issues, from legal to policy, to technical and organization measures.

http://www.itu.int/osg/csd/cybersecurity/gca/cop/
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Global Cybersecurity Agenda (GCA) 

• GCA is designed for cooperation and efficiency, encouraging 
collaboration with and between all relevant partners, and 
building on existing initiatives to avoid duplicating efforts.

• GCA builds upon five pillars:

1. Legal Measures

2. Technical and Procedural Measures

3. Organizational Structure

4. Capacity Building

5. International Cooperation  

• Since its launch, GCA has attracted the support and 
recognition of leaders and cybersecurity experts around the 
world. 
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Service Areas – Services 

KPIs:
- Number of cybersecurity national strategies implemented in countries that BDT 

contributed to develop
- Number of CERTs that BDT has contributed to establish 
- Number of countries where BDT provided technical assistance and improved 

cybersecurity capability and awareness
- Number of cyber attacks repelled by CERTs established with the support of BDT



CIRT Services 



75 CIRT READINESS ASSESSMENTS 13 CIRT ESTABLISHMENT + 1 ENHANCEMENT

Establishment National CIRT

Establishment Govt. CIRT

Enhancement National CIRT

CIRT ESTBLISHMENT IN 2019

- Establishment National CIRT

- Design National CIRT

- Enhancement National CIRT

CIRT ESTABLISHMENT– INTERESTS



National CERT/CIRT/CSIRT globally and per region
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Africa Americas Arab States Asia-Pacific CIS Europe

CIRTs in Asia-Pacific:
Afghanistan, Australia, Bangladesh, 
Brunei Darussalam, Cambodia, China, India, Indonesia, Iran, Japan, Laos, Malaysia, Myanmar, New 
Zealand, Pakistan, Papua New Guinea, Philippines, Republic of Korea, Singapore, Sri Lanka, 
Thailand, Tonga, Vanuatu, Viet Nam 

Number of CIRT activities around the world



Good Practices: An analysis of the Asia-Pacific CIRT establishment
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13 CIRT assessment done by ITU in Asia-Pacific :
Afghanistan, Bangladesh , Bhutan, Cambodia, Fiji, Laos, Maldives, 
Myanmar, Nepal , Samoa, Tonga, Vanuatu, Vietnam



EXAMPLES OF SOME CYBERSECURITY BEST PRACTICES IN THE REGION 

Japan: The National centre of Incident is building an information sharing system among public-private sectors. The 
Japan National Institute of Information and Communications Technology has established a National Cyber Training 
Center that has developed many projects, such as CYDER, CYBER COLOSSEO and SecHack 365 (a security innovator 
training programme for young talents).

Singapore: The Cybersecurity Agency of Singapore (CSA), in partnership with InfoComm Media Development 
Authority (IMDA), launched the Cyber Security Associates and Technologists (CSAT) programme to encourage 
industry to train fresh and mid-career professionals in ICT or STEM (Science, Technology, Engineering and 
Mathematics) for cybersecurity roles through structured on-the-job training and courses.

Mongolia: The Government started a feasibility study to establish a CERT and an IT security audit system for 
Mongolia. The feasibility study project aims to identify the status of the cybersecurity environment such as the 
organization/manpower, ICT infrastructure, legal environment and standards, IT security/auditing process, and to 
investigate a development plan. In addition, this project aims to make a proposal for the To-Be Model of a 
Mongolia CERT. 

Malaysia: The National Cyber Drill (X-Maya) is testing and improving the technical skills of CNII IT personnel to 
handle cyber incidents. The Coordinated Malware Eradication and Remediation Project (CMERP) has implemented 
a pilot project to tackle malware threats at the national level.



Global Cybersecurity Index (GCI) 



What is GCI …

GCI is a composite index combining 25 indicators into one 
benchmark measure to monitor and compare the level of ITU 

Member States’ cybersecurity commitment with regard 
to the five pillars identified by the High-Level Experts and 
endorsed by the GCA.

“GCI is a capacity building tool, to 
support countries to improve their 
national cybersecurity”



All iterations include primary research in order to provide global coverage of the 194 Member States

Background

• GCIv1 – the 1st iteration of the GCI has started in 2013-2014 period -105 countries responded 

• GCIv2 – the 2nd iteration covered 2016-2017 period – 134 countries responded 

• GCIv3 – 3rd iteration started in March 2018 – 137 countries as of today



The GCIv3 includes 25 indicators and 50
questions. The indicators used to calculate the
GCI were selected on the basis of the following
criteria:

 relevance to the five GCA (Global
Cybersecurity Agenda) pillars and in
contributing towards the main GCI objectives
and conceptual framework;

 data availability and quality;

 possibility of cross verification through
secondary data.

GCI overall approach



How it functions. Main steps.

• Preparation phase 

• Elaboration of the survey in collaboration with experts and partners
• Development of online survey system
• Preparation of supporting documentation (guides, conceptual framework, letters etc.) 
• Announcement on the ITU website

• Start phase

• Informing/invitation Member States via official letter from the BDT Director to Administrations (Responsible Ministry, organization, agency…)
• Collection of contact details of Focal Point(s) assigned by the Administration
• Contacting FPs and providing access to the online survey together with all necessary documents and instructions
• Technical Support

• Data collection phase 

• Filling the questionnaire (FPs provide data, links, supporting documents etc.)
• Collection of data from open sources for non-respondents (ITU helps Member States to appear in the Report) 

• Verification Phase 
• ITU specialists verify all provided data and contact FPs for more details if needed.
• ITU shares the verified data with FPs

• Analysis Phase 
• Analysis of all collected data (for respondents and non-respondents).
• Ranking. Preparation of comparison charts, maps, tables and other statistical elements.
• Illustrative practices extraction.

• Report writing and publication Phase 
• Elaboration of the GCI Report
• Publication on the ITU website and printing
• Official launch and informing Member States
• Follow-up

Preparation 
phase 

Start phase 

Data collection 
phase 

Verification 
Phase  

Analysis Phase

Report writing 
and publication 

Phase



Technical measures CIRT, CSIRT, CERT
National CIRT, CSIRT, 

CERT

Score calculation

Continuous cybersecurity exercise

Dimension score Sub dimension score Sub sub dimension score Sub sub sub dimension score



GCI most committed countries globally in 2018

In 2018, only three regions are 
represented with countries having 
the most level of commitment: six 
countries from the Europe region, 
three from the Asia-Pacific region, 
and two from the Americas region

Table 4 shows countries that scored 
well in the legal and organizational 
pillars reaching a peak score of 20 
(0.200). Almost all countries 
mentioned above show low 
commitment in the cooperation pillar, 
with Lithuania scoring only 0.155



GCI 2018 – An analysis (Average Score): 
Asia-Pacific vs Rest of the regions0.197
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Cyberdrills



Regional Cyberdrills -Objectives

Enhancing cybersecurity capacity and capabilities through regional 
collaborations and cooperation;1

Enhancing the awareness and the capability of countries to participate 
and to contribute to the development and deployment of a strategy of 
defeating a cyber threat;

2

Strengthening international cooperation between Member States to 
ensure continued collective efforts against cyber threats;3

Enhancing Member States’ and incident response capabilities and 
communication;4

Assisting Member States to develop and implement operational 
procedures to respond better to various cyber incidents, identify 
improvements for future planning CIRT processes and operational 
procedures

5



Regional Cyberdrills - Programme

1
Days 1 and 2 are dedicated to the organization of capacity 
building sessions, case studies or other themes-related training 
requirements, as well as COP-related issues, etc.

2
Day 3 is a conference day that includes presentations and panel 
discussions on current issues, latest assessment and current and 
emerging trends in cybersecurity threats and solutions.

3
Days 4 and 5 are structured around scenarios that consist of several 
incidents involving the most common types of attacks and possible 
resolutions.



ITU Asia-Pacific and CIS Inter-Regional Cyberdrill

Date : 23-27 September 2019, Kuala Lumpur, Malaysia

Hosted by 

The National Cyber 
Security Agency Malaysia

The Ministry of 
Communications and 
Multimedia Malaysia



Child Online Protection (COP) 



Online Threats to Children

Violence

Pornography Child pornography

Online Fraud
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Child abuse materials 

Spam

Phishing attacks

Cyberstalking

Cybergrooming

Anorexia, self-harm or suicide

Disclosure private information

Sexual solicitation

Youth-to-youth cybercrimes

Threats & Risks



The COP Initiative aims at bringing together partners from all sectors of the global 
community to ensure a safe and secure online experience for children everywhere.

Objectives
 Identify risks and vulnerabilities to children in cyberspace;

 Create awareness of the risks and issues through multiple channels;

 Develop practical tools to help governments, organizations and 
educators minimize risk; and

 Share knowledge and experience while facilitating international strategic 
partnership to define and implement concrete initiatives 

Child Online Protection (COP) Initiative



COP Five Strategic Pillars 

 COP high-level deliverables across the five 
strategic pillars are designed to be achieved by 
ITU and COP members in collaboration.

• Legal Measures
• Technical & Procedural Measures
• Organizational Structures
• Capacity Building
• International Cooperation 

 It is designed to transform the COP Guidelines 
into concrete activities by leveraging the active 
support provided by COP partners.



4 Set of COP Guidelines 

• Developed in cooperation with COP partners, is the first set of guidelines addressing

different stakeholders. Available in the six UN languages

http://www.itu.int/osg/csd/cybersecurity/gca/cop/


The COP Guidelines in details

Update version 
COP Guidelines for Children 



The COP Guidelines in details

Update version 
COP Guidelines for Parents, Guardians 

and Educators



The COP Guidelines in details

COP Guidelines for Policy Makers



The COP Guidelines in details

New COP Guidelines for Industry
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5 key areas for protecting and promoting children’s rights in 
the online environment

Purpose of the Guidelines is to provide:

 A blueprint that can be adapted locally for various industry players

 Establish a benchmark for recommended actions 

 Guidance on identifying, prevent and mitigating risks

 Guidance on supporting children’s rights

https://www.youtube.com/watch?v=TtEGAcLBTTAInitiative of Australia on Cyberbullying 

https://www.youtube.com/watch?v=TtEGAcLBTTA


 ITU Regional Workshop , Vanuatu

 Partners : CTO, Regulator, OGCIO

 Outcome: COP Guidelines for

Vanuatu

ITU Work on Child Online Protection in Asia-Pacific

 COP Guidelines for Brunei : 2014

 COP Awareness in Nepal (2015)

 COP ongoing work in Philippines ,  

Bhutan, Kiribati (2018)



COP Activities with ASEAN (2016-18)

ASEAN Strategy Framework on Child Online Protection

 Survey and its findings presented at the ITU-ASEAN Forum on 

COP (Sep 2016; Manila, Philippines) 

 ITU-ASEAN Forum/workshops on Child Online Protection

 Manila, Philippines, Sept. 2016

 Jakarta, Indonesia, March 2018

 Nay Pyi Taw, Myanmar, December 2018

 Framework finalized and will be shared with ASEAN 

 ITU Paper for ASEAN on “Improving child online protection 

measures in ASEAN: Partnering with industry”



Child Sexual Abuse Domestic Legislation Summary

Country Expressly 
criminalizes 
‘child 
pornography’

Clear definition 
of ‘child 
pornography’

Criminalizes 
simple 
possession

Reporting 
obligation for 
ISPs

Criminalizes 
sexual 
grooming

Brunei 
Darussalam

✓ ✓ ✓ ✗ ✓

Cambodia ✓ ✓ ✗ ✗ ✗
Indonesia ✓ ✗ ✓ ✗ ✗
Lao PDR ✓ ✗ ✗ ✗ ✗
Malaysia ✓ ✓ ✓ ✗ ✓
Myanmar ✓ ✗ ✗ ✗ ✗
Philippines ✓ ✓ ✓ ✓ ✓
Singapore ✓ ✗ ✓ ✗ ✓
Thailand ✓ ✓ ✓ ✗ ✗
Vietnam ✓ ✗ ✗ ✗ ✗



 The prototype will have different scenarios where a child is confronted 
with a cyber abuse situation by a predator approaching the child via 
social media

 The game shows an island with different kinds of games for children. 
Once they are engaged, they will be confronted by a social media 
screen insert, offering interesting challenges by a K-Pop star lookalike. 

 The child will be represented by a child avatar

 https://www.youtube.com/watch?v=SymYlZq5v1k&feature=youtu.be.

3D Multiuser Virtual Learning Environment to increase 
awareness  about online risks for children

https://www.youtube.com/watch?v=SymYlZq5v1k&feature=youtu.be


44

 While it will never be possible to completely remove all risks, drawing together an 
effective policies and practices, infrastructure & technology, awareness and 
communication can do a great deal to help. 

 Cybersecurity and Critical National Information Infrastructure requiring political will 
and commitment to have clear National Cybersecurity Strategy , Cyber Crime 
Legislation , Child Online Protection,  establishment / strengthening the CIRTs/ 
regular national / regional Cyber Drills

 Human and institutional capacity building critical to understand and take  reactive / 
proactive response to address cyberthreats 

 International cooperation, based on a multi-stakeholder approach, is the key and by 
working together with ITU and its partners,  together we can realize Safe and Secure 
Cyber-space!

Conclusions 



ITU : I Thank U


