
Addressing Illegal, Counterfeit 
and Stolen Devices



Overview

• Introduction to the MWF
• The size and nature of the counterfeit problem
• Impact on stakeholders
• Combating Counterfeits: A proposed framework



Introduction

• The MWF is an international non-profit association 
of telecommunications equipment manufacturers 
with an interest in mobile or wireless 
communications.



www.spotafakephone.com

http://www.spotafakephone.com/
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Recognized by the ITU

• RESOLUTION 188 (REV. DUBAI, 2018): 
Combating counterfeit 
telecommunication/information and 
communication technology devices

• RESOLUTION 189 (REV. DUBAI, 2018): 
Assisting Member States to combat and deter 
mobile device theft 
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Impacts: Security Threats

Fraudulent devices with duplicate IMEI’s 
can’t be tracked on networks.  

Fraudulent devices frequently contain 
malware that allows personal information 
to be stolen

If stolen handsets can be sold and reused 
without being blocked it encourages 
increased theft of devices

Terrorism

Privacy

Theft



Impacts: Government & Industry Revenue

• EUIPO: Value of lost smartphone sales due to 
Counterfeits - €45.3 Billion

• Asia-Pacific/ASEAN lost sales estimated at  
€9.8B - 28.7% of total sales.

• Government loss of revenue is significant.

Source: https://euipo.europa.eu/ohimportal/en/web/observatory/quantification-of-ipr-infringement



Impacts: Consumers



Impacts: Consumers



Impacts: Consumers & Operators

• 34% Handover Failure

• 41% Slower Handovers

• Maintains connection at 
only half the distance of 
a genuine device.

• 55% Delay in executing 
power control
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Implementation (via DIRBS)
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DIRBS: Device Identification Registration and Blocking System



Conclusion
• A growing problem estimated to cost €45B / year

– Affecting all stakeholders

• An effective way to address the issue is available
– Securing government revenue
– Keeping consumers safe
– Protecting right holders

• The framework offers a comprehensive solution for 
governments to implement
– Legal framework and anti-tampering provisions
– Other elements are all available by utilizing DIRBS



Thank you
Michael Milligan
michael.milligan@mwfai.org


