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Landscape of popular DLT platforms
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Why Ethereum?

Not the only protocol in this space. We will focus on Ethereum this week
because:

« It has good examples of successes and failures

* ltis the most well known in the DLT community

>

» Its concepts transfer well to other protocols v

» It has helped lead many of the DLT standards
ethereum

It is not the best or worst protocol. Always do your research to find which
solution is best for your use-case.
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Purpose of Ethereum

Ethereum is an open-source public platform, distributed and based on
blockchain technology, to run applications without censorship or third-party
interference.

It has a native currency, ether.

It can run programs on a distributed virtual machine. These are also known

as Smart Contracts.

Vv

ethereum
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History

9 May, 2015 Olympic: Public testing of the Ethereum protocol before release
20 July, 2015 Frontier: Ethereum genesis block mined

14 March, 2016 Homestead: First planned hard fork, new version of Solidity,
introduced Mist wallet

20 July, 2016 (DAO Fork): The DAO was hacked and a hard fork occurred to
reverse the hack. The original chain became Ethereum Classic

16 October, 2017 Metropolis (Byzantium): Changes to mining. Introduced
changes for transition to Proof of Stake

28 February, 2018 Metropolis (Constantinople): Implemented a number of
EIPs, reduced block reward, delayed Difficulty Bomb (intended to help
transition towards PoS but PoS not ready yet)

? Istanbul & Serenity: Ethereum 2.0 (Proof of Stake)
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The Ethereum Network

Made up of over 8000 nodes, distributed across the
world.

Every node holds the state of the Ethereum network.

L o
W

N
T R = @ o
o (=1 7] =1 (=3
[=] [=] [=] [=3 (=]
o o o o



W BTFP
Ethereum Nodes

Ethereum is an open standard and supports multiple
nodes:

« Geth (Ethereum Foundation)
« Parity (Parity Technologies) \
e Quorum (J.P. Morgan)

Eth-2.0 (in progress) nodes:

« Pantheon
. Lighthouse
e Prysm
« Nimbus
@ aleth @ Ethereum())
Geth @ geth-eth-monitor

® Parity @® Parity-Ethereum
teth
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Transactions - ether

Transaction Hash: 0x11bc2bb02cadd4a0e936547bcd4f322eed4e088d4a62b2f7b1b358b4cf6273064 ([
Status: @ Success

Block: 7576579 7 Block Confirmations

TimeStamp: ® 1 min ago (Apr-16-2019 03:39:42 AM +UTC)

From: 0x9334f0aa74d2744b97b0b1be6896788ee46f4aaa ([

To: Oxae1858e7927596912ad3cbe3db035e764331ddc1 [

Value: 0.00011566 Ether  ($0.02)

Transaction Fee: 0.000044584 Ether ($0.007191)
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Transactions — smart contracts

Overview Event Logs (2) State Changes 3 Comments

Transaction Hash: 0x4027b 29634a201 1 728e451a719cadc536e2325
Status: ]

Block: 19

TimeStamp: @ 2 hrs 7 mins ago (Apr-16-2019 01:53:36 AM +UTC)

From: Ox45eat

To: Contract 0x2

Tokens Transfered: » From 0x00000000000000... To 0x45eab0eS

Value: 0 Ether ($0.00)
Transaction Fee: 0.000211233 Ether ($0.03)
Gas Limit: 70,411

Gas Used by Transaction: 70,411 (100%)

Gas Price: 0.000000003 Ether (3 Gwei)
Nonce Position 1

Input Data:

Function: mint(address _to, uint256 _amount)

hodID: ©x40¢c10f19
[0]: 600060 0000
[1]: ©OeeEEERHA.!

T

cda526a3043d2002cb46889168

)1027e72f1f12 jo]°]
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Transaction fees

Transaction fees are proportional

t o th e SiZ e Of th e tr ansa Ctl on Transaction Hash: 0x11bc2bb02cadd4a0e936547bcd4i322eede088d4a62b27h1b358h4c6273064 [
Transaction fees are paid S e
according to gas, a unit of N —
transaCtlon CompleXIty Block: 7657 7 Block Confirmations
Tra nsactlon fee e gas prICe * gas TimeStamp: ® 1 min ago (Apr-16-2019 03:39:42 AM +UTC)
used.
From: 0x933410aa74d2744b97b0b1be6896788eedbf4aaa ([
To: 0xae1858e7927596912ad3cbe3db035¢764331ddet ([
Value: 0.00011566 Ether  ($0.02)

Transaction Fee: 0.000044584 Ether ($0.007191)
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Fees — you get what you pay for

Recommended Gas Prices in Gwei
fast (<2m) standard (<5m)
. $0.019/transfer $0.007/transfer

Gas-Time-Price Estimator: For transactions sent at block: 7576710

Adjust confirmation time

Avg Time (min) 0.58
95% Time (min) 145
Gas Price (Gwei)* 2

Tx Fee (Fiat) $0.007

Transaction Count by Gas Price

% of transactions

o

4520 20<50 >50

Gas price category

safe low (<30m)
$0.007/transfer

Gas Used*

Avg Time (blocks)

95% Time (blocks)

Tx Fee (ETH)

6.71353621975

0.00004

Confirmation Time by Gas Price

Time to Confirm {min)

A2

3 & %5 & 1

B 9 A0 20 20

Gas price (gwei)

Median Wait Times

2 8 seconds

2 blocks

EGS Blog

SEC Digital Assets Framework + CryptoMom:
Selected Thoughts

By now, you've probably read (and read about) the SEC digital assets
framewaork released yesterday. Link to the SEC press release (includes
relevant links). As others have said, the SEC's Framework for
“Investment Contract” Analysis of Digital Assets (the “Framework”)
doesn't offer a ton of new info, but still it feels like a step in the right ..

Read more...

Real Time Gas Use: Block Limit (last 10)

&
-20
5

c

Last Block: 7576710
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Mining

Ethereum uses a proof-of-work mechanism for

block contents

) prev random
security. block guess hash
Nodes must solve time-consuming calculations ID ftransactions  (nonce)  result ¢ target
to make it prohibitively expensive to attack the

network. f(#78A..., 1839, txi#aT6,..., 3001 ) = 438.. < 100...

f#78A...,tx#839, tx#ar7e,..., 3002 ) = 988... < 100...

Mining for cryptocurrencies requires more energy per dollar generated

than mining copper, platinum or gold f(#TBA...,tx#839, tx#aT6,..., 3003 ) = 587... < 100...

Energy in MJ (million joules) to generate $1

Bitcoin 19MJ I S S S f#78A...,tx#839, tx#a7e,..., 3004 ) = 087... < 100...
Litecoin 15 | | |

Monero I E—

Ethereum 9 ' |

Rare earth metals 9
Platinum group metals 6
Gold 5

Copper 4

Guardian graphic | Source: Nature Sustainability. Note: Energy costs are averages of daily prices in 2018 for
cryptocurrencies and 2017 for metals. Heating 10L of liquid water from OC to 100C requires about 4.2MJ



4

Accounts

An account is generated from a private key.

Accounts can hold ether and perform actions on smart
contracts.

An account has an address, derived from its private key.

BTFP
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Storage

The uncompressed blockchain is currently 231.99 GB.
The compressed / pruned blockchain is about 50GB.

Light clients can help reduce the size stored in a node to
100MB.

datadir size (MB)

. 400,000

(Numbers are higher now)
300,000
200,000

100,000

o]

Apr 2016 Jul 2016 Oct 2016 Jan 2017 Apr 2017 Jul 2017 Oct 2017

—— bitcoin (~/.bitcoin, txindex=1) —— ethereum (~/.ethereum)
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Dealing with failure

Bugs in smart contracts can lead to loss of funds
DAO hack: 3.6 million ETH lost (678 million USD)
Parity wallet hack: 150,000 ETH lost (28 million USD)
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Dealing with failure: hard fork

A hard fork can fix a bug or attack that has already
occurred.

The first hard fork fix recovered the funds stolen from
the DAO attack.

1920005

1920004

1920003

1920002

1920001

1920000

1919999

1919998

1919997

+ 0xf9040b4d

+ 0x83964779

+ 0x93e4cbf8

+ 0xf1923bd6

+ 0x87b2bc3f

+ 0x4985f5ca

+ 0xa218e2c6

+ 0x505ffd21

Oxe7e3e82b

BTFP

» 0x14401df9
« Oxab7668df

+ 0x94365e3a



Dealing with failure: upgradable contracts

Upgradeable contracts can fix bugs before they are
exploited.

But they are difficult to write and error-prone.

BTFP
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Ethereum Governance

Ethereum is a public protocol with no central governance.

The Ethereum Foundation funds research and development.

Governance decisions are made by consensus.



ERCs

A community process for standardising and
improving Ethereum.

Final

Number

20

55
137

162

165

181

Title

ERC-20 Token Standard

Mixed-case checksum address encoding

Ethereum Domain Name Service - Specification

Initial ENS Hash Registrar

ERC-165 Standard Interface Detection

ENS support for reverse resolution of Ethereum
addresses

2

BTFP

Author

Fabian Vogelsteller, Vitalik
Buterin

Vitalik Buterin, Alex Van de
Sande

Nick Johnson

Maurelian, Nick Johnson,
Alex Van de Sande

Christian Reitwieliner,
Nick Johnson, Fabian
Vogelsteller, Jordi Baylina,
Konrad Feldmeier, William
Entriken

Nick Johnson
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Criticisms of EthereUm

Lack of scalability
Lack of progression of roadmap

Migration to PoS may cause huge issues for
existing platforms

Cult-like following of Ethereum’s founder,
Vitalik Buterin. Single point of failure with
huge influence

Speculative investment in ether
Solidity not very approachable

Storage size needed to host a node

BTFP



Solidity

Solidity is a contract-oriented high-level language, with similar syntax to
JavaScript. It is statically typed, supports inheritance, libraries and
complex user-defined types. It compiles to EVM assembly, which is run by

the nodes.
Benefits of using Solidity:

o Most popular Ethereum smart contract language
e Syntax similar to C and JavaScript
e Supported by almost Ethereum tools

BTFP
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Example: declare version

The compiler pragma locks in the compiler version to use.

pragma solidity ~"0.5.0;



- BTFP
Example: contract keyword

A contract is similar to a class in Python or Java. It encapsulates state and
methods.

contract NewSmartContract {

}



Example: variables

Contracts can have public and private variables, which are stored on the
blockchain. Like C, variables are explicitly typed.

contract NewSmartContract {
bytes32[] private varNames;
mapping(bytes32 => string) private varValues;

BTFP
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Example: arrays

Arrays can be fixed-size (like C) or dynamically-sized (like JavaScript).

contract NewSmartContract { class NewSmartContract {
bytes32[] private arrayName; let arrayName = [];
+
+
Solidity JavaScri

pt
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Example: mappings

Mappings are similar to a Python dictionary, but can only map from one
type to another.

contract NewSmartContract { class NewSmartContract :
mapping(bytes32 => string) private newDict; newDict = {}

Solidity Python
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Example: constructor

The constructor function initialises the initial contract data.

constructor(bytes32[] memory _ varNames) public {
varNames = _ varNames;

}
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Example: storage vs memory

Variables in memory are discarded after a transaction completes.
Variables in storage are saved to the blockchain.

constructor(bytes32[] memory _reservedKeys) public {
reservedKeys = reservedKeys;
+

\ \

storag memory
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Example: public functions

Public functions can be called by any account.

function setValue(bytes32 key, string memory _value) public {
require(!isReservedKey( key));

values[ key] = value;
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Example: require

require statements enforce rules. If they fail, the whole transaction will fail.
They are equivalent to asserts in C.

require(!isReservedKey( key)); assert(!isReservedKey( key));

Solidity C
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Example: function returns

Functions must explicitly state their return type.

function getValue(bytes32 key) public view returns (string memory) {
return values[ key];

}
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Example: private functions

Private functions can only be called from within the contract. View
functions can’t change state.

function isReservedKey(bytes32 key) private view returns (bool) {
for (uint256 1 = 0; 1 < reservedKeys.length; 1++) {
IT (reservedKeys[i] == key) {
return true;
+

}

return false;
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Example: loops

For loops use the same syntax as JavaScript.

for ( for (
uint256 1 = 0; let 1 = 0;
1 < myArray.length; 1 < myArray.length;
1++) { 1++) {

+ +

Solidity JavaScrip
t
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Example: if statements

If statements use the same syntax as JavaScript.

iIT (reservedKeys[i1] == key) { iIT (reservedKeys[1] === key) {

+ +
Solidity JavaScript
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Dapp Development

Development of dapps involves a few differences to normal software.

1. Local environment

a. Nodes

b. Network

Interacting with the blockchain
a. Metamask

b. Seth

c. Remix

. Frameworks

Testing

Security tools

N

o os
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Local environment - nodes

When developing Dapps we need a local node to test against.
Could use:

o Geth/Parity (production nodes)
« Ganache (test node)



Ganache

Test environment with support for:

« Creating accounts with free ether

« Viewing transactions and blocks

« Connecting external tools to simulate
an Ethereum network

« Decoding smart contract events

M Ganache

@ ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER
20000000000 6712390 5771 HTTP://127.0.0.1:7545

MNEMONIC

MINING STATUS

AUTOMINING '

candy maple cake sugar pudding cream honey rich smooth crumble sweet treat

ADDRESS
9x627306090abaB3A6e1400e9345bC60c78a8BEF57

ADDRESS
0xf17f52151EbEF6C7334FADO80C5704D77216b732

ADDRESS
0xC5fdf4076b8F3A5357c5E395ab970B5B54098Fef

ADDRESS
0x821aEa9a577a9b44299B9c15c88cf3087F3b5544

ADDRESS

BALANCE
100.00 ETH

BALANCE
100.060 ETH

BALANCE
100.00 ETH

BALANCE
100.60 ETH

BALANCE

HD PATH

n/44' /60" /0" /0/account_index

TX COUNT
0

TX COUNT
]

TX COUNT
0

TX COUNT
(]

TX COUNT

INDEX

0

INDEX

INDEX

INDEX

INDEX

&
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Local environment - networks

It's a good idea to test using a network of multiple nodes.

Advantages over using a single node:

o More realistic transaction speed
o Simulate failures

Create local networks using production nodes like Geth or
Quorum.
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Interacting with the blockchain

Once a node is running, there are many tools that can
interact with it:

« Metamask
e« Seth
« Remix
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Metamask

Browser extension for interacting with Dapps.

Supports accounts, transactions, and interacting with
contracts.

Can connect to main network, testnets, and local
development nodes.

‘ @ Ropsten Test Network Vv .

Account 1

>

A4

0.9906ETH

DEPOSIT SEND

#2-4/16/2019 at 10:41
Q Contract Deployment -0 ETH

#1-4/16/2019 at 09:54
‘ Sent Tokens -0ETH

#0- 4/16/2019 at 09:48
9 Contract Deployment -0ETH
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Seth

Low-level command-line utility for interacting with blockchain
nodes.

# Call a function on a contract
> seth call Oxa4beda0e8e94a9750c02e8175278416F7d541F61 "‘getVotes() (uint256)"
567

# View information about a transaction
> seth tx 0xb3c2f71b4ad33799cla9ed5a37d45424bb7c028c66c0965d58401bl1ffb270d0a

blockHash 0x403a6¢c8c2932aef797¥16825dfc9507e3c8FF59e80b8282d6¢cTf06Fd310eddd16
blockNumber 253

from 0x37620ab71430d186e70ffbc77189e7385de51858

gas 6721975

gasPrice 0

hash 0xb3c2f71b4ad33799cla9ed5a37d45424bb7c028c66c0965d58401b1FFb270d0a



Remix

Integrated development environment
(IDE) for developing smart contracts.

Support for compiling, deploying,
interacting with, and debugging smart
contracts.

Interacting with contracts

Call and send transactions to contracts.

Use accounts from Metamask, or run on
an in-browser development blockchain.

BTFP

cccccc
version®0.5.1scommit c832¢b62 Emscripten.chang

Select new compiler version

reaix.debughelp(): Display help sessage for debugging

- Welcone to Remix v0.7.6 -
You can use this terminal for:

« Checking transactions details and start dth‘ngqil?.
« Running Javascript scripts. The following Libraries are accessible:

compiler
e th the Remix interface (see list of commands above). Note that these comsands can also be i
a t.
rikey, ﬂjlg.r—w:im]t‘clnrll to register and reuse object across script executions.



Remix debugging

Step-by-step debugging.

Show bytecode next to source code
functions.

Inspect memory layout, state, and stack.

g

0000 PUSH1 80
0002 PUSH1 40
0004 MSTORE

0005 PUSH1 04
0007 CALLDATASIZE
0008 LT

0009 PUSH2 005c

Aran e an

H
»  Solidity Locals Iy

»  Solidity State Iy

BTFP

vm trace step: 4
execution step: 4

add memory:

gas: 3

remaining gas: 2803996
loaded address: (Contract
Creation - Step 0)

7777777777777777

7777777777777777

7777777777777777

7777777777777777

7777777777777777

1111111111111111



Remix debugging

Step-by-step debugging.

Show bytecode next to source code
functions.

Inspect memory layout, state, and stack.

g

0000 PUSH1 80
0002 PUSH1 40
0004 MSTORE

0005 PUSH1 04
0007 CALLDATASIZE
0008 LT

0009 PUSH2 005c

Aran e an

H
»  Solidity Locals Iy

»  Solidity State Iy
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vm trace step: 4
execution step: 4

add memory:

gas: 3

remaining gas: 2803996
loaded address: (Contract
Creation - Step 0)

7777777777777777

7777777777777777

7777777777777777

7777777777777777

7777777777777777

1111111111111111
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Frameworks

Solutions for combining front-end, back-end, and smart
contracts.

Notable frameworks:

o Truffle
« Embark
« DappTools

BTFP
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Frameworks — Truffle

JavaScript-based framework for Dapp development.

7

Supports:

« Automated tests and deployment of smart contracts

« Interacting with smart contracts from front- and
back-end

o React, Vue, and other front-end frameworks

« Plugins for extra functionality

« Migration of contracts
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Security tools

Static analysis tools check code for known bugs:

o Remix (built-in)
o Slither
« Oyente
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Security tools

Static analysis tools check code for known bugs:

o Remix (built-in)
o Slither
« Oyente
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Thank You



