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Deep Learning



▰ Efficient Data Classification and Recognition
▰ Performing simple automated tasks at scale
▰ Sorting /Screening a large volume of job applications 
▰ Allocate social services, Offer/decline mortgage loan
▰ Decide who sees advertisements for open position
▰ Set individual price for online Products and services
▰ Assess and allocate insurance and benefits

The Functionality of AI system



https://medium.com/@Brian.johnson_62680/artificial-intelligence-ai-top-use-cases-and-

technologies-used-today-3c22e1a63e78

https://medium.com/@Brian.johnson_62680/artificial-intelligence-ai-top-use-cases-and-technologies-used-today-3c22e1a63e78


AI-based Systems in Daily Life
▰ Determine credit score
▰ Curate news & infor in search engines (news media)
▰ Using A.I. to detect spreading fake news  
▰ High Frequency Trade,  Financial Transactions 
▰ Predicting future trends of crime (In The USA)
 Assess a person’s potential risk of committing crimes 
▰ Data analytics for medical diagnoses (Level of Accuracy?) 
▰ Controlling autonomous systems: self-driving cars  



Concerns
▰ Technological Uncertainties: Black Box Problem
▰ Untested AI systems into Social Institutions. 
▰ Can governments,keep pace with development of AI 

technologies? 
▰ Ensure the public interest while AI technology has 

been controlled by private sector?
▰ The increasing use of AI technologies become only 

corporate power for commercial benefits.
▰ AI technologies will destroy personal privacy



"People worry that computers will get 
too smart and take over the world, 
….but the real problem is that they’re 
too stupid and they’ve already taken 
over the world."
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Pedro Domingos



- AI is not just tool of automation but it affects 
social institutions deciding human lifes
But We don’t know How Algorithms Make 
Decisions?

- Is AI Programmed to Make Fair Decisions 
without Algorithmic Bias? 

- How to make AI be aligned with human values?
- What if AI system is used for bad purpose or 

harm users?

11

Elusive Quests



“neutral platform for international dialogue aimed at building a common 
understanding of the capabilities of emerging AI technologies”



https://www.itu.int/en/ITU-T/AI/2018/Pages/default.aspx



https://news.itu.int/ai-healthcare-overcome-obstacles/



AI Commons will offer them a “collaboration network" that 
make it easy to find the partners and tools necessary to 
solve problems with AI



1. Access : tech-enabled medicine to the 
developing world
2. AI without bias : when building algorithms and 
models for predictive medicine
3. Lack of industry-wide application-programming 
interfaces (APIs), patient privacy concerns
4. New data infrastructure : connects all the 
myriad devices

16

AI Will  Cut Down Health Global 
Care Cost if get 4 things right 
( The World Economic Forum)



margin of error = 2 mm

Prediction & Analytic Type 1





AI Learns to Detect Diabetic Eye Disease 
- significant application of AI in healthcare
- Autonomous AI that instantly detects disease by analysing

medical images

Prediction & Analytic Type 2





https://www.sciencemag.org/news/2019/08/artificial-intelligence-predicts-which-movies-will-succeed-and-fail-simply-plot

Prediction & Analytic Type 3

https://www.sciencemag.org/news/2019/08/artificial-intelligence-predicts-which-movies-will-succeed-and-fail-simply-plot


Prediction & Analytic Type 4
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https://radio.unglobalpulse.net//uganda/



AI For Recruiting Interview
Prediction & Analytic Type 5

Many start-ups and companies now offer AI. 
recruitment tools or data centric AI interview System



COMPAS algorithm : racial bias in USA
Prediction & Analytic Type 6



https://www.economist.com/technology-quarterly/2018-05-02/justice

28

Prediction & Analytic Type 7



COMPAS algorithm assess the likelihood of 
recidivism in the USA 

State v. Loomis case in Wisconsin 
Supreme Court Decisions (2016)

Sentenced to six years in prison by 
a judge who had consulted the 
results of a risk assessment 
algorithm 
 Is COMPAS risk assessment  
accuracy, fair? 
 unreliable and racially biased?



COMPAS program is a 
broad-band assessment 
covering 22 risk and need 
domains



COMPAS Algorithm for Law Enforcement is 
No Better at Predicting Crimes Than Random People





AI is a black box that 
thinks in ways we don’t 
understand. 
 Matter of users’ risk 

perception
 Controllability

Black Box Problem at the Heart of AI. 

No one really knows how the most 
advanced algorithms do what they do. 



Algorithm Bias
- Who cause it intentionally or unintentionally?
- Problem of Training dataset (GIGO)
- What if bias? Who will find causes of problem?
- Too many parameters in alogorithm design
 Blackbox Problem
 The problem of “many hands” (Helen Nissenbaum)

- Algorithm Stupidity  (What means?)
- Accountability is long way to go

*  Nissenbaum H. “Accountability in a computerized society”. Science and 
Engineering Ethics. 1996;2(1):25–42



Cathy O’Neil

Algorithms are attractive because they 
promise neutrality in decision making—
they take in data and deliver results. 
But algorithms are not “neutral.” In the 
words, algorithm is an “opinion 
embedded in mathematics.”



https://webfoundation.org/docs/2017/07/Algorithms_Report_WF.pdf



▰ Algorithmic Harm
▰ Algorithmic Discrimination
▰ The Causes of Algorithmic Discrimination

1)Biased /poor quality input data
2) Poorly defined rules
3) Lack of contextual awareness
4) Feedback loops



“Autonomous systems are already deployed in our most 
crucial social institutions, from hospitals to courtrooms. 
Yet there are no agreed methods to assess the sustained 
effects of such applications on human populations.”

https://www.nature.com/news/there-is-a-blind-spot-in-ai-research-1.20805



▰ Auditing techniques can be used to identify the factors that

influence an algorithmic decision.

▰ Interactive visualisation systems can help individuals to

understand why a recommendation was made and give them  

control over future recommendations.

▰ Ethics boards can be used to help shape and improve the

transparency of the development of machine learning algorithms. 



▰ Algorithmic systems have a way of making mistakes or 
leading to undesired consequences.

▰ “Algorithm did it” It is not an acceptable excuse if 
algorithmic systems make mistakes or have undesired 
consequences.

▰ Accountability of AI implies an obligation to report and 
justify algorithmic decision-making, and to mitigate 
any negative social impacts or potential harms.

www.technologyreview.com/s/602933/how-to-hold-algorithms-accountable/

How to Hold Algorithms Accountable?



Auditability
• Can you provide for public auditing or is there sensitive 

information that would necessitate auditing by 3rd party?
• How will you facilitate public or third-party auditing 

without opening the system to unwarranted manipulation?

Explainability 
• Who are your end-users and stakeholders?
• How much of your system / algorithm can you explain to 

your users and stakeholders?
• How much of the data sources can you disclose?
Accuracy 
• What are realistic worst case scenarios in terms of how 

errors might impact society, individuals, and stakeholders?
• Have you evaluated the provenance and veracity of data 

and considered alternative data sources?



Neural networks and deep learning
too many adjustable parameters in algorithm design !!



Curse of dimensionality
In a ‘Big Data’ era, billions or trillions of data examples and 
thousands or tens of thousands of properties of the data may 
be analyzed. The internal decision logic of the algorithm is 
altered as it ‘learns’ on training data. “ As the number of 
features or dimensions grows, the amount of data we need to 
generalize accurately grows exponentially."



https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/4%20International%20initiatives%20v3_0.pdf

Anand Rao - Global Artificial Intelligence Lead - PwC 



https://www.cc.gatech.edu/~alanwags/DLAI2016/(Gunning)%20IJCAI-16%20DLAI%20WS.pdf

45



46



Ed Felten : “Four types of explainability problems”
▰ Claim of Confidentiality (Algorithm is trade secret, or 

disclosing it would undermine security of system)
▰ Complexity (algorithm is too complex to understand it)
▰ Unreasonableness (workings of the algorithm are clear 

and justified by statistical evidence, but the result 
doesn’t seem to make sense)

▰ Injustice (workings of the algorithm are understood but 
we think they are unfair, unjust, or morally wrong)

https://freedom-to-tinker.com/2017/05/31/what-does-it-mean-to-ask-for-an-explainable-algorithm/ 



Ed Felten : “Four types of explainability problems”
▰ “We have not received an explanation” =  “We have not 

received an adequate justification for the algorithm’s 
design”

 impossible to explain how the algorithm is 
consistent with law or ethics.

 Limitation of human perception and 
human feels discontents or problems



https://www.fatml.org



AI Industry must be able to explain 
how algorithms think itself

• Explainability: the ability to understand the 
reasoning behind each individual prediction

• Transparency: the ability to fully understand 
the model upon which the AI decision-
making is based

• Provability: the level of mathematical 
certainty behind predictions



▰ “GIGO” is a computer science acronym that 
implies bad input will result in bad output.

▰ Problem of Irrelevant data set 
▰ Feed of relevant data sets being hindered by 

privacy and data protection law
▰ GIGO is AI's blind spot. AI’s function relies on

designing of algorithm & feed of data sets

Data Sets: garbage in, garbage out



Data Provenance

▰ Data my have potential biases induced by the 
human or algorithmic data-gathering process

▰ Public scrutiny of the data will be maximum 
opportunity for corrections. 

▰ Data analytics is not open since concerns over 
privacy, trade secrets or security reason 

▰ Revelation of analytics might allow malicious  
actors to the system 



Global regulatory developments
in AI Ethics and Governance



Who are the Stakeholders in AI Ethics & Regulation? 
▰ Data Scientists / Developers 
▰ Global Tech Community (W3C, IETF, IEEE)
 Standarization
▰ IT Companies  (Business)
▰ Users ? (Privacy Right?)
▰ Civil Society Activists ?
▰ Academics (Ethicists )
▰ Government (National States, OECD, ITU)



Inclusion
: Sharing Benefits

Commercial
Interests

National 
Competitiveness

The Conflicting Values:

Who concerns AI ethics?

Global South
: Proliferation 
of AI

IT Giants
: Preferring 

Self-Regulations

Govn’t led
Global AI Race

Data 
Protection

Users



Today’s Global AI Race 



Varying Role of Government Across Countries



https://www.cifar.ca/cifarnews/2018/12/06/building-an-ai-world-report-on-national-and-regional-ai-strategies

https://www.cifar.ca/cifarnews/2018/12/06/building-an-ai-world-report-on-national-and-regional-ai-strategies
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UK House of Lords  AI Code (five principles) 
▰ Artificial intelligence should be developed for the common 

good and benefit of humanity.
▰ Artificial intelligence should operate on principles of 

intelligibility and fairness.
▰ Artificial intelligence should not be used to diminish the 

data rights or privacy of individuals (Data protection)
▰ All citizens should have the right to be educated to enable 

them to flourish mentally, emotionally and economically 
alongside artificial intelligence. 

▰ The autonomous power to hurt, destroy or deceive human 
beings should never be vested in artificial intelligence.

www.parliament.uk/business/committees/committees-a-z/lords-select/ai-committee/news-parliament-2017/ai-report-published/



http://ec.europa.eu/research/ege/pdf/ege_ai_statement_2018.pdf

European Group on Ethics (EGE) calls for a wide-ranging and 
systematic public engagement and deliberation on the ethics of 
AI, robotics and ‘autonomous’ technology 

Ethical principles and democratic prerequisites ……….
(a) Human dignity  (b) Autonomy   (c) Responsibility 
(d) Justice, equity, and solidarity (e) Democracy 
(f) Rule of law and accountability    
(g) Security, safety, bodily and mental integrity  
(h) Data protection and privacy (i) Sustainability





Asia’s AI Governance Landscape

▰ AI will be a major economic growth driver for Asia in 
the next decade

▰ Asian governments are building institutional 
capacity and frameworks to increase AI 
governance—but have yet to develop regulations.  
(The Global AI Race)

▰ Biases embedded in AI tools are potentially 
dangerous

▰ Asia does not much plan to use AI to promote social 
and economic inclusion



https://www.technologyreview.com/s/610546/china-wants-to-shape-the-global-future-of-artificial-

intelligence/



China’s AI Plan

https://ec.europa.eu/epsc/sites/epsc/files/epsc_strategicnote_ai.pdf





Next Generation AI Governance Principles

新一代人工智能治理原则(2019.6)
1. Harmony and Human-friendly 和谐友好。
2. Fairness 公平公正。
3. Inclusion and Sharing  包容共享。
4. Respect for Privacy 尊重隐私。
5. Security 安全可控。
6. Shared Responsibility 共担责任。
7. Openness and Cooperation 开放协作。
8. Agile Governance 敏捷治理。

http://www.cbdio.com/BigData/2019-06/18/content_6148422.htm

http://www.cbdio.com/BigData/2019-06/18/content_6148422.htm


AI 발전과정에서나타나는기술의위험성과윤리적위험에초점을두고
대응하기위한연구센터.  AI 윤리및 안전연구센터



Model AI Governance Framework 
(Jan. 2019)



Model AI Governance Framework 
(Jan. 2019)



OECD Principles on AI (May 2019)

• Recommendation in AI principles for Gov’t

• five complementary values-based principles

for the responsible stewardship of trustworthy AI



▰ Inclusive growth, sustainable development 
and well-being

▰Human-centred values and fairness
▰ Tansparency and explainability
▰ Robustness, security and safety
▰ Accountability

5 Principles on AI 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449

It is not a law but a recommendation for OECD member states

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449


USA AI Strategy  (June. 2019)
1) Research & development. 
2) Infrastructure. 
3) Governance.
4) Workforce 
5) International engagement.
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USA AI Strategy  (June. 2019)



Private Sector and Research Institutions



http://standards.ieee.org/uploads/29mar2018.pdf



IEEE EAD (1st Ver.) (2019.4)





The Partnership on AI 





Self Regulation vs. Hard Law ?

▰ Gigantic Tech Companies proposed diverse
self regulatory AI Ethics principles

 Are Self regulatory approach 
industry-dominated “Ethics Washing”? 

 or, Just Resonable Level of Soft Laws?

▰ OECD, and EU Commision’s AI Principle
 Clear Signals that governments will

control AI industry soon



https://www.nature.com/articles/d41586-019-01413-1

https://www.nature.com/articles/d41586-019-01413-1


Security



AI Risks : six categories

Responsible AI & National AI Strategies European Union Commission, Dr. Anand S. Rao

https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/4%20International%20initiatives%20v3_0.pdf



The Difference of AI Risk Perception 

Malicious Use of AIDoomsday
Tech Singularity



The Global AI Investment



https://www.technologyreview.com/s/612434/one-of-the-fathers-of-ai-is-worried-about-its-future/

https://www.technologyreview.com/s/612434/one-of-the-fathers-of-ai-is-worried-about-its-future/


https://theintercept.com/2018/05/31/google-leaked-emails-drone-ai-pentagon-lucrative/

Project Maven deal  “5-month long race among AI 
heavyweights” in the tech industry. Total deal $25-$30M, 
$15M to Google over the next 18 months. As the program 
grows expect spend is budgeted at 250 M per year”



https://theintercept.com/2018/03/06/google-is-quietly-providing-ai-technology-for-drone-strike-targeting-project/



• Probem of accuracy and reliability. (prone to accidentally 
targeting civilians) 

• In the worst cases, whole fleets of autonomous weapons might be 
manipulated, spoofed or hacked  by adversaries into attacking 
the wrong targets



R&D on Fully Autonomous Weapons (AI and Robotics)

….. being developed and deployed by nations including 
China, Israel, South Korea, Russia, the United Kingdom and 
the United States



The overarching issues in the area of LAWS 
• Characterization of the systems under consideration in order 

to promote a common understanding on concepts and 
characteristics relevant to the purposes of the CCW;

• Further consideration of the human element in the use of 
lethal force; aspects of human-machine interaction in the 
development, deployment and use of emerging technologies 
in the area of lethal autonomous weapons systems;

• Review of potential military applications of related 
technologies in the context of the Group’s work;

• Possible options for addressing the humanitarian and 
international security challenges posed by emerging 
technologies in the area of LAWS 



Support for a prohibition is growing: 22 countries 

support a prohibition on fully autonomous weapons, 

including  Brazil, Uganda and Iraq   (Nov. 2017)





?

Adversarial inputs  



Adversarial inputs Accidents

/

/http://adversarial-learning.princeton.edu/blog/darts

http://adversarial-learning.princeton.edu/blog/darts


Adversarial inputs ? 
(1) Confidence Reduction 

(2) Misclassification

(3) Targeted Misclassification 

(4) Source Misclassification



26 experts from 14 institutions, academia, civil society
and industry warned AI was ripe for exploitation by 
rogue states, criminals and terrorists.



Three threats from A.I Misuse Problem
“A.I. is ripe for exploitation in wrong hands”

1. Drones programmed to turn into missiles
2. Fake videos manipulating public opinion
3. Automated hacking by A.I. (cybersecurity)



▰ 1. Policymakers should collaborate closely with 
technical researchers to investigate, prevent, and 
mitigate potential malicious uses of A.I. 

▰ 2. should take the dual-use nature of their work 
seriously, allowing misuse related considerations 
to influence research priorities and norms, and 
proactively reaching out to relevant actors when 
harmful applications are foreseeable. 



▰ 3. Best practices should be identified in research 
areas with more mature methods for addressing 
dual-use concerns, such as computer security, and 
imported where applicable to the case of A.I. 

▰ 4. Actively seek to expand the range of 
stakeholders and domain experts involved in 
discussions of these challenges.



Personal Data
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Case 1:  “Skynet”, China's massive video 
surveillance network



A police officer wears a pair of smart glasses with facial 

recognition at Zhengzhou in China's central Henan province
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One Month, 500,000 Face Scans: Chinese start-ups have built 
algorithms that the government uses to track members of a 
largely Muslim minority group.

https://www.nytimes.com/2019/04/14/technology/china-surveillance-artificial-intelligence-racial-profiling.html

https://www.nytimes.com/2019/04/14/technology/china-surveillance-artificial-intelligence-racial-profiling.html
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Case 2:  EU Parliament Votes To Create Universal 
Biometric Database for Border Control Purposes

Common Identity Repository (CIR) is set to unify 
records on over 350 million people.

https://www.zdnet.com/article/eu-votes-to-create-gigantic-biometrics-database/

https://www.zdnet.com/article/eu-votes-to-create-gigantic-biometrics-database/


aggregate both identity records (names, dates of 
birth, passport numbers, and other details) and 
biometrics (fingerprints and facial scans)

108
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Case 3:  Aadhaar in India 1.2 Billion Indian population 
registered bioinformation 
in Aadhaar

Central Identities Data 
Repository (CIDR)
: Indian government agency 
that stores and manages data

Concerns
* Aadharr number is open.
Is my personal data safe?

* What if private company
access to my data without
‘consent’ of a person itself?



Aadhaar = India’s Unique Identity Project 

gives a 12-digit unique identity number to all 
residents by collecting fingerprint, iris scans.

110



Ensuring Safety of Personal Data
: Limited e-KYC , Virtual ID

111



In 2018, Indian Supreme Court’ Decision imposes curbs on
use of Aadhaar, the World’s Largest e-Identity data 
Repository

Who can use personal information?   Gov’t  only or Private 
Companies also ?  Public Interest / Private Interest?

 barred :disclosure of personal information, use of the 
Aadhaar ecosystem by private corporations.

[Lessons] 
- Gov't should build an effective data governance framework 

before begin to build data warehouses
- Law cannot enforce Data Policy that allows private 

sector to use personal data in National Data Repository 



Case 3: Acute kidney injury detection system
“Streams” app (DeepMind)

http://s3-eu-west-1.amazonaws.com/files.royalfree.nhs.uk/Reporting/Streams_Report.pdf



AI Data Privacy issues in UK 
- In  2017  UK NHS Foundation Trust provided  1.6 million 
patient details to Google's DeepMind 
- Training data that put into  machine learning models
- End users are in the crosshairs of business data 

privacy issues, especially data feed to A.I.  
- GDPR represent Fundamental principles of data 

protection 
- GDPR Implementation is an acid test for regulation of A.I. 

,



https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/07/royal-free-google-deepmind-trial-failed-to-comply-

with-data-protection-law/

17 May 2018
• ………research for project development on 

anonymised and psueudonymised data 
• But Royal Free NHS had not conducted a privacy 

impact assessment at the start of the project a
• Royal Free NHS had not done enough to tell 

patients about these arrangements.



▰ https://www.gov.uk/government/publications/data-ethics-workbook

How to work to Data Ethics Framework for the public sector?

principle 1 - Start with clear user need and public benefit
principle 2 - Be aware of relevant legislation and codes of 

practice
principle 3 - Use data that is proportionate to the user need
principle 4 - Understand the limitations of the data
principle 5 - Ensure robust practices and work within your 

skillset
principle 6 - Make your work transparent and be accountable
principle 7 - Embed data use responsibly

https://www.gov.uk/government/publications/data-ethics-workbook


h
o

w
 a

 v
ir

tu
a

l 
in

te
rv

ie
w

e
r 

s
e

e
s

 a
 h

u
m

a
n

. 
T

h
e

 

in
te

rv
ie

w
e

r 
a

s
s

e
s

s
e

s
 t

h
e

 p
s

y
c

h
o

lo
g

ic
a

l 
s

ta
te

 

o
f 

th
e

 h
u

m
a

n
 b

y
 t

ra
c

k
in

g
 a

n
d

 a
n

a
ly

z
in

g
 t

h
e

ir
 

fa
c

ia
l 
e

x
p

re
s

s
io

n
s

, 
b

o
d

y
 p

o
s

tu
re

, 
a

n
d

 s
p

e
e

c
h

Science 17 July 2015: Vol. 349 no. 6245 pp. 248-249
117

Case 4:  Face Recognitoin



AI-based Video Interview Bot
: powered by machine learning but 
what if it is biased or goes awry?



A.I. gives each video a score based on more than 
250,000 data points: virbal response, tone, speech patterns



July. 2018 USA



Microsoft became the first tech giant to call for regulations 
to limit the use of facial recognition technology.

https://www.nytimes.com/2018/07/13/technology/microsoft-facial-recognition.html



▰ Civilian oversight and accountability for the use of facial 
recognition ( to check governmental national security 
technology practices)

▰ Legal measures can prevent use of facial recognition for 
racial profiling?

▰ Law require companies obtain prior consent before 
collecting individuals’ images for facial recognition? 

▰ Do individuals have the right to know what photos have 
been collected and stored ? 

Microsoft urges government to regulate 
facial recognition systems

https://blogs.microsoft.com/on-the-issues/2018/07/13/facial-recognition-technology-the-need-for-public-

regulation-and-corporate-responsibility/



What will happen when AI meets GDPR ?
GDPR Art. 4  (4) ‘profiling’
“Automated processing of personal data consisting of  using 
data to evaluate personal aspects of natural person 
 analyse or predict aspects concerning that natural 
person's economic situation, health, personal preferences, 
interests, reliability, behaviour, location or movements.”

(5)  'pseudonymisation 
- personal data can no longer be attributed to a specific data 
subject without the use of additional information, 
- such additional information is kept separately 
- technical and organisational measures to ensure that 
personal data are not attributed to identifiable person”



Article 22 EU GDPR
Automated individual decision-making, including profiling"

▰ 1. The data subject shall have the right not to be subject to a 
decision based solely on automated processing, including 
profiling, which produces legal effects concerning him or her ….

▰ 2. Paragraph 1 shall not apply if the decision:

▰ (a) is necessary for entering into, or performance of, a contract 
between the data subject and a data controller;

▰ (b) Member State law to which the controller is subject and 
which also lays down suitable measures to safeguard the data 
subject's rights and freedoms and legitimate interests; or 

▰ (c) is based on the data subject's explicit consent. 


