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ICTs and the SDGs

Specifically referenced in the SDG targets:

 SDG4 Quality Education (4b)

 SDG5 Gender Equality (5b)

 SDG9 Industry, innovation and Infrastructure (9c)

 SDG 17 Partnerships for the Goals (17.8, as a means of 
implementation)

“The spread of information and communication technology and global 
interconnectedness has great potential to accelerate human progress, to bridge the 

digital divide and to develop knowledge societies, as does scientific and technological 
innovation across areas as diverse as medicine and energy”. Agenda for Sustainable 

Development (Paragraph 15)

ICTs are catalytic drivers to enable the 
achievement  of all the SDGs  



IOT, Big Data and Artificial Intelligence – The New 

Drivers of ICT Ecosystem



Key Cybersecurity Challenges

 Lack of adequate and interoperable national or regional legal frameworks 

 Lack of secure software for ICT-based applications

 Lack of appropriate national and global organizational structures to deal 
with cyber incidents

 Lack of information security professionals and skills within governments; 
lack of basic awareness among users 

 Lack of international cooperation between industry experts, law 
enforcements, regulators, academia & international organizations, etc. to 
address a global challenge

 Complexity of ICTs imply a need for the ability to respond, not just 
protect, as cybersecurity incidents will happen even if protective 
measures are deployed.

Cybersecurity not seen yet as a cross-sector, multi-dimensional concern. 

Still seen as a technical/technology problem. 



The National Critical Information 
Infrastructure 



The Cyber Security Agency of Singapore (CSA) - Singapore 

“CIIs are computers or computer systems that are 

necessary for the continuous delivery of essential 

services that Singapore relies on, the loss or 

compromise of which will lead to a debilitating 

impact on national security, defence, foreign 

relations, economy, public health, public safety or 

public order of Singapore. Currently, essential 

services have been identified in 11 sectors, 

including utilities, banking and finance, media, info-

communications, healthcare and transportation.”

Singapore
Definition of Critical National Infrastructure

Sectors

National CII : Singapore  



“Critical National Information Infrastructure (CNII) is defined as 
those assets (real and virtual), systems and functions that are vital 
to the nations that their incapacity or destruction would have a 
devastating impact on:

• National economic strength; Confidence that the nation's 
key growth area can successfully compete in global market 
while maintaining favourable standards of living.

• National image; Projection of national image towards 
enhancing stature and sphere of influence.

• National defence and security; guarantee sovereignty and 
independence whilst maintaining internal security.

• Government capability to functions; maintain order to 
perform and deliver minimum essential public services.

• Public health and safety; delivering and managing optimal 
health care to the citizen.”

CyberSecurity Malaysia - Malaysia -

Malaysia 

Definition of Critical National Infrastructure Sectors

National CII : Malaysia  
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Critical Information Infrastructure (CII)

The Conceptual 
Relationship 
Between Critical 
Information 
Infrastructure 
Protection and 
Cybersecurity. 

Source : ITU –D Study Group Q.22/1 report on best practices for a national approach to cybersecurity:



CNI 
Sectors

Information and 
Communication 

Technology

Finance

Critical
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Security 
and 

Defense

Government

In General, we
can identify 10
Critical National
Infrastructure
sectors :



Threats to Critical National Infrastructure

Source : https://emilms.fema.gov



Threats to Critical National Infrastructure-I

Bangladesh Bank

4 February 2016



Mirai Botnet (未来)

September and October 2016

Threats to Critical National Infrastructure-II



WannaCry Ransomware

May 2017

Threats to Critical National Infrastructure-III



San Francisco train system

November 2016
Istanbul Airports

July 2016

Threats to Critical National Infrastructure-IV



Kiev’s 

power grid
December 

2016

Threats to Critical National Infrastructure-V



Threats to Critical National Infrastructure-VI



Source : NSA

Interconnected Nature of Critical Infrastructure

Threats to Critical National Infrastructure-VII

Cascade effect 



Internet of Things (IoT)



What Is It? 
“A global infrastructure for the information society, enabling advanced 
services by interconnecting (physical and virtual) things based on existing 
and evolving interoperable information and communication” (ITU-T)
Who Makes It?
Device manufacturers, network operators, application platforms, software 
developers and (cloud-based) data analytics services providers
How Is It Accessed?
Connection of IoT devices via Wi-Fi, Bluetooth, mobile phone networks, 
specialized radio networks, global Internet
Main current areas of investment
• Smart cities
• Smart metering & grids
• Connected vehicles
• Healthcare

The ITU-T’s definition of the IoT calls it “a global infrastructure for the information society, enabling advanced 
services by interconnecting (physical and virtual) things based on existing and evolving interoperable 
information and communication technologies” 

Internet of Things

IoT as defined in ITU-T [ITU-T Y.2060] 
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IOT Applications
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IoT Is Here Now – and Growing!

Rapid 
Adoption 
Rate of Digital 
Infrastructure:
5X Faster Than 
Electricity and 
Telephony
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The IoT Security Market

http://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/IoT-Another-opportunity-to-build-in-security-from-the-start

547,2 M
USD

2018

840 M
USD

2020

+53%



IoT’s security – Some Recent News

https://www.hackers-arise.com/single-post/2017/03/28/SCADA-Hacking-Hacking-
the-Schneider-Electric-TM221-Modicon-PLC-using-modbus-cli

https://www.wired.com/story/hackers-gain-switch-flipping-access-to-us-power-
systems/

https://techcrunch.com/2017/08/22/universal-robots-exploit-ioactive/

SCADA
Supervisory Control And Data Acquisition



IoT Security goes beyond $

IoT security failures can cause both 
• Financial loss
• and physical harm

http://eftm.com.au/2015/02/robots-helping-out-not-
taking-over-on-the-audi-production-line-19389

Source: https://www.sjm.com
Image source: https://www.allianz.com/en/about_us/open-
knowledge/topics/environment/articles/110317-nuclear-power-a-beginners-guide.html/



IoT Security – Two risks

• Devices do something there are not supposed to do
Example: fridges / webcams used as part of a DDoS attack 

(Cf. Mirai botnet)

• Devices do exactly what they are intended to do but in a 
devious way
Example: Nuclear power plant enrichment centrifuges 

rapidly speeding up and then suddenly slow down, 
potentially damaging them (Stuxnet)



Looks like for IoT devices

of web interfaces and administrative panels 
had fundamental security problems

98%

Such as:
Hardcoded and unmodifiable admin credentials
Outdated software (e.g. web server) 
Lack of HTTP traffic encryption, 
Various critical vulnerabilities in the interface

Source: https://www.htbridge.com/news/application-security-trends-report-2017.html



An easy target…

Source: https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf

2 Min

Time it took for an IoT device to be attacked
(peak time during Mirai botnet period)



IoT Device
You need only one vulnerability in only one part of the 
device to compromise the whole system



ITU : I Thank U


