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We had “Hash Chains” in cryptography before. But the
notion of blockchain came to surface with Satoshi
Nakamoto’s white paper in 2008.
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Satoshi’'s White Paper

Bitcoin: A Peer-to-Peer Electronic Cash System

satoshin@gmx.com

. Satoshi Nakamoto L Not even a real name!
A Free Email Provider www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
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Silk Road’'s Money Flow

Vendor exchanges BTC
for currency

Buyer exchanges
currency for BTC

EXCHANGER EXCHANGER

Buyer transfers BTC Vendor moves BTC
to SR account BTC held in escrow from SR account

until order finalized
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Buyer makes purchase Vendor is paid

BUYER

Silk Road takes
commission




Bitcoin's Relationship with Blockchain

Bitcoin is one of the many
cryptocurrencies, in fact,
the 15 one.

Bitcoin was built upon the
Blockchain technology.

Bitcoin is anonymous. Not
all blockchains are like that.

Blockchains have numerous
other applications too.
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Transformational impact of Blockchain technology on strategy and operating processes

Experimenters Pioneers

Financial services

Pharma . Healthcare

Mechanical engineering and electronics : " :
Public administration

Observers Opportunists

Tourism .

Construction .

low high

(Deloitte)

Financial impact
of Blockchain
technology
(revenues/costs)
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Blockchain is a secure transaction ledger database
(initially made to facilitate currency exchanges) shared
by all the members participating in an established,
distributed network of computers. (Lsm)




Bitcoin Example:

A bank keeps names and Centrallzed VS DeCentrallzed
account balances Ledger

- We know how much one
can spend based on his
balance in the trusted bank.

Ledger Ledger

Transaction

Alice 2B = Bob

Bob 100

dkads g Bob —>1B - Frank

Carlos

Jane 1.3

Jane

Charlie 4.645 Charlie

00000001 e ———

1

Instead of balance, everybody
can get a copy of the transaction
records. So, everybody can verify
if someone has got money and
where it has come from.
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Transferring Money (animated)

* Alice wants to give Bob 5 bitcoins:

Alice 2 Bob 5.0 BTC

* She puts this transaction on a file and sends it to
everybody she knows, and those will forward the
transaction to everybody they know, and so on.

Here, we have shown a
ledger by balances for

simplicity. Itis the
transactions list in
practice.

LEDGER

Alice 25
Bob 10

LEDGER

Alice 25
Bob 10

LEDGER

Alice 25
Bob 10

How transactions are flooded

(Curiouslnvestor)




How does Alice Prove she has the Money to Spend?

txn #445...

* There is no balance!
previous "input”

transactions /; —

current transaction
(txn = transaction)

* Instead, she mentions
the previous (input)
transactions.

txn #445...
txn #aa8...

e Everybody can verify (by

signatures) that she has 2.0
received 5 bitcoins B B
(from Charles and Fred). +3.0 '
) =50 Alice — Bob
Charles — Alice (CuriouslInvestor)
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Transaction Protection

* How do the people make sure that it was transaction
actually “A” who did the transaction? message
A—B
. : 5.0BTC
e By Digital Signature! Z//7 %
* When you’re paid, the money is sent to your ‘ 7\
public Key. i y ! &" .
Digital Signature
30450220078df7c48ed152bd40eae
. . eda73afefc3b1ab40fe8ebfd22c50c
* You may spend the money by signing another 6262a4¢c501dad022100f38b330b45
transaction using the private key corresponding e Anatoa ot 0t
tO that pUblIC key. (CuriouslInvestor)
4

You don’t send someone the

money. You actually send it to his ,
public key! .
\ J f_




George

52ED879E Key generation
70F71D92 function

Big random

number

Qe

George’s
private key

George’s
public key

Document
| give 2
Bitcoins to
Alice’s

Public Key

Digital Signature
304502200T8dfT c4B8ed152bdd0eae
edaT3afefc3blabd0fe8ebf422c¢60c
6262a4c501dad022100f38b330b45

How the Transactions are Protected
by Key Pairs and Digital Signature

Everyone will know about

Alice
52EDS79E Key generation
70F71D92 function

Big random
number

0=

Alice's

public key

Alice's
private key

this transaction then

Document

| give 2
Bitcoins to
Bob’s
Public key

Digital Signature
30450220078df7c48ed152bd40eae
eda73afefc3b1ab40fe8ebf422c50c
6262a4¢c501dad022100f38b330b45
cf233b5beea15b36f46a3f1a030635
d52e870c1a15f9c8b469594701 04

/T




Anonymity

Anonymity is achieved by not binding the key pairs to their owners’

true identity.

52ED8T9E Key generation
70F71D92 function

Big random

number

0=

George’s
private key

George’s
public key

04502200787 c4Bed 15 2L-040%:

Document
| give 2
Bitcoins to
Alice’s

Public Key

Digital Signature

cfZ3Ibbbeeal G060 2001 2030638

52ED879E
70F71D92

Key generation
function

Big random
number

Alice's
public key

From outside, it is as if a bunch of
public keys are doing business
with each other.

Users can have multiple key pairs.

Document

LT [ 0K W AT

| give 2

Bitcoins to
Bob’s
Public key -

Digital Signature

l 30450220078df7c48ed152bddDeae

o V\
Alice's
private key

edaT3afefc3blabd0fe8ebf422c50c
626204¢501dad022100f38b330b45
cf233bSbeeal5b36f46a311a030635
d52e870c1a15M@cBb469594701 04
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A Rea I Tra n SaCti O n Every transaction has

a signature to verify

i i Previous output (index)”| Amount® From address” Type" ScriptSig”
revious transactions
30450220078 d T c48ed] 5 2bd seacedaT 3afefc3!
that prove A has cb3§77560ca -1 | P9SgqziF WeWVAWZBF wimNPVTLunalpgTj | Address | 044760639da2c0d615848 e 1addab3 3 2fefcbb!
'l L] ¥

139.616 BTC

30450220487 7fcSca3 78316505 2e64c4788dd
| SMK63SwV1ESkCVHFSInUTUGzt4yVEKMSFt | Address | 04769bbfc § Scbdd127846024c8624f8c 464 2d7ck

L I [

3044022075d23fd4a8004866777210£5 1f46c961
| GHhinMAAPEECdawglen L TBB Pxovlied Address | 046dd45b3 7fe3f33f15634 38 cfbdfb 7922d 1b4a:
L] m L

3046022100a65a188b89%a4e5ac2eaasbais7503
L LpQVnlSMegaabQBGLwbobdN2CGhnd Y WvC'7 | Address | 04baSlalasS38c5ddf7e0c76884497ab522456b9

L m ¥

Inputs

3042022100eeb76e6 ] abeb2d38fd462eafd1d] 1
das2 0.55357267 QL6Kb6XppHUbigmYODpRyxzOINEOAZSXveh | Address | 04fdfald3e26f3¢7058038871a3 1bSbi63fd12766

4 mr L

3045022100859df2ced4 7493 e86a849cce1 0615
£44097230609 0 0.03270607 LinsDx1g6¢ 78728 A Uemi46YQeCTwS4QN | Address | 04de2576e6490bd16188be6d06caTb3 48 16fadb

‘ mr "

Commission

Outpuee’ 139.616

Index” | Redeemed at input” | Amount’ To address” [ (vpe- ScriptPubKey”

OP_DUP OP_HASH160
9abdle(c0ab3dea3tb75c3128fel 5d82f274e39-
OP_EQUALVERIFY OP_CHECKSIG

m ¥

0 S8baacal7d158 001071174 Address

Outputs 0.011

OP_DUP OP_HASH160

1 1bb973bdcccS 139.605567 | INT2zFMal INiCZvdtdk 7 Address | eb471d72903e538cb94c 102faf20eaadadS 4 79af
139.606 OP_EQUALVERIFY OP_CHECKSIG




A Security Concern

Due to the network topology, a money can be spent twice and the 2"
transaction is accepted first! Therefore, the 15 transaction (which was
real) can be deemed fraudulent and double spending.

Security Hole: Transaction Order

started
2nd
If you’re here, you receive the
started 15t (actual) transaction after
1st the second (fraudulent) one.

15
(Curiouslnvestor) 7



Example of Double Spending Fraud

* Alice buys a product from Bob. Right after he ships the .
. . . ] This node wants to
item, Alice makes another transaction and gives the deal with Bob, what
money back to herself (using another key pair). does he think? ¢

Double Spending Fraud

1st txn

II’lpUtS ship to Alice
#273A... =
#273A... —
outputs
Frank — Alice Bob 5.0 BTC Alice
5.0BTC

double spend txn

inputs
#273A...

outputs
Alice 5.0 BTC

(Curiouslnvestor)



Blockchain:
A way to Find the Right Transactions Order

* There will be disagreements in the network whether Alice or Bob
owns the money.

* We should find a way to figure out the correct transaction order.
* That was how blockchain was invented.

Block #2A4 Block #7CF
prev #473 prev #2A4

txn 634... txn 43e...

Block #8FA
prev #7CF
txn 8be...

txn a98... txn 12a... txn 839...

txn 44c...

txn 326...

TIME



Block 78A...

prev block:
#497 ...

transactions:

txn a78....
txn ffe...

txn 111...
txn 223...

random number (guess):

This is where
mining happens!

(Source: Curiouslnvestor)

Block 087...

prev block: Each block is a set of
#HT8A... - transactions plus a
transactions: reference to the
txn 839.... previous block.
txn a’/o...
txn 91c...
txn 383...

random number (guess):

- (9



Who Should Make a Block?

A block is made of a set of transactions happened in the same

time slot (around 10 mins).

®» I[n PoW, any node can create a
block, and by creating the block,
makes the transactions permanent
(along the branch).

®» To make a block, the node must
solve a hard mathematical puzzle.



Mining !

To make a block, one has
to add a number to the
transaction data in a way
that the puzzle is solved.

It Bitcoin, the puzzle is
finding a hash function
value that it is smaller
than a target threshold.

Block Puzzle

New Block

prev block:

#H78A...

transactions:
txn 839....
txn a76...
txn 91c...
txn 383...

H( block ) < target

Cryptographic Hash (SHA256)
random number (guess):

30282937
225028

30282939
30282940

30282939 H(Block)=000000000681FAE 1BC0830D8



Mining (Cont.)

=» \Why should people do this?

®» There’s an incentive! That’s
how money is created!

Initially the reward was 50
Bitcoins. Every 4 years, the
reward is divided by 2. Now
(2018) if you solve one block,
you get 12.5 bitcoins.

receive

C solved block,
new coins awarded

Transactions







Live Transactions on my Phone (on May 24, 2016) — blockchain.info




Bitcoin I1s not Alone

* There are plenty of other cryptocurrencies
* Monero
* Litecoin
e Zcash
* Ripple
* |OTA (based on tangles)

24




Ethereum

Ethereum’s idea was
conceived by Vitalik
Buterin in 2013. But
it went live in 2015.

4

ethereum

He wanted to generalize the idea of blockchains, and mixed it with
programming. That’s how “Smart Contract” was born.

- (9



What is a Smart Contract”? (animated)

* It’s a piece of computer program, stored in blockchain.

owner
exchange
market_id
balances[2°160] (balance)

exchange: [deposit:[int256,int256,int256]:int256]

def init():
self.owner = msg.sender
self.balances [msg.sender].balance = 1000000 * 10

def transfer(recipient, amount):

recipient 0 amount

(0)

balance = self.balances[msg.sender].balance




In Ethereum, you can interact with
smart contracts as well as human
beings (2 account types).

We can write a smart contract
(program) that collects money for a
project. Programs can have if/then.

If the collected money > T, then

{

Transfer money to the team

}

else

{

refund the money

Supporters

c......m

:_9:

Product team

(Source: Savjee)

- (9



How are the Blocks Verified?

= Similar to Bitcoin, everybody receives a copy of
the smart contract (program) as well as all the
other interactions done with it.

®» Fach member can run the code on his/her
computer and give it the same interactions to
find the current state of the contract.

<contract>




How are the Blocks Verified?

®» Acain, we can use the blockchain to ease the processing and make sure
the interactions are in the correct order.

= \\/e can rely on the miners if we want not to do all the work.

oo 9 0@

9-0-® Jol BoR

(Savjee)




Some Business Domains Affected

FINANCIAL

Banking & Payments,
Loans, Gambling, ...

Music & Film Industries
Real Estate

SERVICE/GOVERNANCE

eVoting, Crowdfunding, Charity,
Justice System

INTERNET & CYBERSEC

loT, Domain Name System,
Trust Management, ...

ENERGY INDUSTRY
Smart Grid P2P Energy Supply Chain,
Exchange, ... Insurance

Blockchain

OWNERSHIP/COPYRIGHT

]

NARY




Blockchain SWOT Analysis

Strengths Weaknesses

Decentralized Storage
Transparent Interoperability, Scalability
Versatile People’s Trust

Opportunities Threats

Faster Business Process Regulatory Barriers
Direct Interaction, Lower Political Opponents
Costs, Less IT Infrastructure Crime

(Partly from Deutsche Bank Research, Deutsche Bank AG)



Related ITU-T Activities

® Focus Groups
* FG-DPM (Data Processing & Management)
 FG-DLT (Distributed Ledger Technology)
 FG-DFC (Digital Currency)

®» SG13 — Future Networks (& Cloud)

®» SG1/ — Security

®»SG20 - loT, Smart Cities & Communities

(S§G11 Workshop, 15 November 2017, ITU-T activities on Blockchain)



Some Deliverables on Blockchain in FG-DPM

WG3: Data Sharing, Interoperability and Blockchain

D3.5

Overview of loT and
Blockchain

DEN

Bockchain-based Data
Exchange and Sharing
Technology

D3.7

Using blockchain to

improve data
management

Provide blockchain overview including basic concepts, key characteristics, various models
Analyze blockchain as a decentralized database solution

Analyze key benefits of using blockchain for loT in terms of accelerating transaction,
reducing costs and building trust

Specify roles of blockchain technique in DPM for loT and SC&C applications

Identify roles and considerations of blockchain in data exchange and sharing
Identify challenges for blockchain-based data exchange and sharing
Present blockchain operations to support resilience, sharing, and auditable protection of
loT data
Demonstrate how blockchain can change the future of loT in relation to device identity
and data integrity
Identify roles and consdierations of blockchain in data management
Identify challenges of blackchain techigue to improve data management
Provide detailed operations of blockchain in data management perspectives
Analyze blockchain in the public sector’s data management of data as a public good
v Case study — blockchain in smart cities
Analyze blockchain in the industry’s data management of data as a source of competitive
advantage
v"  Case study — blockchain in industrial applications

(SG11 Workshop, 15 November 2017, ITU-T activities on Blockchain)




Thank you




