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Development process of vehicles
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e The concepts of internet of Fully automatic
vehicles (I0V) and intelligent & driving IOV system
connected vehicles (ICV) were s
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Definitions of IOV and ICV CAICT
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Internet of vehicles Intelligent & connected vehicles

* Not only the information and communication * A new type of vehicle

networks of V2X, but also an integrated service e« Combine modern information

system to provide the applications for automatic communication technologies

driving, intelligent transport and information service e The ultimate goal is to achieve
* A highly integrated application of the 10T and automatic driving

intelligent transportation

The development of the ICV needs the strong support from IOV,

the applications of IOV become more and more rich with the development of ICV.
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Typical applications of IOV
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Typical applications of IOV

Security early warning based on 5G and V2X

e To remind drivers in the event of dangerous situations, for example lane departure, emergency

braking of vehicles ahead
* |tis an effective complement to the vehicle collision warning system and other existing safety devices

e Based on the real-time sharing information between vehicles, the system can respond promptly to
reduce the risk of accidents as much as possible. For example, when the moving forward vehicle has a

sudden emergency brake, it will send corresponding signals to inform the surrounding vehicles.

 Europe and the United States have developed relevant communication standards on security early

warning



Typical applications of IOV

PEE AR
In addition to the above applications, OEMs and service providers also prow de call
centers, information entertainment and other information services.

How OnStar Works

@}m

Guﬁﬁ?k

Terminal
*

Automatic crash
response or press the

e BAIC MOTOR i-link: information interaction and
display, integrated control, terminal
interconnection, remote control and other
interconnected functions

°* ON-STAR: emergency services, information

entertainment, security protection, call centers and
other services
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Actions and strategies for IOV CAICT
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2015: ITS Strategic Plan (2015-2019)

2016: Federal Automated Vehicles Policy

N
o
o
w

> ‘2009 »|201o ‘ 2013 »‘2015

IntelliDrive ITS Strategic Plan CV Pilot ITS Strategic Plan
2010-2014 Deployment 2015-2019

Research projects: Vehicle road integration National Strategy:

ITS Strategic Plan (2015-2019)

e 2 Points: Connected Vehicle, vehicle automation

* 6 categories: Connected Vehicles, Interoperability, Enterprise Data, Automation,
Accelerating Development, Emerging Capabilities



Actions and strategies for IOV CAICT
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@ Focus on top-level design, technology research and development of vehicles

€ Take the IOV as a key development area

€ Promote IOV development through national projects

EU : conform to “Three Vertical & Four horizontal” strategy

Three vertical : research contents and directions

Sl Four horizontal : problems need to be solved

VRU '* 2013: HORIZO N2020
Propose strategies for developing intelligent and green transportation
and Efficienc | system, to accelerate the development of connected vehicles

| | i
*  Formulate the plan for IOV to realize fully automatic driving in 2030
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Mobility

e Up to 2018, all new vehicles must install E-call system
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Actions and strategies for IOV
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%" Ministry of Industry and Information Technalogy of the Peaple’s Republic of China

Construct the committee for IOV industrial development, which is led by MIIT, and jointed with
other 20 ministries and departments, to solve major problems faced by the IOV development .
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www.gov.cn

2015. 5

2015.7

2017. 4

2017. 8

)

O Made in China 2025

>

Construct the innovation
system and industry chain
for ICV

Construct intelligent
transport system

Promote the development
and industrialization of
intelligent transportation
tools and products

O “Internet Plus” action plan [ The automobile industry

>

>

Actively promote the
application of IOV

Speed up the research,
development and application
of ADAS, and vehicle-
intelligent terminals

medium and long term
development plan

> Take the chance of green-car and

ICV development, guide industrial§
restructuring and upgrading >

» Put forward the ICV promotion

project, and define the >
development goals of each phase
of DA, PA and CA

O Guidance on further

expanding and
upgrading the potential
of information
consumption and ......
construct the “5+2”
demonstration area for ICV
Develop ADAS and other
equipment related to ICV
12



Actions and strategies for IOV

2014 Autonomous-drive plan:
. * Includes short-term goal, medium-term goal and long-term goal
* short-term goal (2014-2016): complete the overall deployment

e medium-term goal (2017-2020): accelerate the development of automatic driving
vehicles to put into use in 2020 Olympic Games

* long-term goal: up to 2030, fully automatic driving vehicle will be popularized
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Security incidents

THE FREQUENCY OF IOV SECURITY INCIDENTS

— 7 ;
.
[ R
2910 2911 2012 2013 2014 201? 2016
v v v o v v -
In Texas, more than 100 vehicle attack tests In DefCon, vehicles In GeekPwn, Tesla Security vulnerabilities
cars were attacked began to emerge of TOYOTA and Ford was invaded of many major car
were cracked brands were exposed

The number of IOV security incidents has increased rapidly,
and IOV security has attracted widespread attention.

MU CAICT
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2017

v
American film <The
Fate of the Furious>
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Architecture of IOV

CLOUD

%

DEVICE

Dat

Service Platform

N
.)))

Intelligent Devices

o

Connected Vehicles.
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Management platform
Information service Application
Call Center Application

V2V: Vehicle to Vehicle

V2I: Vehicle to Infrastructure
V2N: Vehicle to Network
IVN: In-Vehicle Network

Mobile operating system
APP

T-box, CAN Bus, ECUs, VI, On-board
operating system, OBD interface, OTA,
Sensors and Multi-function key

17
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Security risks

The security risks of IOV are mainly on 5 aspects: connected vehicles, intelligent
devices, service platform, V2X communication and data.

Connected vehicle security
Intelligent device security
Service platform security

V2X Communication security

® ¢ 06 0 o

Data security

19



Security risks — connected vehicle

@® T-BOX
* Firmware analysis (reverse analysis firmware)
* Internal information leakage

ronneo--. (@ CAN bus
i Gateways i * Lack of security isolation
TPM I | , | * Lack of encryption and access control
EMS || TCU || BCM || BMS || "¢ || ... i : :
Bluetooth S | Ecus | mechanisms
WIFI e E— 11 ¢ Lack of authentication and message
IEJFSIg authentication mechanism
™ | T-BOX || 0BD | | sensors A
function Key | | 7 @ OBD Interface

e Break through the OBD bus protocol

e External devices bring attack codes

* Lack of authentication, unable to identify
malicious code

20



Security risks — connected vehicle

@ Ecu

e ECU chip security vulnerabilities

e ECU firmware security vulnerabilities

* The update program lacks signature verification

[ Gateways | ® On—porad operatlng.s.y-stem
PM i | | * Operating system vulnerabilities
EMS || TCU BCM || BMS g || e i . | * Malicious applications installed
Bluetooth | ECUs [
WIFI : ' * Security vulnerabilities of system components
RFID IR M - and third-party applications
USB -

v | T-BOX || OBD | | Sensors fun'éﬂi‘g':]"Ke ...... ® VI system
y o Attackers can gain access to the target system

during software upgrades
e Disassembling hardware for eavesdropping or
reverse

21



Security risks — connected vehicle

| Gateways ||

ems || Tcu || Bem | Bms || TPMT T

Bluetooth S | s ||

WIFI : :

RFID NN |
USB

Multi-

- IVI T-BOX | | OBD Sensors .
function Key

@ OTA

* Upgrade lacks verification and signature
* Remote update is blocked

Sensor

e Ultrasonic radar: acoustic interference
e Millimeter wave radar: noise attack
e HD camera: blinding glare

@ Multifunctional car key
e Signal relay or signal replay
* Security vulnerabilities in chip solutions

22



Security risks — intelligent devices

€ Application crack has become a major threat
 Mobile APP is gradually becoming an essential part for IOV. For attackers, it is a hot spot of

crack.

CAICT

d Comurcatom

* More and more attackers choose to debug or decompile applications to obtain communication keys and

analyze communication protocols. And combined with the remote control function of connected vehicles,

attackers can interfere with the state of vehicles, such as remote lock or open window and so on.
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Security risks — intelligent devices

€ Operation system security of intelligent devices is an important factor
* In the case of connecting with vehicles, the intelligent devices can be used as a springboard for further
attacks on IVI or on-board operating system, to penetrate into the internal network of connected vehicle,
and further threat the safety of vehicle
* If the accounts, passwords of cloud platform and other information existed in mobile App is accessed by
attackers, the safety of vehicles will be threatened through remote control functions of service platforms

24



Security risks — service platform
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<‘> The service platform faces the traditional cloud platform security problem

— Platform layer: there are problems of traditional operating system vulnerabilities and threats, and
virtual resource scheduling
— Application level: service platform is also facing SQL injection and cross site scripting attacks

— Access control: faced with user authentication, password security and other issues

<‘> The management platform of IOV is exposed to attackers and faces cyber attacks

|
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— At present, the access control policies of management platforms are based on vehicle code or fixed
|

certificate authentication, which are too weak to meet the strong access control requirements. |

|
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! — others : denial of service attacks
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: Attackers can access the management platform by falsifying credentials to launch an attack.
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Security risks - V2X communication

RS EEFRE
€ V2N communication is the main target of 10V attack

 Communication protocol cracking and man-in-the-middle attack are the two main threats of V2N
Comm., such as wireless communication hijacking based on pseudo base station, intermediate

attack based on DNS spoofing is the main attack mode of V2N communications

€ The malicious nodes is the main threat of V2V Comm.
e V2V trusted communication environment is the key for communication between vehicles.
e As lack of isolation and punishment mechanism to the untrusted nodes, there could be many
malicious nodes in V2V communications.
* Once malicious nodes invade, the V2V communications will face a variety of attacks, such as

eavesdropping, blocking, forging, tampering with communications, replay attacks and other

communication attacks
26



Security risks - V2X communication

€ A variety of communication technologies and interfaces are the main risk resources for short

distance communications

* Protocol cracking and lack of authentication are the main threats

e For WIFI and Bluetooth communication, the protocol key is very vulnerable to be attacked, and

the passwords of WIFI hotspot authentication and PIN codes of Bluetooth are the main

targets to be attacked.

Protocol

—>

cracking

Pseudo base ==

) sniffer + crack
station

Control protocol

instructions

DNS spoof

Certificate
spoofing
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Security risks - data

Why is data security the major issue of IOV?
I. The consequence of data security indecent is serious
* |0V involves a variety of data, such as traffic management data, or data related to automobile
operation, for example brake data, speed, tire pressure, fuel consumption, etc.. If the data is

falsified or tampered, it will threat the safety of vehicle or affect road management.

Il. The risk of individual privacy exposure will become more and more serious
* An individual can be figured out based on driver’s license, vehicle identification number, the
user’s trajectory, and other business application data. Once the data is disclosed, individual

privacy will be revealed almost without reservation.

28



Security risks - data CAICT

PEESEERIE

Why is data security the major issue of IOV?

lll. The impact of data security issues is gradually expanding to other areas
* Vehicle application data is being applied gradually in other industries, such as vehicle
insurance and vehicle loan, and the impact of security issues is gradually expanding to

other areas.

IV. Lack of mature and referenced standards and solutions on data security
e Compared with connected vehicles security and V2X communication security, there is lack
of the referenced standards for IOV data security protection. And there is also no mature

and referenced solution. IOV data security protection is still in a gradually advancing stage.

29



Security risks - data

Data security problems are mainly reflected in the following:
e Which types of data can be collected?
* How to ensure the security of data in transmission, access, sharing and other processes?
e What data is trustworthy in the data sharing?
* How to protect the privacy data in collection and sharing?

 How data be shared with third parties?

30
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Security solutions for IOV

Corresponding to the IOV security risks analysis, and the security solutions are
also mainly on 5 aspects: connected vehicles, intelligent devices, service
platform, V2X communication and data.

€9 Connected vehicle security
Intelligent device security
Service platform security

V2X Communication security

® & 6 o

Data security

32



Security solutions — connected vehicles

(@ Use private solution and hidden technical
details to increase the difficulty of attack

Private solution
Hide technical details without open to the
outside

Hide or close the debug interfaces, such as
OBD/UDS interface

(@ Establish overall
management system

security

life-cycle

Based on standards: ISO 26262/SAE J3061

e Qverall life-cycle management: includes the
stages of planning, design, research, development,

testing, release

33



Security solutions — connected vehicles CAICT
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(3 Hardware security protection is one (@) Take software security services as a
of the important means supplement

* Embed security functions into vehicle systems e Build independent, mature OTA services
with hardware security module (HSM) to e Adopt software firewall and access control
enhance the security of ECUs functions

e The security functions as follows: encryption * Application signature authentication for IVI system

algorithm, access control and integrity check, =~ ¢ Encryption for firmware, data, and communications
etc. * Adopt vehicle safety protection program

* Take sensor robustness algorithm

34



Security solutions — intelligent devices

Carry out overall life-cycle security protection

Mobile App: Overall life-cycle security protection
| Protection measures | Industrial protection status

Design and Secure design and At present, security enterprises
development development begin to cooperate with OEMs, to
provide  security reinforcement,
penetration testing and other
security services, to improve mobile
App security.

Release Security inspection
) :
and reinforcement

Operation and
maintenance

m) Security response

35



Security solutions — service platform

l. Using mature cloud platform security technology

e The existing network security technologies and products are used for security reinforcement,
such as deploy network firewall, intrusion detection system, intrusion prevention system, web
firewall and other security devices.

. Deploy centralized security capabilities base on cloud platform to strengthen the security of
intelligent connected vehicles
> Security capabilities are integrated into IOV service platform

. Set up security detection service for connected vehicles
. Perfect remote OTA update function
. Establish the certificate management mechanism of IOV

. Share security information among OEMs, service providers and government agencies

36



Security solutions — V2X communication

CAICT
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At present, the security protection for V2X communications is mainly related to V2N and IVN scenarios, and
authentication, access control and abnormal flow monitoring are the mainly security technologies adopted.

@ Enhance access control

and sub-domain management

@ Protect V2N Comm. based on

PKI and encryption

isolation
control

 Network
between the
network and information
entertainment network

e System isolation between
vehicle systems

e Separate data between
sub-domain systems

Use the certificates based identity
authentication

Transmission encryption with
certificate , and use negotiation key
Application layer encryption with
HTTPS encryption, or transport layer
encryption with SSL and TLS

Private communication encryption,
such as VPN

(3)

Monitor abnormal flow

* Monitoring and warning

* Network control: define the
protected IP address / range,
block abnormal IP
communication with firewall
and intrusion detection
system

37



Security solutions — data protection CAICT
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4 Formulate data classification standards

v Data classified protection
* Define different security mechanisms based on data types
e Take a higher level of management requirements for the privacy data,
such as driver information, driving habits, vehicle information, location
information and other privacy data, and only the applications
approved by OEMs can read the relevant sensitive data
* The applications without signature authentication, only can read the

non-sensitive data

38



Security solutions — data protection

PEESEERIE

& Strengthen the data security management to avoid data leakage

v Ensure the security of data
* Transmit sensitive data in APN1
* Encrypt the sensitive transmission data with VPN, TLS/SSL, etc.

e Restrict the open and sharing of sensitive data

39



Security solutions for IOV

Service platform

* Include security technologies of platform
and cloud service, such as access control,
authentication, security audit, etc.

Secure
Update

Identity

Identity
authentication

ication

Data Data
encryption encryptio
m Data encryption . .
e
o o Identity authentication o
Connected vehicles Intelligent devices
* Lightweight firewall e Secure application
* Hardware encryption reinforcement
* Trusted execution * Secure code check

environment e Secure application signature

40
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International trends of IOV security

- government activities

€ Automotive security research and regulatory agencies are actively developing
IOV security guidelines and corresponding policies.

o N
@)
ST
UN/WP29
* To formulate the
regulations and standards
* ToR: network security,
protection and OTA security
* Plan to issue UN
cybersecurity regulations
guidelines (2018)

international

data

auto
or

B0

NHTSA

AT S L Ay TR
IIIIIIIIIII L)

Focus on rules and guidelines
Issued Cybersecurity Best
Practices for Modern Vehicles
(2016), mainly focus on personal
information protection, life cycle
security management, etc.

Pay attention to the
implementation of security
technologies, driven by
government project plans,
such as PRESERVE, EVITA,
SeVeCom, PRECIOSA

42




International trends of IOV security
- government activities

TEEREETHIR

arearscn mnd Comrurncaton Bcheogy

€ Automotive security research and regulatory agencies are actively developing
IOV security guidelines and corresponding policies.

NN L7
2NN

Issued the Key Principles of
Cyber Security for Connected
and Automated Vehicles(2017)

* launched ITS-Safety Project to
implement collaborative driving
safety support systems based on

V2l and V2V (2014)

Y g
9,

* Build a large-scale test space for

the development and safety of

autopilot vehicles (2016)

43




International trends of IOV security
- government activities

e Pay attention to the high level design and the overall plan for IOV security
e The IOV security supervision is in charge of MIIT (Ministry of Industry and
Information Technology), Ministry of Public Security, Ministry of Transport, and

other ministries

* A coordination mechanism between ministries is being established

* Formulate national standard structure for IOV security, involving information
and communication security , intelligent vehicles security and transport security,
etc.

* To promote the development of protection techniques for IOV from developing
key security technologies and products, training of security technicians, and
increasing security investment

44



International trends of IOV security

- government activities

€ Cooperation between governments and enterprises

A security agreement has been reached between
the department of transportation of United
States, and 18 global car manufacturers, such as
GM, Ford

The agreement is to strengthen the cooperation
on the analysis of the information from early
warring report, on the data sharing and solving the

security issues.

EU ENISA set up the automotive and
road safety working group

The group includes the expects in many
fields, in order to discuss the solution
of vehicle and road security protection,
and strengthen communication and put

forward relevant regulatory proposals
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International trends of IOV security
- standard

@ International standards organizations are actively promoting the vehicle network
security standards research and development work.

% e SAE J3061: Cybersecurity Guidebook for Cyber-Physical Vehicle Systems (2016)

INTERNATIONAL. * Mainly pay attention to the cyber security in all life cycle of vehicles

* Released security architecture of ITS system, privacy protection, legal monitoring

and other security-related research reports

e Plan to issue international auto cybersecurity standard (2019)

& IEEE * Issued the standard of DSRC (Special Short Range Communication Technology)
vehicle communication security (1609.2-2013)

* Focus on communications security and privacy protection
47



International trends of IOV security
- standard

9 International standards organizations are actively promoting the vehicle network
security standards research and development work.

e Established FG CarCOM (Focus Group on Car Communication) (2009)

* Established the ITS security question
* Mainly work on the communication security outside the vehicles

m‘.rf *%1 e ITS WG5 Security Working Group issued ITS Communications Security (TS 102
L
. 940 V1.2.1)
e Other related standards: Privacy and Trust Management (TS 102 941 V2.1.1),
Security Threat Assessment Criteria (TR 102 893 V1.2.1)

48



International trends of IOV security
- standard

PEESEERIE

» Chinese relevant institutions are developing the IOV security standards

€_= = &

— /. "NITS

* Chinese relevant standard organizations are developing the security standards
based on national 10V standard structure, such as data protection

e Up to now, NTCAS, CCSA, NIST and other organizations have made some progress

49



International trends of IOV security
- standard

DEEREERR

e i CoPrucziam lrtedogs

ISO and SAE: set up a joint working group, mainly work
on the cybersecurity for vehicle systems, in order to
formulate the international standards

ETSI, CEN and ISO: have cooperated the standards of
EU ITS system (Version 2), which involves the ITS
cybersecurity, such as security architecture, secure
management, HSM, etc.

ITU, 1SO, ETSI, CCSA, SAE and other agencies are
actively cooperating on the international standards of
IOV security
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International trends of IOV security
- industry

ERSEERIR

e i CoPrucziam lrtedogs

€ Major auto OEMs begin to pay attention to 10V security, and increase IOV security
investment.

i CHRYSLER

'——-E_--

The above 7 enterprises issued joint statements:

* Place the vehicle security in the first place

e Carry out the security protection from hardware configuration and software development
control

e Conduct continuous security testing
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International trends of IOV security
- industry

@ Active cooperation is being carried out for the major vehicle OEMs.
16 major auto OEMS, represented by GM, NXP, have set up the Auto-ISAC.

e Designed to build a security platform to share, track and analyze the information of the security
' risks and security incidents, and other related vehicle information '

- Auto-ISAC, Alliance of Automobile Manufacturers, and OICA (Organisation Internationale desé
Constructeurs d'Automobiles), have actively cooperated. They have jointly issued the best§
practices in American Automotive Network security ;

* |In this best practices, there is a guidance for the enterprise to improve the security capabilities
on secure management, risk management, detection, incident response, training, cooperation
with the third parties, and other aspects |



International trends of IOV security
- industry

@ Chinese relevant enterprises have made a certain progress on IOV security

CAICT N
o CAICT NEUSOFT Neusoft
— Based on “Industrial Internet security technology test — Neusoft has taken part in the development of
and evaluation laboratory of MIIT”, build 10V security international car networking security standards
testing environment in UN/WP29
— Mainly focus on IOV security detection and evaluation — Played an active role in the development of
— issued 10V Cybersecurity white paper (2017)’ vehicle security
< >
@ 360 360 company A2 Bang Bang Security Company
— 360 car network security center works on car life — Issued the 'Intelligent Network Automotive
cycle security protection Information Security White Paper' with China
— Mainly focus on researching and promoting the Society of Automotive Engineers and Beijing
vehicle security technologies University of Aeronautics and Astronautics
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International trends of IOV security

- industry CAICT
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€ China Automobile industry
China automobile industry are strengthening cooperation between enterprises based on
industry alliances, in order to jointly promote the IOV development and explore the IOV security

problems.
In terms of IOV security, CAICV and TIAA have made some progress.

e CAICV: China industry innovation alliance for the intelligent and connected vehicles, sets
up a information security working group, development vehicle related automotive
information security requirements and test methods

* TIAA: telematics industry application alliance, sets up a information security working
group, issued the guidelines for security protection of IOV
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Content:

I Introduction of IOV
Il. Analysis of IOV security
Il. International trends of IOV security

IV.  Suggestions for next step
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Suggestions for next step

1. Impact and Gap Analysis of
IOV

¥

2. Security Policies and
Standards

Ao

3. Security Technology and
product development

¥

4.Industry implementation

Launch overall impact and gap analysis of 10V, mainly on current
regulations, standards, industry readiness, etc.

Based on responsibilities, revise, complement or development
security policies, mechanisms and standards, to adapt to the
development of IOV

Support security technologies research, security tests, security

product development, and build IOV security verity and
assessment environment to help reinforce the security abilities

Strengthen  industrial cooperation, move forward the
implementation of IOV security solutions
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China Academy of Information and Communication Technology
http://www.caict.ac.cn
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