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The definition of IoT

IoT=Internet of Things, 1S a network of devices that are connected to the internet via
communications technologies, in order to provide a range of new and innovative services

and applications.

Five features:
» _ be embedded in everyday objects
» _ use an embedded microprocessor
» _ connect via the Internet

> _ use interconnected networks

» _ use standardized communications



Background and development

e Versions of connected objects have existed for decades. However, recent

advances in the technologies that support loT devices have accelerated their adoption.

e Carnegie Mellon’s Computer Science Department uses the internet to track how many soda
bottles are in a vending machine

e Massachusetts Institute of Technology creates the term loT to describe technology that uses
electronic tags for tracking specific objects and transmits that information using the Internet,
allowing for greater accuracy in tracking the distribution of goods

e At the World Summit on the Information Society (WSIS) in Tunisia, the ITU published the
{ITU Internet Report 2005: Internet of Things) , which refers to the concept of loT

/

e Standardization organizations start the process of creating specifications for loT technology
used to manage machines remotely(over networks)

N

e A turning point is reached in loT adoption as more Internet-connected devices are in
existence than people on Earth




IoT Architecture

* The chart below shows the loT reference model. It is composed of
four layers as well as management capabilities and security capabilities
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The four layers are as follows:

» application layer

» service support and
application support layer
»network layer

»device layer.



* The chart below shows the main considerations affecting different
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levels of the loT architecture.
Enablers Key technologies Public factors

*Evolution from
Services & products to services

Applications| JAEHEITARe e E o]l
cloud services

*Cost savings
*Cloud services

*loT brokerage platforms

Safety
concern

*Network coverage
Wi-Fi, Thread

‘Low power wide area, e.g.
LoRa, Sigfox

*User
experience

*Cellular standards

Connectivity F5air ik supporting new

entrants
*Cellular, e.g.

*Available spectrum

*Government

*Sensors SpecifiC to olic
applications > .

Low cost sensors *Actuators specific to

Things

*Improvements in 2 piplcaiious:

battery technology *Local processing, e.g.
algorithms and artificial management

*Network
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Sensing technology

| CAICT

and obtain the relevant data ,through the radio frequency method for non-contact

two-way data communication.

Reader
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RFID
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i3\ F[J Electronic

tags

RFID system consists
of three parts:
Reader;

electronic Tag;
central processing

system.
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Sensing technology

e Asensor is a device that converts a form of information(Physical « chemical or
biological) into another set of information(electric signal) by means of a sensing
element.

Measured Sensitive Conversion Conversion Electricity

components element ‘circuit

#=— . Machine Vision / Optical

b ; ; goi  Position / Presence / Proximity
/ ) | Ambient Light ‘
B

Auxiliary power

.\\i\.. = J'/
e Acceleration / Tilt Maotion / Velocity / Displacement

Electric / Magnetic

$doe

Temnperature

Main features:

!@S » 1 Miniaturization >  Digitizing
> Intelligent »  Multi-functional
»  Networked
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Cellular technologies for IoT

* In 2016,a major development has been the standardization of technologies designed
to upgrade existing cellular infrastructure to support loT services.

The three technologies delivered on licensed

spectrum will ensure customer choice and help
the 10T market to flourish.

A GLOBAL INITIATIVESL
y

The concepts :
LPWA= Low-Power, Wide-Area;
NB-IoT= Narrow Band Internet of Things;

eMTC =enhanced Machine Type Communication;
EC-GSM= Extend Coverage GSM.

12



Cellular technologles for IoT

Deployment

Coverage

Downlink

Uplink

Bandwidth
Peak rate
Duplexing
Power saving

Power class

In-band & Guard-band LTE,

standalone
164dB

OFDM, 15 kHZ tone spacing,TBCC,1

Rx

Single tone,15kHZ and 3.75 kHZ

spacing

SC-FDMA, 15 kHZ tone spacing,

Turbo Code
180kHZ

DL:250kbps UL:250kbps 20kbps

HD(type B) FDD
PSM ext. I-DRX,C-DRX
23dBm

In-band LTE

155.7 dB

OFDM, 15 kHZ tone spacing,

Turbo Code, 16QAM,1Rx

SC-FDMA,15 kHZ tone
spacing, Turbo Code,1 Rx

1.08 MHZ

1Mbps

FD&HD(type B)FDD&TDD
PSM ext. I-DRX,C-DRX
23dBm 20dBm

TEfE EJEFHT&B%

In-band GSM

164dB,154dB

TDMA/FDMA,GMSK and
8PSK(optional),1Rx

TDMA/FDMA,GMSK and
8PSK(optional),

200kHZ per channel
70kbps 200kbps

HD FDD

PSM ext. |-DRX

33dBm 23dBm
13
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IoT key technologies: LoRa | CAICT
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« LoRa has been developed by a single vendor, Semtech. This is being led by the LoRa
Alliance, a non-profit organization responsible for the on-going standardization and
certification of devices and infrastructure.

=150 dBm

-125 dBm

Sensitivity®

Data rate
15



IoT key technologies: LoRa

 The main features of LoRa
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[LoRa is designed to support more than 10,000 devices per access point, with data rates from around 250 bps to 50
kbps typically. It is also able to offer location based services using differential time of arrival techniques in order to work
out the distance from a number of hubs to the terminal, and hence triangulate its location.

Main features Advantages

157dB link budget

Distance>15km

Long distance

Minimum infrastructure cost

Easy to build and deploy
Extend capacity with gateways and concentrators

Battery Life>10 years

Extend battery life
Receive current 100mA, sleep current<200nA

Licence-exempt

Low infrastructure costs Low cost

Low cost of nodes and terminals 14
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IoT key technologies: Bluetooth Low
Energy

* Bluetooth Low Energy (BLE) has been the mainstay of connectivity for consumer loT products released
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into the market to date. It forms a connection to a user’s Smartphone, is highly power efficient and is

marketed as ‘Bluetooth Smart’.

BLE wireless technology, the hallmark features:
»Ultra-low peak, average and idle mode power consumption

» Abllity to run for years on standard coin-cell batteries

Bluetooth
»Multi-vendor interoperability

»Enhanced range SMART

18



IoT key technologies: Bluetooth Low

Energy

Frequency

Deep Sleep

Idle

Peak Current
Range

Min. Output Power
Max. Output Power
Receiver Sensitivity
Encryption
Connection Time
Frequency Hopping
Advertising Channel
Data Channel

Voice capable

Bluetooth ER/EDR
2400-2483.5 MHz

~80 pA
~5 MA

22-40 mA

500m (Class 1) / 50m (Class 2)

0 dBm (Class 1) /-6 dBm (Class 2)
+20 dBm (Class 1) / +4 dBm (Class 2)
= -70dBm

64 bit / 128 bit

100 ms

Yes

32

79

Yes

Bluetooth low energy
2400-2483.5 MHz

<5 PA

~1 mA
10-30 mA
100m

-20 dBm
+10 dBm
= -/0dBm
AES-128 bit
3 ms

Yes

3

37

MO
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China Academ,

€3 Bluetooth’

VS
€3 Bluetooth

SMART
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IoT key technologies: IEEE 802.15.4 ZigBee

« ZigBee is a relatively old standard, having been standardized in 2003,
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but it is still widely available in devices such as connected switches and lighting controls. It is able

to form a mesh network, allowing very low power radios to improve coverage

and deliver service continuity throughout a building.

Technology Data rate Standardization Comments
approach

IEEE 802.15.4 Various License-exempt 802.15.4is Supports

ZigBee standardized by the short-range
IEEE, and ZigBee apply mesh
additional protocols networks

21



| CAIC

hEERIBEHRER
(=) [=
China Academy of Information and Communications Technology

IEEE 802.15.4 ZigBee

« ZigBee has strong networking capabilities, forming a star, tree and mesh network. According to the

actual project it needs to select the appropriate network structure.

Co-ordinator

End Device

Y End Device
Router / | End Device

Co-ordinator

Co-ordinator

K Router

.\- )

o 3 o o
End Device | i | End Device Em:!_Dewce
b End Device i Paini .
y | | End Device
B " )

- 2
End Device R Router
Router End Device

g e

| "
/ 5 Fs
- | End Device [ -
End Device — . 4 L Router -
- outer
End Device

b

End Device  ROUter

Star topology

) Router Mesh topology
End\El_ee;che Router

Tree topology
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5G NR

<

* 5G NR aims at refining the requirements and key performance indicators (KPIs)
associated with key 5G loT use cases, Expanding on Rel-13/14 |oT standards.

Enhanced
/-\“ Broadkband @
® N < ._

300+ MPH
<4ms 10 Gbps+
peak

90-100 Mbps
everywhere

Ultra-Reliable massive
and Low Latency Machine Type
Communications Communications

< < 0.5ms e2e delay >10 yrs battery lifetime

99.999% reliability >80% cost reduction ) Scalability and

Extreme Availability Aexibilit
exibility

and Reliability

24



5G NR

* Looking further to the future, 5G is the first cellular standard that is being defined
with support for loT from the outset. Current standardization work focuses on three
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main categories of use case for 5G:

> Enhanced mobile broadband /~:
. . - 5\.

> Mission critical control

» Massive Internet of Things

Commercial: There is much debate about when 5G services will become

commercially available but what is clear is that, with the standardization activity only
just beginning, it will be several years before 5G deployments and services reach

significant scale.

25
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Summary

* Current situation: a range of competing technologies

CAICT
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loT Wireless Technologies — Candidates

* Consideration: 10Gbpe — N
> data rate 1Gbps | S— 00211-based BRSNS SURTSSINISS U
' 802.15.4-based ' ' '
! Sub-GHz-based ! ! i
» device battery life 5 100Mbps - A VLG
% Bluetooth 5
> range E 10Mbps NFC
;- TMbps B|:$m4
» spectrum usage wici S
. 100kbps I -
> the number of devices 802 1af

10kbps |- """"""""""""" """""""""""""" 802.11ah (HaLow)

supported

Tm 10m 100m Tkm 10km 100km

R
* Future: asmall number emerge as leaders ange

27



Course Objectives:

CAICT

= B{= = B?E
DEGEEEHR
China Academy of Information and Communications Technology

® IoT Architecture
® Technology evolution and development
® Industrial applications of IoT
® Wearables
Connected & Smart Home
Automotive
Manufacturing
Agriculture and environment

Health care

Smart cities

® Summary

28



Potential market

loT devices are used across multiple sectors and by various groups and individuals to —

@.@..@.

inform future actions and decision-making.

The 10T can be used in almost any
circumstance in which human activity or
machine function can be enhanced by data

collection or automation.

The IoT has the potential to
generate about $4 trillion to
$11 trillion in

economic value by 2025.

Factory City Human  Retal Outside? Worksite® Cars Home Office Total
body 29
McKinsey Global Institute analysis



Wearables

Wearable technology is a category of devices that can be worn by a consumer—=—-<

) CAICT
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that track the wearer’s behavior, often related to health and fithess.

£3 Bluetooth

SMART

Product

appearance

30



Wearables

160

140

120

100

)
o

Millions Of Units Shipped Annually
B 00
=] o

)
Q

0
2010

Global Wearable Device Unit Shipments Forecast

2011

2012

2013E

2014E

Rest Of Wearables
Market

Fitness Bands And

Other Activity
Trackers

35% CAGR

2015E

2014-2019

2016E

2017 2018E

Bl intelligence

2019E
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While wearable
technology has gained
further momentum in
the past two years, we
are still in the early
stages of the industry
as many of the
expectations of the
market are yet to be

realized.
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Connected & Smart Home
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The smart home represents the intersection of home

Home Appliances

Clothes dryer consumer technology and connectivity. It can be defined .
Dishwasher as a residential building which allows the consumer to :;T;ng?‘ttigr':‘;tm“
Freezer/refrigerator automate or remotely manage physical security, energy Fan

Large cooking management, lighting, consumer electronics, Irrigation
g e O entertainment and other home automation devices. i

Personal care appliances
Small home appliances
Washing machine

Plug/switch

Radiator valve

Smart electricity meter
Smart water meters
Thermostat
Water/temperature

Smart Home Application

Consumer Electronics
BD player

Connected AVR

DMA

Smart Home Gateway

Safety & Security
Garage door operator
Hazard detector
Electronic lock

FTA set-top box
Games console
Pay-TV set-top box
Smart TV

Soundbar

Wireless headphone

loT Platform

Video camera
’) Bl t th® Video door bell
Cv ue 00 Intruder alarm

ZigBee SMART




Connected & Smart Home

2012

2013

Global Connected-Home Device Shipments

2014E

By Device Category

Smart Appliances

2015E 2016E

Source: Bl intelligence

Other Systems

2017E

Smart Home

Security

2018E

2,000
1,800
1,600
1,400

1,200

illions)

1,000

.
.

(M

800

600

400

200

0
2019E
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Home appliance connectivity
will grow strongly from a low
base and manufacturers will
Increasingly integrate
connectivity into white good
to remotely monitor device
performance and automate

the scheduling of repairs.
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Automotive  CAICT
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loT in the automotive sector can bring a number of benefits: improved safety, greater
efficiencies and ultimately the potential for the sector to be transformed from the
traditional model with a driver, to autonomous vehicles requiring no human input.

y . . \\\
Internet of Vehicles ‘\

@®Telematics—Cellular

) . ° : i
®|nfotainment—WiFi/BT j> Maps, security prevention,

®Positioni emergency call
ositioning ®Entertainment, video / music

Services

GPS/GLONASS/BeiDou/GNSS ®Emergency call, navigation

\\\\ ‘//

4 Automotive A .
®Radar/Induction Byt .Serwces !
T i> Systr;\r/rllng assistance, autopilot

—3802.11p @®Safe driving support system,
—Cellular-V2V/V2X vehicle operation




Inf

CD radio

Audio &video
entertainment

. O o
S
vigl £, DLEE

Entertainment

navigation
Integration
system

=l ZAICT
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Integrated
information

system



Emergency Call
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eCall is made automatically by the car as soon as on-board sensors register a serious
accident. By pushing a dedicated button In the car, any car occupant can also make an

eCall manually.

Via satellite positioning and
mobile telephony caller
location, the accurate position
of the accident scene is fixed
and then transmitted by the
eCall to the nearest
emergency call centre.

Emergency Call
centre will send
off services
without delay,
after the
confirmation.

Due to the exact
knowledge of the
accident’s location, the
services arrive much
guicker at the crash site.
Time saved translates into
lives saved.




V2X

The V2X has two main competitors: dedicated short-range
communications (DSRC) and cellular-based (C-V2X)
technology, which utilizes commercial cellular networks and
devices managed by mobile network operators.

m—

= |EEE 802.11p Network -

)+ == = Background Traffic
Z= LTE Cellular Network | h-. Perio:t:Ei:_asconsl
RSU . RSU =
= % i LTE eNB ({( 1))
A AN
T N,

CAICT

Vehicle—to—Vehicle (VZV2
sz{ Yehicle—to—Fedeatrians (VIF)

Vehicle—to-Infrastructure {(VZI)

/ Y - Y
DSRC! | vs  C-V2X
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Manufacturing

loT devices can benefit industry if they are added to machines and supplies usec
produce goods—the manufacturing process. These machines and supplies can produce
data that are analyzed to monitor process performance, which can improve efficiency and

product quality.

/ |
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Asian Manufacturing

Advanced

Manufacturing . Industry
Association (AMA) Mggsgae?su[ﬂgg Innovation Initiative
(Multinational, (US., 2011) 3.0
2006) (S. Korea, 2014)

Five impacts:

Smart Industry Manufacturing

Made in China 2025 VDMA

(The Netherlands, - Leadership
. . . 2013) (China, 2015) Coalition (SMLC) (Germany, 1890)
» "1 Predictive maintenance _ S, 2012)
American . Advanced
Society of o Industrial Internet [ J Manufacturing Manufacturing
. . Mechanical Consortium Digitalization and Supply Chain
> 1 Visual Supply chain Engineers (2014) Productivity Initiative
(U.S., 1880) (UK., 2012)

Horizon 2020/
European
Commission
Economic Recovery
Plan (2007/2014)

MESA
International
(Multinational,
1998)

Make in India
(India, 2014)

La France en 2025
(France, 2013)

» "1 Equipment efficiency

European
Factories
of the Future
Association (EFFRA)
(Multinational,
2009

Future of
Manufacturing
and Remanufacturing
(Singapore, 2015)

analysis

Industrie 4.0
(Germany, 2011)

> 1 Automation

Internaticnal
Society of
Automation (ISA)
(Multinational,
1945)

BITKOM
(Germany, 1999)

» "1 Security control

Digital
Manufacturing
Design Innovation
Institute (DMDII)
(U.S., 2015

Initiatives Impacting the
Factory of the Future
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Manufacturing

Planning,
Design and
R&D

Production

Sales and
After-sales

*Improving quality of
demand analysis;
*Developing new customers
and business;

*R&D, Product planning

*Improving quality of products;
*Improving operational
efficiency

*Optimization of efficiency
*Reducing cost

*Reinforce sales activity;

*Improving after-the-sale
services;

*Understanding the usage
condition of customers

CAICT
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Agriculture and environment

There are a number of external pressures on agriculture that necessitate a smarter
approach than has been taken in the past:

» _ Reductions in energy and water usage

» _ Reduction in emissions and increases in fuel efficiency
» _ The need for increased food production
» _ Scarcity of suitable land

CAICT

information an

Circulation Wisdom
management cultivation

Traceability
of products

Livestock
breeding

Agriculture
Grain storage &

environment

aquaculture

a4




Agriculture and environment

CAICT

Sensors
take measurements of
chemical levels, soil
moisture, and air
quality. These data are
analyzed to determine

which fields need

more water or
fertilizer, which
improves the quality
of the crops.

Track similar data in
,such as
temperature and
humidity, and transmit
that data to farmers
via wireless networks.
Based on data, the
farmers can adjust the
temperature and
humidity in the
greenhouses as

\ needed.

'RU
N

: "z

E habits.

Support the care of
and other
animals. Electronic
identification readers
implanted in livestock
track movements and
eating patterns, providing
the farmer with insight
into the location of
livestock and any
deviation from an
animal’s normal eating
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Health care

0T devices are used in health care, both for home health monitoring and in h03|t,
with benefits to consumers and industry. Health care |0T devices collect data to improve
patient quality of life and safety by enabling patients to self-manage and monitor their
health.

) CAICT

TEERAERE

Health
management
platform

| 2 = i-Fi TCP/IP n
equipment . A Y

Smart terminals
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Health care I U CAICT

&

S

)

. Implantable
» Pil Camera Trmsoshver !
. ' [ <] . "_,7 Internet of Things

p “ £ 7 & _

i < [ +  Physician

4 +

il D
N X U

Z)
rarr

I

/

with an A sensor mat under a

can track
patient movement as
well as heart and
respiration rates.
These data are

from wheelchairs to implanted heart

vital carts, can be device can transmit
tagged with Wi-Fi data from their heart
devices to provide device to specialized

real-time location and equipment in their analyzed to monitor
availability home. The equipment movement in and out
information. then transmits these of bed, to adjust the
patient’s position
while in bed to reduce

data to the patient’s

health care provider .
\ pressure 48
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Smart cities

Smart cities have emerged as an important area where 10T could offer
considerable value.

| CAICT
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General benefits:

Applications

> 1 Reduction in costs

» 1 Improved efficiency or capacity of

existing infrastructure
Solutions _ _ N
» 1 Improved quality of life for citizens

» 1 Increased economic growth

5

Smart Cities Ecosystem
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Smart cities

ITU-T Y.4900/L.1600 defines the series of KPI for SSC(Smart Sustainable City)
Recommendations and Supplements.

| CAICT
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The dimensions of KPIs can be categorized

as shown below:

» "1 Information and communication Equity  fyna sy
?“d ““Fla] sustainability
technology inclusion ?

> "1 Productivity
» 1 Quality of life

» "1 Equity and social inclusion

. . Physical
Quality of life infrastructure

»  Physical infrastructure

L.1800(16) FO1
Dimensions of KPIs for SSCs 51



Smart cities

The applications of smart cities have been categorized into eight groups. . 4
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Example applications Key benefits delivered

Services and
infrastructure

Environment and

energy

Public health and
social care

Public connectivity
services

*Rubbish bins request to be emptied when
full

Street lights which automatically report
faults

*Tracking of city assets and employees to
improve effectiveness

*Air quality monitoring

* Energy usage and generation reporting

* Localized weather monitoring and warning
of adverse events such as floods

*Monitoring of vulnerable people, such as
elderly in their own homes

*Monitoring the health of patients
discharged from hospital

Public wireless connectivity services for
citizens and visitors

Reduction in costs

Reducing energy consumption
and improving the

environment —
S =

Reduction in costs and ?i \@_:&\A“’ﬁ

improvement of health L

Improved public services and
economic growth




Smart cities
NN
Example applications Key benefits delivered

Transport Traffic flow monitoring and reporting Improved city efficiency
management * Traffic light co-ordination with live with constrained road
congestion data infrastructure

*Parking sensors to advertise spaces and
enforce parking charges

Civil emergencies  *Automatic road traffic accident detection Saving lives and
*Communication of critical instructions to improving quality of life
citizens for citizens

*Information provision to emergency services

Public information eDigital information boards Improved public services

and policy and economic growth

Citizen monitoring *CCTV systems with facial recognition for Safety and protection of
criminal suspects or missing persons citizens and improved

*Crime detection through audio monitoring efﬁciency of services
*More efficient litter collection by measuring
footfall by street
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Course Objectives:

® IoT Architecture
® Technology evolution and development
® Industrial applications of IoT

® Summary
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Summary

There is continued and significant interest in 10T and activity across many segments.
However, the current market is fragmented and yet to deliver on the promise of a

massively connected world, with remote sensing and actuation delivering material impact
on everyday life.
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China A:

Key conclusions :
» 1 Technical and market developments point to the future success of 10T
» 1 There is no single Internet of Things

» "1 Progress has been slow

» 1 New technologies will enable faster growth

» 1 Policymakers have a key role in helping foster innovation and growth, and protecting

consumers
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Trainer: Wei Li
E-mail:liweid@caict.ac.cn
Department: CTTL

Address:3G building, No. 52 North Garden Road, Haidian
District, Beijing, China

Photo:
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* THANKS.

1 [E(5 IS0 70 % http://www.caict.ac.cn

57



