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Course Objectives:

Bring an introduction of Wireless connectivity test of
mobile terminals, including Wi-Fi, Bluetooth and NFC.

Focusing on standard system, test specification and
test tools for the testing.
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Agenda:

® Why Include Wireless Connectivity

® Regulatory Test of Wireless Connectivity

® Wi-Fi Standard, Technology and Testing

® Bluetooth Standard, Technology and Testing
® NFC Standard Technology and Testing
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Mobile™ % &iith Bluetooth
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Fundamental Information 15 QIC—T
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Wi-Fi Bluetooth NFC
Standardization IEEE Bluetooth SIG ISO/IEC
Test Specification | wi-Fi Alliance | Bluetooth SIG NFC Forum
Range 100m 10m <0.2m
Network Type WLAN WPAN WTAN
Network Type PTMP, MESH PTMP, Scattered P2P
Frequency 2.4G/5GHz 2.4G 13.56 MHz
Bit Rate 7Gbps 3 Mbps 424 Kbs
Set-up time 10 s <5s <0.1s




A List of Test Scope 15 CAICT
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Regulatory Test

Protocol

Conformance Interoperability

RF Conformance
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Agenda:

® Why Include Wireless Connectivity

® Regulatory Test of Wireless Connectivity
® FCC Regulation
® CE Regulation

® Wi-Fi Standard, Technology and Testing
® Bluetooth Standard, Technology and Testing
® NFC Standard Technology and Testing



FCC RF Regulation Requirements 15 CAICT

Wi-Fi & Bluetooth TR

¢ RF FCC CFR 47, Part 15 Subpart C
» Section 15.205 Restricted bands of operation;
» Section 15.209 Radiated emission limits, general requirements

» Section 15.247 Operation within the bands 902-928MHz,
2400-2483.5 MHz, and 5725-5850 MHz

= NFC

¢ RF FCC CFR 47, Part 15 Subpart C
e Subpart C
» Section 15.207 Conducted limits
» Section 15.209 Radiated emission limits, general requirements

» Section 15.215 Additional provisions to the general radiated
emission limitations

» Section 15.225 Operation within the band 13.110-14.010 MHz

8



FCC RF Requirements 15 CAICT
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2.4GHz Wi-Fi Device Bluetooth Device
N
Peak Output Power-Conducted Peak Output Power-Conducted
2 Band Edges Compliance 2 Band Edges Compliance
3 Occupied 6dB Bandwidth 3  20dB Bandwidth
4  Conducted Emission 4 Conducted Emission
5 Radiated Emission 5 Time of Occupancy (Dwell Time)
6 Peak Power Spectrum Density 6  Carrier Frequency Separation

7  AC Powerline Conducted Emission 7 Number of hopping channels



FCC RF Requirements 5
—5GHz Wi-Fi Device 15 %:%

1865-2013%

No.|  TestCase | Standard Clause
1 Maximum Output Power 15.407
2 Power Spectral Density 15.407
3 Occupied 26dB Bandwidth 15.403
4 Occupied 6dB Bandwidth 15.407
5 Band edge compliance 15.407
6 Transmitter spurious emissions radiated 15.407
7  Spurious emissions radiated 15.407
8 Spurious emissions conducted 15.407
9 Peak Excursion 15.407
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FCC RF DFS Requirements _
—S5GHz Deviceq 15 CAICT
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Device work on 5250MHz-5350MHz and 5470MHz-5725MHz

B Channel Availability Check Time >60s

B Channel Move Time <10s

B Channel Closing Transmission Time < 60 ms

B Non-Occupancy Period > 30 minutes

Client Client with
Test Case without radar radar
detection detection
X

Channel Availability Check
DFS Detection Threshold
Non-Occupancy Period
Uniform Spreading

U-NII Detection Bandwidth
In service Monitoring

S U1 A W N
L < <L <
< X X X X

< < X < < X



FCC RF Requirements -
—NFC Device 15 tALl
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No.|  TestCase | Standard Clause

1  Electric Field Strength of Fundamental Emissions 15.225(a)

- . 15.225(b)
2  Electric Field Strength of Outside the Allocated Bands 15.225(c)

N : . 15.209
3 Electric Field Radiated Emissions 15.225(d)
4  Frequency Tolerance 15.225(e)
5 20dB Bandwidth 15.215(c)

6  Conducted Emissions 15.207
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CE Regulation Requirements ]_5 CAICT
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= \Wi-Fi & Bluetooth 1865-2015 EIJEF{*

¢ RF
e EN 300328
e EN 301893

* EMC
e EN 301489-1(General)
e EN 301489-17(Bluetooth/WIFI)
* SAR ( Wi-Fi Only)
e EN 50360:2001/EN62311:2008
* EN 62209-1:2006/EN 62209-2:2010
= NFC

¢ RF
e ETSIEN 302 291
¢ EMC

e EN 301489-1(General)
e EN 301489-3(SRD) 3
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Agenda:

e Why Include Wireless Connectivity

e Regulatory Test of Wireless Connectivity
WLAN Standard, Technology and Testing
Bluetooth Standard, Technology and Testing

NFC Standard, Technology and Testing

®
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WLAN Standard System-IEEE 802.11 1 5
wu P IEEE

18
«Basic : 802.11 a/b/g 802.11ac

Main Stream: 802.11 n

*Trend: 802.11 ac
Stream <
1x1 150
3x3 450

Ax4 600 802.11g :g%(}gGHZ
*600Mbps
802.11a v

*6/9/12/18/24/36/48/54Mbps
802.11b .1999

*5GHz
*6/9/12/18/24/36/48/54Mbps

Communvcatior

«2013
*5GHz
*Up to 6933Mbps

«2012
*60GHz
*6756.75Mbps

*1999
*2.4GHz

*5Mbps , 11Mbps IEEE 802.11 provided a MAC
<1997 and Several PHY specifications

2. 4GHz for WLAN wireless connection.
*1Mbps , 2Mbps



Wi-Fi Alllance 15¢) a
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Global non-profit 600+ Member
% industry association Companles

Test 4:12.13 /ﬁca tior sz

- e %
Ve ,0 \0(5 N

18,000+ Wi-Fi d 20+ Technical
Certified Working Group |
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Wi-Fi Test-General

Physical Connection

802.11abgn fundamenta
802.11ac

Direct

RF Coexistence

CWG

WPA2
PMF

fundamental

Ensure the Interoperability and Compatibility of Wi-Fi Products

Application&Service

Miracast

Voice Personal

Voice Enterprise

15
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Network & Access

Passpoint
WPS
IBSS

Application optimize

WMM &WMM-PS
TDLS
WMM-AC

17
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Wi-Fi Test -Fundamental 15¢

1865-2015

BObjective: verify Physical connection feature of Wi-Fi

BTest Specification:
e 802.11n Products - 802.11abgn Interoperability Test
e Other Products - 802.11abg WPA2 Interoperability Test

BTest ltem:

Capacity & Protocol
Performance Conformance

Compatibility

10T Security 10T
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WI-FI TEST-OPTIONAL




Networking&Access-WPS2.0 ]_5 CAICT
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e Simple, Secure, Automatic Wi-Fi associate method

e 2 Associate mode:

e Push-button method — 94% Product
e PIN — All WPS product should support

Over the air

?l /7
&

wireless packet sniffer STAG STAT Congsole Wired pagket sniffer
Wired External Registrar WILAN External Registrar
{(PIN +{UPnP) {PIN + In-Band EAPR)
{ U
Ethernet Swlﬁch {Layer 2)
C : D
AP1 AP2Z2 AP3 APUT
Builtsn Registrar Builtin Registrar Builtdn Registrar
(PN} (PBC) {PBC + Dual Radio)
STA4 STAS STAUT

(PBC) (Legacy) 20



Application optimize 15
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-WMM Power Save 18652015  PEERNSEAE

Client dozes betwesn Access point buffers frames
frames 1o save power while client dozes

””“Mu'v

200

240
210

150
120

270 -

180 -

80 -
a0 -
an -

mHandset A
= Handsel B
= Handset T

wHandsol & 150 -
& Handzel B 120 1
sHandset G 80 |

Current Drain - Vithout WIA-PS Cument Drain -With WAM-PS

21



Networking-Wi-Fi Direct 15

Usability

Simple
secure
connection

\

e Check available
devices and
services before
connection
setup

-/

“\\

e Simplify security
connection
process

CAICT

TEEREERAR

1865-201%

Direct Enjoy
Wi-Fi

22




Application & Service-Miracast 15 CAICT

China cademy of formatin and Commancabons Techagy

Physical Connection-802.11ac

More
Mqre bandwidth-
locations intensive
traffic

More Mare
devices per ‘ ’ real-time
person traffic

Wi-Fi CERTIFIED ac

meets the demand for:
. - Higher data rates More
More device thier cata a = device-to-
types - More capacity device
- Reduced latency connectivity

- Improved reliability



Test Tool and Setup 156G CAIT

1865-2015  JBMRIER
H Test Tool: Sigma

® Developer: Wi-Fi Alliance

B Test Scope . 802.11n, 802.11ac, WMM-PS, Direct, Miracast, etc.

________

Wired Connections

Control Metwaork

Test Metwork

Test Metwork (optional)

RADIUS Server
(1.4

AP Control PC
(013

24



WLAN Test Scope 15 CAICT
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' : 802.11a/b/g/n/ac
® EU: CE (DFS) WPS 2.0 : .
® US: FCC (DFS) Passpoint ® China Unicom

Miracast ® BGCTV
® CA:IC, etc. CWG, etc.

® China Mobile

e The first Wi-Fi authorized Test Lab in China
e The first CWG Test Lab in the world

wiZ)) i HRLE ALY
T © CE FE IC =& s =Sl




WLAN Test Setup

Wi-Fi
Certification

156G CAICT

1865-2015 ‘oEEEEHAR
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 Why Include Wireless Connectivity
e Regulatory Test of Wireless Connectivity
e Wi-Fi Standard, Technology and Testing

e Bluetooth Standard, Technology and Testing
 NFC Standard Technology and Testing

¢3 Bluetooth

27



Bluetooth SIG 1@5 50 CAICT
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Global non-profit ) 25,000+ Member [§
industry association g Companies I



Bluetooth technology system
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§ Protocol Stack

||||||

Application

Services

Controller
subsystem
Profile
subsystem

29



Bluetooth Standard System 15 CAICT
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’ Host Protocols

Classic

Controller Protocols

l Core Specification

2.1/3.0/4.0/4.1/4.2)]

' Host Protocols

Low Energy

Controller Protocols

Profile ' 30+ Profiles

' GATT Based Profile 30+LE Profiles and
Services

30
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Profile Specification




Bluetooth Technology Block Diagran]_S CAICT

ipas-t13s 2 OHSEeR

Classic Profiles and Protocols LE Profiles
(A2DP,AVRCP, HFP, etc.) | (HRP, FMP, TIP, etc.)

GAP GATT
SDP | ATT

Logical Link Controller and Adaptation Protocol (L2CAP)

Link Manager(LMP)
Link Layer(LL)

|
Base Band (BB) |
:

ﬁ ) BR/EDR Physical Layer

High Speed Classic Bluetooth Low Energy

LE Physical Layer




Bluetooth Technology Fact Sheet 15 CAICT
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S aletooth BR/EDR /s | Biuetooth Low Energy
Radio Frequency 2.4GHz ISM
Range 10 to meters 10 to 100+ meters
Data Rate 1~3Mbps (Classic) 1 Mbps
>400 Mbps (AMP, 802.11n)
Nodes 7 Unlimited
Security 56b EO 128b AES
Robustness Adaptive frequency hopping
Voice Capable Yes No
Network Topology Scatternet Star-bus
Power Consumption 1 as the reference 0.01to 0.5
Service Discovery Yes Yes
Latency(from non 100ms <3ms

connected state) 32



Bluetooth Test Specification ]_5 CAICT
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e Developer: Bluetooth SIG
e A Test Specification for each protocol and profile

Classic Profiles & Protocolsl | LE Profiles & Services I

Host Controller Interface

] Link Manager(LMP) I
} Base Band (BB) I
) BR/EDR PHY (RF) ) LE PHY (RF PHY) |

Link Layer(LL) '

33

Classic Bluetooth Low Energy



RF Test parameters

RF Test —

15

1865-2

0

Modulation

Interference
Performance

Intermodulation

]

e QY

CAICT

TEEREERAR

34



Profiles-Example (1) 15 CAICT
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 The most Competitive Section of Bluetooth

 More than 64 profiles are developed
e Audio/Video: A2DP, AVRCP, VDP

e Headset: HSP, HFP

Simple Headset
- -
& qqqqq Cellular
Bluetooth «-- _-'_C.‘_o_t_mer_‘tion Publi
OR Connection TTe—e Wireless
=" Network

Hands-Free
unit installed
in the car 35




Profiles-Example(2) 15 CAICT

1885.2015  PEEREEHIR

 More than 64 profiles are developed
e File Transfer: FTP,OPP, PBAP

Objects Being Pushed

Objects Being
Client Pulled Server

.. =

Result

Printer

Sender

e Others: HID, DUN, PAN, SYNC...

36



Test Tool of Classic Bluetooth

PTS

TTCN Tester
Eyesight BITE T1212

RF Test System

37




2st Tool for Bluetooth Low Energy 15

CAICT

1865-2018 @ cmmencucrmad
PTS

LE Profile Tester B

PTS

TTCN Tester
Eyesight BITE T1212

RF Test System

38



Bluetooth RF Test System

SYSTEM CONTROLLER
( With Test Manager Software)

N
N
N

Control Bus

156

1865-2015
BITE T1111 RF SYSTEM
D
I
S - — == J AT4 Signalling Unit TX/ RX
T E1111
R
. ————%  Signalling Unit TX/ RX
U MT8852B >
T
I L ) GENERATOR T
0 Inband Interferer | "~
N E4438C
N SWITCHING
N GENERATOR - UNIT
M Wideband —
E 8257D
I SPECTRUM
E | ekl ANALYSER - RX
I E7405A
E
R

POWER METER
E4416A

DC POWER SUPPLY
66311B

CAICT

EEREATAR

4 Academny o formation and Communcaions echvolagy

RF Cable

EUT

OO

39



Bluetooth Test Scope 15 CAICT
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® EU:CE
® US: FCC - I ® China Mobile
: o P
rotoco S—

® CA:IC, etc. ® Profile Interoperabilit

e The only CTIA Authorized Bluetooth Test Lab in China

Oouenti (@ C€ FC |C w2 @zmnse <® saw



Bluetooth Test Setup 15 CAICT
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Bluetooth
Certification

41
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Agenda: 1865-2015  VEEENSAAN

 Why Include Wireless Connectivity

* Regulatory Test of Wireless Connectivity

e Bluetooth Standard, Technology and Testing
e Wi-Fi Standard, Technology and Testing

* NFC Standard, Technology and Testing

™

43



NFC Forum 5 1O AT

hEEREERER
r r ] 8 ﬁ 5 = 2 U ] 5 China Academy of formation and Communicaions echnskogy

N Vore Than 180
Non-profit industry ‘ Member E
S association f . "
L= Companies

S :‘J’Iﬁ\n:

onf ct/' Y\

Hundred of 0 More Than 20
Product Certified Specifications

Ay

44



NFC Standard Systems 15

1865-201

@ e

ECMA ISO/IEC ETSI Name and Content
ECMA34 | ISOHRGHERD2 IS(|)\|/|I:EC(-2F1E6(I:353 NFCIP-  |SO/IEC 14443
0 Configuration NFC Ini ISO/IEC 10373-6
LIV
ECMA35 | IS0/&dQri2dd8de NFC-WI NFCIP- NFECIP-2
2 to Secure ISO/IEC 28361 | NFC In -2
ISO/IEC 21481
ECMA36 | 1SO/FEE 17 L oo ot o oe NECIP-
2 NECIP-1 Protocq ETSI TS 102 312
ECMA35 |s$9PE]§;aQtiﬂ§§6d ISO/IEC 18092 |NFCIP-1:
nterface an A
6 Protooot—| o oo2 19O) REINtE 50 1e¢ 15603
ECMA37 | ISO/IEC 28361 ETSI TS 102 190 NFC wi| ISO/IEC 10373-7
3 ——
cN/Ice 121E72—1\ m“ﬂ v/ CArvnenn A
ECl\gA38 RF Interface Test Methods Protocol Test +Methods nd
ISO/IEC 22536 (10373-6) ISO/IEC 23917
ECMA3S8 dg.)rd

6

ETSI TS 102 346

ETSI TS 102 394
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NFC Tx Principle

* Magnetic inductive coupling and coil antennas are used for polling and
listening devices.

e NFC working frequency fc = 13.56 MHz, wireless power is provided to
passive (listening) devices.

e Data rate is 106 kbps (fc/128), 212 kbps (fc/64) and 424 kbps (fc/32)

Polling Device FIELD Listening Device

ELECTRONIC ELECTRONIC
ELECTROMAGNETIC

DATA

46



NFC Tx Technologies

Uplink

Modified
Miller

Modulation

2-ASK 100%

156D CAICT

1865-2015

Data rate

106 kbit/s

EPEEE@F e

Frequency

13.56 MHz

Downlink

Uplink

Manchester

Load modulation (ASK)

2-ASK 10%

106 kbit/s

106 kbit/s

13.56 MHz + 848 kHz
subcarrier

13.56 MHz

Downlink

Uplink

Manchester

Load modulation
(BPSK)

2-ASK 10%

106 kbit/s

2127424 kbit/s

13.56 MHz + 848 kHz
subcarrier

13.56 MHz

Downlink

Manchester

Load modulation (ASK)

212/ 424 kbit/s

Note: Uplink = Poller to Listener; Downlink = Listener to Poller

13.56 MHz

47



NFC Specifications

NFC Forum
Specification

Digital Protocol

l RF Analog

15

1865-2015

CAICT
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China Acadeny of nformation and Communications Technokogy

£ M

Digital Protocol
Technical/Test
Specification

Tag Type (Test)

Specifications

Technical/Test

| Activity |
Specification

RF Analog (Test)

Specification

48



NFC Specifications

NFC Forum Test

Digital Protocol
Technical/Test
Specification

Digital P |
igital Protoco Tag Type (Test)

Specifications

Activity Technical
/Test Specification

RF Analog (Test)
Specification

RF Analog

(ISO/IED 18092)

NFC-B
(ISO/IEC 14443)

NFC-F
(ISO/IEC 18092, JIS X 6319-4)

Type 1/2/4
(ISO/IEC 14443)

Type 3
(JIS X6319-4)

Poll Mode

Listen Mode



Generating data
corresponding to a
Listening Device

Field Strenth
Generating waveforms

corresponding to a Polling
Device []

Measuring waveform
characteristics of a Polling
Device command

Measuring field strength

Measuring load
modulation amplitude

Decoding the polling
device

Decoding the listening
device

Measuring Peak to Peak
amplitude tool

Test Tool Block Diagram

156 AT

- China Academmy of Iformatian and Communications Technolagy
A
TEST
.....DECODING TOOL
A’
Poiling
Devica
decoding
J D
! MEASUREMENT .
Listening t
Device :
decoding !
F, 'P. MEasUnng Wavenarm
H foal
GENERATION '
i VY ‘@
N LEE%;%E;W "ﬂ‘ — r.-'EaELj;DgIFIEd 4
Q@ Fieid :
Swength h
h I
Palling Device ] H [ e “Eﬁ‘;'c"'g
Command Farum Feference
genesator l Poiing P- “Dn-:jzlsz
| |@ pecs L
Measuring
Paak-Peak _
Ampltude
toci :
/ >,

50



Polling Device Test Setup 15¢9)

RTO with NFC Option
RTO-K11 (including NFC
Trigger and 1Q-Made)

CAICT

1865-2015  (DGBAERAR

1'}

=%
)

|
v
|

go @0

1}
ik

Trigger Out

NFC-device (polling

mode)
—

eference
Listener

a @-10013 ou

gy 00 0D B0
o)
oo
o
LT

@00 ooDon
dopoe oo

@0

xJ1 VCC out As an alternative:

- Spectrum Analyzer F
(FSV, FSG...)in Trac

|

CEEEE rrl

B DD

_ [SERERE
® Besua((

5L
-1Q

Computer with NFC -Analysis Software
FS-K112 controlling RTO orfand FSL

SMBV Vector Signal Generator with option S ——  Specirum Analyzer and generating

SM-K6

NFC Poller an -Listener Signals for
Signal Generator with SM-K6 Pulse
Sequenzer Software

51
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Listening device Test Setup EE

8 6 5 - 2 u .l 5 China Academy of Information and Communications Technology

Computer with NFC
Analysis Software and
SMU-K6 for NFC Signal

LAN .
Generation

o0
e
a0

EEFFLf

CEEE

CECE
Homan

NFC device (passive mode)

i 3

I
A

Dﬂ Reference Poller
N o

G

=
a
=
=
a
=]
£l

bo==5 5 @T i

Digital Oscilloscope RTO
with NFC-Option RTO-K11
or Spectrum Analyzer FSL 52
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Positioning for RF Test 75777 e

NFC Forum

15an

— Reference Equipment ————]

Operating Volume

DUT ——

raxis

Reference Mark

out
=0 8=0
- NFC Forum — Antenna
Testtamlgg Reference center
Anfenna

(z200]

(2001} (zD02)

53



NFC-Test Scope ]_5 CAICT

1865-2015  TGBAERAR

Application Layer

Interoperability




BESZITENFC

Test Equipment 156D  CAICT
1865-2015  EEREERIR

® Test Systems: UT3 , CTS , AT4 , FIME

55
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DUT of NFC 156 AT
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Bank Name

234 SE78 S47k S4U3C
1234 MONTHITEAR

thes L2 /95
CARDHOLDER

SIM Card Reader Consumer Electronics

56
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Exam questions:

 Working frequency of Wi-Fi are and

 Which are test requirements for wireless connectivity?
A:Regulatory B: RF conformance
C: Protocol Conformance D: Interoperability

Please refer to Examination Paper for more questions
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Exam questions:
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Trainer: Julie Li
E-mail: lizhuofang@-caict.ac.cn
Department: CTTL-Terminals

Address: No.52 Huayuan North Road, Haidian
District, Beijing , 100191

Julie Li

lizhuofang@caict.ac.cn

No.52 Huayuan North Road, Haidian District , Beijing, 100191
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Thank you

15 S 75 http://www.caict.ac.cn
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