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In 2019 out of a thousand SMBs surveyed,
99% say they use at least one digital tool in
their day-to-day operations.



In 2021 out of a thousand SMBs surveyed,
99% say they use at least Three digital tool

in their day-to-day operations.
Deloitte
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ﬁ Win Differently

? Unleash Force Multipliers

Digital Business
Acceleration

® Banish Drags

:—I Redirect Resources
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Since most ransomware attacks ask for under $1,000, many
companies would rather pay the extortion rather than deal
with reporting it to the police.

According to the FBI, only 15 % of online crime is reported
at all.



Digital transformation benefits for MSME
in a nutshell

* Relevance
* Resilience
« . Efficiency
« “ Agility



MSME Digital Transformation roadmap

000

Building up our
engagement with
technology and
customers

Identity and brand Data ownership
development. and analytics.

Digital need and
strategy.
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There is work to be done

How can governments institute digital government
policies that facilitate MSME cybersecurity?



Why are we here?

“The Pandemic of information needs.. L% |CC:=-

* Malware distribution using COVID-19 as bait
* Remote working and supply chain threats

* Heightened vulnerability due to lack of awareness

Source: https://iccwbo.org/content/uploads/sites/3/2020/05/2020-
icc-sos-cybersecurity.pdf



State of Cybersecurity Commitments in Asia and the Pacific

Country Name Score Rank Country Name Score Rank

Korea (Rep. of)
Singapore
Malaysia

Japan

India

Australia
Indonesia

Viet Nam
China

Thailand

New Zealand**

Bangladesh

Iran (Islamic Republic

of)

Philippines
Pakistan

Sri Lanka

Brunei Darussalam
Mepal (Republic of)

Myanmar

Source: ITU Global Cybersecurity Index,

98.52
98.52
98.06
97.82
97.49
97.47
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81.06
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Samoa

Fiji

Papua Mew Guinea**

Mongolia
Nauru**
Tonga**

Lao P.D.R.
Cambodia**
Bhutan

Kiribati

Vanuatu
Solomon Islands
Tuvalu**
Afghanistan
Marshall Islands**
Timor-Leste**
Maldives**

Dem. People's Rep.

of Korea**
Micronesia*

* no data

** no response to the questionnaire/data collected by

GCl Team

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-

GCI.01-2021-PDF-E.pdf
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Global Cybersecurity

While regional rank is
high, of note is that
Asia-Pacific countries
range from 4th — 182nd
(tied for last) globally
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Legal

Measuring the laws and
regulations on cyber-
crime and eybersecurity

167

133

Countries with some form of cybersecurity
legislation

Data Protection Regulations

97 Critical Infrastructure regulations
Technical
Measuring the 131 Active CIRTs
implementation of tech- 104 g d | CIRT
nical capabilities through nsage |-n i regmna_ .
national and sector-spe- 101 Child Online Protection Reporting mecha-
cific agencies (s
Organizational
Measuring the national 127 National Cybersecurity Strategies
strategies and organi- 434 Cybersecurity Agencies
zations implementing i i . o
cybersecurity 86 Child Online Protection strategies and initia-
tives reported
Capacity development
Measuring awareness 142 Countries conduct eyber-awarenessinitiatives
campaigns, training, edu- g4 Countries with cybersecurity R&D programs
cation, and incentives for . ) )
cybersecurity capacity 98 Cm.mt.nes regarled having national cyberse-
development curity industries
Cooperation
Measuring partnerships 166 Countries engaged in cybersecurity Public-
between agencies, firms, Private Partnerships
and countries 90 Countries with cybersecurity bilateral agree-
112 ments

Countries with cybersecurity multilateral
agreements


https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf

Sector
Strategy

A
<

Proactive and
innovative

Forum

ﬁ.%l

R

Establish support
structure

Adoption

Engaged and assist
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Transform guidelines to
assist sector
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» Cybercriminal Legislation

= Substantive law

= Procedural cybercriminal law
- Cybersecurity Regulation

National CIRT

Government CIRT

Sectoral CIRT

Standards for organisations
Stondardisation body

ORGANIZATIONAL

« Strategy
« Responsible agency
- Cybersecurity metrics

CAPACITY BUILDING

+  Public awareness

» Professional training

- Mational educaotion progrommes
RAD programmes

*  Incentive mechanisms

*  Home-grown industry

COOPERATION

Intra-state cooperation
Multilateral agreements
International fora
Public-Private partnerships
Inter-agency partnerships
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