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CONNECTING POLICE
REAL-TIME ACCESS TO CRITICAL CRIMINAL DATA
DAY AND NIGHT




THREE GLOBAL PROGRAMMES
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CYBERCRIME
REDUCING THE GLOBAL IMPACT OF CYBERCRIME AND PROTECTING COMMUNITIES
FOR A SAFER WORLD




Global Security Architecture: Cybercrime
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Response to COVID-19 Cyberthreats
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GLOBAL LANDSCAPE ON COVID-19
CYBERTHREAT

#WashYourCyberHands

Pralific and opportunistic criminals are taking advantage of
the COVID-19 © s pandemic to lau '1 ty of
v,b attacks. In p !
relatively dor WEre i ted si agan,

i been

taking new forms or using COVID-19 to boost their sodal
engineering tactics. Although these cyberthreats are constantly
evolving, some of the latest threat identified include:
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Global Malicious Domain Taskforce

INTERPOL Purple Notices

Cyber Activity Reports

Operational support to member

countries

Global Awareness Campaign
#WashYourCyberHands!

ARE ALSO
WORKING FROM HOME

Online connectivity Y
is alifeline during |

Don't let cyber criminals in.
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IN TEBF L CONT PANIC . DON'T PAY , CALL THE POLICE



Cybercriminals targeting critical healthcare
institutions with ransomware

4 April 2020

Home > MNewsandEvents > MNews > 2020 = Cybercriminals targeting critical healthcare institutions with ransomware
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INTERPOL assisting member countries to mitigate and investigate attacks against hospitals ¥
Y ¥
: Syt
SINGAPORE — Hospitals and other institutions on the front lines of the fight against the coronavirus facing unprecedented physical dangers are now e

INTERPOL

also facing another threat from cybercriminals.

INTERPOL has issued a wamning to organizations at the forefront of the global response to the COVID-19 outbreak that have also become targets of
ransomware attacks, which are designed to lock them out of their critical systems in an attempt to extort payments. P U R P L E

INTERPOL's Cybercrime Threat Response team at its Cyber Fusion Centre has detected a significant increase in the number of attempted N 0T| C E
ransomware attacks against key organizations and infrastructure engaged in the virus response. Cybercriminals are using ransomware to hold
hospitals and medical services digitally hostage; preventing them from accessing vital files and systems until a ransom is paid.

To support global efforts against this critical danger, INTERPOL has issued a Purple Motice alerting police in all its 124 member countries to the
heightened ransomware threat.

— INTERPOL's response



onnecting Police Worldwide
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principales cybermenaces liées aux
virus, ainsi que sur les moyens de rester
en sécurité.
#WashYourC

@INTERPOL_HQ een campagne. Als & ARO[ o M
start een overzicht van de nieuwste
bedreigingen en de verwachte
toekomstige trends. Wat kan je doen om
jezelf te beschermen? Kijk voor tips op
politie.nl/themas/cybercr...

Verkossa toimivat rikolliset kayttavat
hyvdkseen ajankohtaisia olosuhteita ja
toimintamalleja, myds koronakriisin
aikana, Vallitsevan tilanteen viedess3
huomiomme rikolliset iskevit yksildiden
ja organisaatioiden tietoverkkaihin ja
jarjestelmiin. #WashYourCyberHands
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To launch our awareness campaign,
we have published the "Global
landscape of the COVID-19
cyberthreat”, outlining the latest % INTERPOL_Cyber @ - 4/5/20
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@interpol

@interpol_cyber

#WashYourCyberHands

= INTERPOL & ®@INTERPOL_HQ- 4d

This week, #INTERPOL has launched a
public awareness campaign highlighting

1 You Retweeted

Canadian Anti-Fraud Centre & - 3d
#WashYourCyberHands - Interpol
launches awareness campaign focused
on COVID-19 cyber threats :

FSM Magazine - Interpal
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THERE’'S MORE TO WATCH OUT FOR

T PAY . CALL THE POLICE

SECURITE #CyberAttentifs
#WashYourCyberHands
@INTERPOL _Cyber

| Appel de Demandes | Courriels Demandes | | Demandes

prétendus | de paiement | des de de donnies
officiels des ll pour sider paiement | persannelles
hépitaux des proches

@ VIGILANT . SCEPTIQUE . EN SECURITE

#CyberAttentifs #WashYourCyberHands




Possible Future Development
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are attempting to
make a fortune from

BE VIGILANT.. BE SKEPTICAL . BE SAFE
#WashYourCyberHands

‘ARE USING
TO TARGET
THE INSTITUTIONS

WE RELY ON IN A
PANDEMIC.

DCON'T PANIC . DON'T PAY . CALL THE POLICE
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‘Cybercrime-as-a-Service’ for easy entry

Cyberthreats continue to target critical
infrastructure, healthcare sector and
associated supply chains

Online Scams, Phishing, Business Email
Compromise to rise related to

vaccine/medication.

Remote workforce vulnerabilities



Global Ecosystem of Cybersecurity
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Cybercrime Projects

Global Action on Cybercrime Extended (GLACY+)

Cyber Foundation

Cyber Americas

INTERPOL Support to Africa Union in relation to
21§ AFRIPOL (ISPA)

@ ASEAN Cyber Capacity Development Project Phase Il (ACCDP 1)

icgz} ASEAN Joint Operations Against Cybercrime (AJOC)
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Cybercrime
Programme Board




Cyber Norms, Laws and Policies
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Resolution adopted by the General Assembly
on 5 December 2018

[em the report af the First Committee (A/73/505)]
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73/27. Developments in the field of information and telecommunications
in the context of international security
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Global Alliance Against Cybercrime

WORLD

ECF%';%’;QIC Platforms Reports Events Videos & Englishv Toplink Q
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Global Agenda Cybersecurity Davos 2020 Tech for Good

Partnerships are our best weapon in the fight
against cybercrime. Here's why
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INTERPOL

ENABLING THE WORLD'S POLICE TO MEET
THE CHALLENGES OF FIGHTING INTERNATIONAL CRIME
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Thank You-Merci-Gracias
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