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[bookmark: _Toc55039749][bookmark: _Toc55039751]Regional Capacity Building for National Cyber Security Strategy, Jakarta, Indonesia, 26-28 August 2019
Draft Agenda

Monday 26 August

	[08:30 –09:00]
	Registration 

	[09:00– 09:20]
	Opening Ceremony
· Hymne Indonesia Raya
· Welcome remarks addressed by ITU
· Opening remarks addressed by BSSN,

	[09:20 – 09:30]
	Group Photo 

	[09:30 – 09:50]
	Introductory session – ITU (Marco)
· Introduction of the ITU team and the participants
· Short introduction to the sessions - Methodology, Objectives, Outcomes

	[09:50 –10:30]
	Training Session– ITU (Orhan)
Common principles on National Strategies (what it is, mission, vision, etc.)

	[10:30 – 11:15]
	Training Session - Deloitte
National Cybersecurity Strategies worldwide. Approaches, comparative analysis

	[11:15 – 11:30]
	Coffee Break 

	[11:30 – 12:30]
	Training session - Lifecycle of National Cybersecurity Strategy - ITU (Marco)
Introductory presentation
· Phase I – Initiation
· Phase II – Stocktaking and analysis
· Phase III – Production of the National Cybersecurity Strategy
· Phase IV – Implementation
· Phase V – Monitoring and Evaluation

	[12:30 – 13:00]
	Sharing session
Sharing experiences from participants

	[13:00 – 14:30]
	Lunch Break 

	[14:30 – 16:00]
	Hands-on exercise– ITU/ARCC (Marco and Nadher)
· Establishment of a governance structure to develop/maintain NCS.

	[16:00 – 16:15]
	Coffee Break 

	[16:15 – 17:00]
	Debrief Day 1 – (Marco)





Tuesday 27August

	[09:00 – 09:15]
	Introduction of Day 2

	[09:15 – 10:45]
	Hands-on exercise – Deloitte
· NCS implementation - Establishment of an action plan

	[10:45 – 11:00]
	Debrief 

	[11:00 – 11:15]
	Coffee Break 

	[11:15 – 12:45]
	Hands-on exercise – ITU/ARCC (Orhan and Aziza)
· Monitoring and evaluation - How to monitor implementation, understand gaps and apply corrective measures

	[12:45 – 13:00]
	Debrief 

	[13:00 – 14:30]
	Lunch break 

	[14:30 – 15:30]
	Training session – Overarching principles– ITU-ARCC (Nadher)
Introductory presentation
· Vision
· Comprehensive approach and tailored priorities
· Inclusiveness
· Economic and social prosperity
· Fundamental human rights
· Risk management and resilience
· Appropriate set of policy Instruments
· Clear leadership, roles and resource allocation
· Trust environment

	[15:30 – 16:00]
	Sharing session 
Experiences from participants

	[16:00 – 16:15]
	Coffee break

	[16:15– 17:15]
	Hands-on exercise– ITU/ARCC (Orhan and Nadher)
· Drafting the principles – Vision, risk management, clear leadership, roles and resource allocation (or others)

	[17:15 – 17:30]
	Debrief Day 2 (Nadher)
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Wednesday 28August

	[09:30 – 10:30]
	Training Session -National Cybersecurity Strategy Good practices – ITU (Marco)
· Focus area 1 – Governance
· Focus area 2 – Risk management in National cybersecurity 
· Focus area 3 – Preparedness and resilience
· Focus area 4 – Critical infrastructure services and essential services
· Focus area 5 – Capability and capacity building and awareness raising 
· Focus area 6 – Legislation and regulation 
· Focus area 7 – International cooperation

	[10:30– 11:00]
	Sharing session 
Experiences from participants

	[11:00 – 11:15]
	Coffee Break 

	[11:15 – 12:30]
	Hands-on exercise - Deloitte
· Reflecting the good practices into the NCS

	[12:30 – 12:45]
	Debrief 

	[12:45 – 14:00]
	Lunch break

	[14:00 – 15:30]
	Hands-on exercise - Deloitte
· Focus areas

	[15:30 – 15:45]
	Debrief 

	[15:45 – 16:00]
	Coffee Break 

	[16:00 – 17:30]
	Hands-on exercise - Deloitte
· Focus areas

	[17:30 – 18:00]
	Debrief and closing (Marco)
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