
Event Partner

Organised by Hosted by

Sponsored by

27-28  April 2016

Asia-Pacific
Digital Societies Policy Forum 2016

th th

GUIDE 
BOOK

Bangkok, Thailand

Bangkok, Thailand

25-26  April 2016th th

Spectrum Management Conference
The 2nd Annual Asia-Pacific

Knowledge Partner

Organised by Hosted by

Supported by Diamond Sponsors Platinum Sponsors

Co- SponsorsEvent Partners

Supported by

 





Bangkok, Thailand

Bangkok, Thailand

25-26  April 2016th th

Spectrum Management Conference
The 2nd Annual Asia-Pacific

27-28  April 2016

Asia-Pacific
Digital Societies Policy Forum 2016

th th

Contents 
 
4 Floor Plan   
 
6 Agenda: The 2nd Asia-Pacific Spectrum Management Conference 
 
20 Measuring the Information Society Report 
 ITU Flagship Report and Awards 

Article extracted from ITU News No. 1 | 2016 
 
26 Pathway for Smart Sustainable Cities: A guide for city leaders 
 By Silvia Guzmán, Chairman, ITU Focus Group for Smart Sustainable Cities 
 Article extracted from ITU News No. 2 | 2016 
 
34 Agenda: The Asia-Pacific Digital Societies Policy Forum 
 
45 New role for governments in the era of ICT startups 
 By Isidro Laso, Head of Sector, Startup Europe, European Commission 
 Article extracted from ITU News No. 1 | 2016 
 
50 Cybersecurity: A safety net for Smart Sustainable Cities 
 By Giampiero Nanni, Government Affairs EMEA, Symantec 
 Article extracted from ITU News No. 2 | 2016 

1



 
 

 
 

© Nokia Solutions and Networks 2016 

 

A Current Analysis ‘Beyond 4G’ survey reveals that public safety dominates operators’ 
implementation plans and Nokia is regarded as the best-positioned vendor for this 

The Beyond 4G survey looked at carrier investment plans for evolving today's 4G networks towards a 
5G future by asking operators which key use cases will drive their investment in mobile broadband 
networks over the next five years. The survey was conducted with 100 service provider executives, 
which include both leading mobile service providers and integrated fixed/mobile service providers 
worldwide. 
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The view from Asia Pacific operators matched that of their global counterparts. Public safety was also 
rated the most important Beyond 4G use case, and Nokia was similarly ranked as the #1 vendor to 
support public safety. Nokia has been actively engaging with governments, operators and technology 
partners in Asia Pacific. 

These findings reflect operators’ awareness of Nokia's long-term experience around public safety. 
Nokia, having worked with the public sector around the world for more than 60 years, provides an end-
to-end solution for public safety that is secure, reliable, and unique in the industry. It consists of LTE 
radio and core network, IP transport and microwave backhaul, partner applications and devices, end-to-
end security for networks and devices, as well as interworking functions for legacy narrowband systems. 
Nokia works closely with governments and operators to meet the requirements of mission and business 
critical communications cost-effectively. 

Together with industry partners, Nokia is actively driving the 3GPP standardization of public safety 
specific features that further enhance LTE mobile broadband as the best choice for mission-critical 
communications networks. Nokia's latest LTE innovation that is a perfect fit for public safety is Network 
in a Box – a rapidly deployable, compact solution that helps establish mobile broadband connectivity in 
minutes. 

To find out more, please visit Nokia Public Safety page: 
http://networks.nokia.com/portfolio/industries/public-safety 
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Analysys Mason assists clients around the 
world in all aspects of spectrum management

Over the last 5 years we have carried out 

spectrum focused projects 108 
in 36 countries for 58 organisations 

Enabling clients around the world to make 
the most of their opportunities
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Analysys Mason is the global specialist adviser on telecoms, media and technology. 

analysysmason.com
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Registration and Welcome Coffee 

Welcome Remarks
István Bozsóki, Head, Spectrum Management & Broadcasting Division, ITU
Areewan Haorangsi, Secretary General, APT
Takorn Tantasith, Secretary General, NBTC
Dan Craft, Managing Director, Forum Global 

Session 1: Keynote Session: Developing a coordinated and future-looking
spectrum policy environment for the Asia-Pacific region

Amit Nagpal, Partner, Aetha Consulting
Keynote Presentation
Areewan Haorangsi, Secretary General, APT
Keynote Presentation
Vadim Nozdrin, Counsellor, ITU–R Study Group 7, ITU
Keynote Presentation
Magnus Ewerbring, Vice President, Chief Technology Officer APAC,  Ericsson
Keynote Presentation
Qiu Heng, President of Wireless Marketing Operations, Huawei
Keynote Presentation
Paul Brown-Kenyon, President, APSCC

Morning Coffee

Session 2: Post WRC-15: Outcomes and impact on the Asia-Pacific region 
This session will look at the key outcomes from WRC-15, and at what the decisions
that have been made will mean for spectrum stakeholders in the region. Focus will be
given on agenda item 1.1 and the other key Als for spectrum stakeholders, and also
at looking forward to WRC-19 and what the key issues will be there.

Fireside Chat: Overview of key outcomes from WRC-15 and what this means
for the Asia Pacific region
Vadim Nozdrin, Counsellor, ITU –R Study Group 7, ITU
Alan Jamieson, Chair, APG-15 (APT Conference Preparatory Group for WRC15)

Quickfire Panel Discussion
Each panelist will have 5 minutes to give their thoughts on the key outcomes of WRC-15,
which will then be followed by a moderated Q&A and discussion.

Alan Jamieson, Chair, APG-15 (APT Conference Preparatory Group for WRC15)

08:30 – 09:00

09:00 – 09:15

09:15 – 10:30

Moderator:
09:15 – 09:30

09:30 – 09:45

09:45 – 10:00

10:00 – 10:15

10:15 – 10:30

10:30 – 10:50

10:50 – 12:30

10:50 – 11:25

11:25 – 12:30

Moderator:

25-26  April 2016 Bangkok, Thailand
Spectrum Management Conference
The 2nd Annual Asia-Pacific

th         th          

Monday 25 April 2016Day 1: 
th
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ICS Telecom/HTZ Warfare

 allows the planning and modelling of radiocomms systems 
of almost every technology type from 8 KHz to 450 GHz. 
Connectivity between stations can be determined, 
and frequencies and codes planned.
Interference can be analysed using industry standard methods
and cand cross-border coexistence compliance tested. 

ICS Manager

is compliant with Recommendation ITU-R SM.1370
– Design Guidelines for Developing Advanced Automatic
Spectrum Management Systems. It provides a secure database
environment with powerful data exchange functions. Modules
are available to manage all mobile services, broadcast
seservices,   xed services and satellite Earth stations. 

Broadly, spectrum management requires two sub-systems: 
the spectrum management database and the spectrum management 
decision system. Both can be fully automatic (and embedded 
in other systems) or manual, under user control.

ATDI offers an integrated pair of applications – 
ICS Manager and ICS Telecom (or HTZ Warfare in the military domain). 

TThe pair allow seamless data exchange so that any spectrum allotted 
or assigned can be viewed   rst in the ICS Manager database tool.
Should the automatic assignment engine be able to assign without 
additional analysis the assignment is made and the licence issued. 
In the event that engineering analysis is needed this is completed 
in ICS Telecom or one of its sub-systems.
The ICS Manager-ICS Telecom system is enveloped by a process   ow 
allallowing business process engineering to be used to determine 
the degree of automation and the automation steps.

While offering a fully integrated solution for all services, 
ATDI acknowledge that many regulators already have part solutions 
and may require speci  c parts of the system.

White-spaces
Technology evaluation / Site candidates
Business modelling
Spectrum optimizing/Spectrum monitoring
Network proving/System administration
Regulation constraints/Environment constraints
PProspective planning
International, bi-lateral & regional coordination

Spectrum regulation is ATDI’s core business; 
the company offers both software to facilitate regulation 
and consulting services to help regulators and 
operators make informed decisions.

www.atdi.com
support@atdi.com
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Bharat Bhatia, Regional Director, APME, Government Affairs, Motorola Solutions
Ahmed Nadeem, Head of Studio Technology and Training, ABU
Gregg Daffner, Chairman of the Wireless Action Group (WAG), CASBAA; & CEO, Gapsat
Lasse Wieweg, Chairman, Spectrum Group, GSA
Peng Zhao, Senior Policy Manager, Government and Regulatory Affairs, GSMA 

Lunch

Session 3: Digital migration – current situation and strategies ahead
The digital switchover in the Asia Pacific region is ongoing, with countries at various stages 
in the switchover process and also facing up to differing challenges depending on factors 
such as market conditions. For example, where over-the-air television is popular, one challenge
is ensuring that digital terrestrial television is affordable; whereas when alternative platforms to
digital are popular and penetration of pay-television is strong, it is more important to find an
approach that makes digital terrestrial television attractive to viewers. This session will look
at the overall situation across the region, the progress being made, how these challenges
are being overcome, and the likelihood of countries hitting the targets that have been set.

István Bozsóki, Head, Spectrum Management & Broadcasting Division, ITU
Presentation: The current situation in the region – Information about the
status of the transition
István Bozsóki, Head, Spectrum Management and Broadcasting Division, ITU
Presentation: The Broadcast Perspective 
Ahmed Nadeem, Head of Studio Technology and Training, ABU
Presentation: Digital Dividend - Time for action 
Joe Guan, Spectrum Policy Manager, Asia Pacific, GSMA
Presentation: Case Study – Vietnam
Le Van Tuan,  Deputy Director General, Authority of Radio Frequency 
Management, Ministry of Information and Communications of the S.R of Vietnam
Presentation: Case Study – Australia
Nevio Marinelli, Manager of the Spectrum Planning Section, ACMA

Panel Discussion and Q&A

Afternoon Coffee

Session 4: Releasing the potential of the 700MHz band in Asia
The majority of countries across Asia Pacific have now committed to following the APT
700Mhz bandplan, with the general consensus both in the region and in many countries
elsewhere that it offers more efficiency and flexibility than alternative plans that have been
put forward. There are still different choices that regulators face when implementing
bandplan, and also on deciding channel size and the range of blocks of spectrum to be
allocated. This session will look at the current status of allocation across the region, the
various approaches that are now in place and those which are being proposed. With the
decision taken at WRC-15 to globally harmonize the allocation of 700Mhz band for IMT and
more and more regions seemingly following the APT plan, it will look at what this means for
countries in the region, particularly in areas such as economies of scale and others. As the
future shape of the 700Mhz band across the region starts to become clearer, look at the best
way forward in unlocking the full economic and social benefits of this valuable spectrum.

Panellists:

12:30 – 13:40

13:40 – 15:15 

Moderator: 
13:40 – 13:55

13:55 – 14:10

14:10 – 14:25

14:25 – 14:40

14:40 – 14:55

14:55 – 15:15

15:15 – 15:30 

15:30 – 16:50   
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Telecoms specialists Coleago Consulting is a
specialist telecoms management consulting firm
providing advice to operators, regulators and
investors.

Experience based consulting approach We do
not employ inexperienced junior consultants – all
our consultants have a minimum of 14 years
experience and most have over 20 years, often at
board level in operational businesses. Clients can
be confident that their project will be delivered by
senior consultants from start to finish and our
solutions and recommendations will be credible,
relevant, realistic and practical.

Spectrum expertise Coleago has carried out
over 80 spectrum consultation, valuation, auction
and beauty contest licence projects. We provide
spectrum demand modelling tools for the GSMA.
Through our conference papers, blogs and
industry comments Coleago is recognised as a
thought leader on spectrum related matters.

Spectrum valuation and projects completed in 
2015/16
During 2015/16 Coleago conducted spectrum
valuation and auction projects in Indonesia,
Bangladesh, Denmark, South Africa the Ukraine,
Nigeria, Ghana, Russia, and Myanmar.
Spectrum auction capacity building workshops
Coleago delivers per year 5 to 6 capacity building
workshops and whitepapers on spectrum related
matters. Much of capacity building work is carried
in conjunction with the GSMA.
 Criteria for Successful Spectrum Auctions in

India, an in-depth presentation in New Delhi
2016 for the Department of Telecom-
munications.

 In 2015/16 Coleago delivered Best Practice
Spectrum Auction workshops in China, South
Africa, Tanzania, Gabon, and Mozambique.

 Conferences presentations at spectrum
conferences in the Americas, Asia and
Europe.

Strategy & Business Planning
 Strategy Development, Marketing Strategy
 MVNO and Multi-Brand Wholesale Strategy 
 Business Planning and Business Modelling

Telecoms Regulation & Interconnect
 Accounting Separation, Regulatory Price Control
 Interconnect Cost Modelling, RIO
 Regulatory Consultations

Spectrum Valuations and Auctions 
 Spectrum Strategy and Spectrum Valuation 
 Spectrum Auctions & Bid Strategy
 Spectrum Auction Design and Reserve Prices

Transaction Services
 Commercial Due Diligence
 Tower Due Diligence
 Preparation of Information Memorandum

Mobile Network Sharing
 Mobile Network Sharing
 Managed Services and Outsourcing
 Network Audit

Business Transformation & Cost Reduction
 Operational Performance Review
 Mobile Network Sharing & Tower Sale
 Restructuring and Turnaround

www.coleago.com       stefan.zehle@coleago.com      Tel: +44 7974 356258
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Hans – Martin Ihle, Senior Consultant, NERA
 Presentation: Allocating the 700Mhz band - current status & approaches
Hans – Martin Ihle, Senior Consultant, NERA
Presentation: Looking further ahead – to what extent should countries
be considering the 800Mhz band when deciding their approach to 700Mhz?
Fiodor Stankevitch, Director of Spectrum Management Projects, Middle
East, Asia, Africa, ATDI
Case Study: The approach to the 700Mhz band in key countries in the region
Scott Minehane, Principal, Windsor Place Consulting Pty Ltd; & Expert, ITU
Case Study: Plans for the 700Mhz band in Bangladesh
Md. Nurannabi, Deputy Director, Spectrum Monitoring & Detection,
Bangladesh Telecommunication Regulatory Commission 

Panel Discussion and Q&A

Presentation: ITU R-D-T, Intersectoral activities on human exposure to
electromagnetic fields
Dr Haim Mazar, Vice Chairman Study Group 5 (Terrestrial Services), ITU-R

ITU Spectrum Management Workshop I: Principles and NFAT 
- Assessing National Spectrum Management Practices
- Trends in Spectrum Management 

Networking Reception with drinks and canapés 

Registration and Welcome Coffee 

Session 5: Achieving the global vision for 5G – meeting the spectrum
requirements
A major part of the discussions at WRC-15 was to set some of the key topics for
discussion for WRC-19, and in particular bands to be considered for 5G technologies.
The outcomes have seen a focus on the ‘millimeter’ bands (above 24 Ghz), with 11
bands in that range identified for consideration. This decision, whilst meaning that a
more concise and workable list of options is now on the table, excludes many bands
that were promoted by mobile equipment manufacturers, as well as delegations from
some Asian countries. This session will look at what this means for the future shape
of a 5G ecosystem, at the extent to which these millimeter bands can meet the
spectrum requirements and where (if anywhere) lower frequency bands may also be
necessary. It will also look at what the decisions at WRC-15 mean for the future use
of spectrum in the 6Ghz – 20Ghz range for 5G and for those other bands not
identified for consideration (for example below 6 Ghz and in the 28 Ghz band). More
generally it will focus on the work that now needs to be done prior to WRC-19 to
ensure that the correct decisions are made on spectrum assignment for 5G, and to
ensure a smooth deployment in 2020 

Moderator: 
15:30 – 15:45

15:45 – 16:00

16:00 – 16:15

16:15 – 16:30

16:30 – 16:50 

16:50 – 17:05

17:10 – 18:30

18:30 – 20:00

08:30 – 09:00

09:00 – 10:50

Tuesday 26 April 2016Day 2: 
th
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INNOVATING 
WITH SPECTRUM  
TO DELIVER RESILIENCE, 
UBIQUITY & MOBILITY

Resilience
Networks connecting millions of people and things also bring the added risk of 
failure, whether due to malicious or unknown attacks. Satellites, being a Physical 
Private Network in the sky, are inherently immune to these and so can provide a 
reliable backup.

Integrating satellite into future networks from the start will give the overall 5G 
network the in-built resilience capability and robustness it requires. 

Ubiquity
While the vast majority of 5G services will be delivered to consumers via core 
fixed and mobile networks, satellite technology is the only technology platform 
available to ensure true ubiquitous delivery of innovative services for emerging 
vertical market applications such as smart grids, smart homes, telemedicine, and 
secure sensors for both government and commercial uses such as geo-fencing 
and domain awareness.

Mobility
An increasing population presents challenges in terms of coverage, capacity, and 
eventually bandwidth. With that population constantly on the move expecting 
seamless connectivity from the air to the ground, satellite and terrestrial 
networks must be integrated. Specifically, next generation hybrid mobile/
satellite connectivity will underpin the world’s future connected transportation 
infrastructure. Broadband connectivity via a combination of mobile and satellite 
is key to enabling full exploitation of the next generation of mobility services for 
transport - including intelligent cars/smart roads, trains, ships or planes - both 
manned and unmanned. 

www.esoa.net

Spectrum for 5G
With the outcome of WRC15, world 
administrations have given a clear signal 
that different technologies, fixed and mobile, 
terrestrial and satellite, will all continue to 
play a vital role in enabling next generation 
communications around the world. 

Policymakers should ensure that studies and 
plans for development of terrestrial 5G / IMT-
2020 services / systems are implemented 
either in the frequency bands currently 
identified by the ITU for IMT or possible new 
bands that might be identified by WRC-19 
under Agenda Item 1.13 

�   In either case, existing services in the 
same and adjacent bands must be 
protected from interference.

�   The use of bands for terrestrial 5G which 
are not harmonised internationally is not 
beneficial and would likely cause harm to 
other services. 

Governments should also enable exploitation 
and use of multi-frequency-band radio 
devices in 5G equipment to leverage of 4G+/
LTE evolution and new 5G radio-access 
standards as well as hybrid terrestrial - 
satellite networks.

Delivering communications services for over 60 years
Satellites have been delivering communications services across the globe for over 60 years. 

From simple beginnings they are now key enablers of content delivery whether in the home or on the move, and 
remain the only guaranteed communications channel in disaster situations. Satellite also plays a key role in 
enabling telephony where there is none by backhauling the networks of terrestrial communications providers, 
as well as directly connecting citizens unserved by terrestrial infrastructure to broadband Internet.

21 OPERATORS . EUROPE . MIDDLE-EAST . AFRICA . CIS
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Tim Miller, Partner, Plum Consulting 
 Presentation: Fuelling the 5G future: understanding and delivering the
spectrum requirements
Tim Miller, Partner Plum Consulting
Presentation: Spectrum to connect the future network society
Håkan Ohlsén, Director, Spectrum and Radio Technology Strategy, Ericsson
Presentation: The approach to 5G in Korea
Kyungmee Kim, Director of Technical Regulation Division, National Radio Research Agency, MSIP
Presentation: The role of satellite in delivering a 5G future
Gerry Oberst, Senior Vice President, Global Regulatory and Governmental Strategy, SES
Presentation: Providing the spectrum to deliver 5G
Scarlett Han, Head of Partnership Development, China Mobile International Limited
Presentation:  The Coming Digital Society: Intel’s Perspective on 5G Spectrum
and Technology
Shawn Covell, VP Platform Engineering Group and Director of 5G International Advocacy, Intel

Panel Discussion and Q&A

Morning Coffee

Session 6: Tackling the short/medium term spectrum crunch for mobile
As already discussed, the reallocation of the 700Mhz band for IMT will go some way to
meeting growing consumer demand for mobile broadband in the region and tackle the so-
called spectrum crunch. However it can still arguably only be part of the solution. In order to
both relieve bottlenecks in urban centres and also ensure the roll-out of broadband in rural
areas, there is still a need to also find additional capacity, and this session will examine other
proposal and options that are being considered for this. It will look at possibilities to find
additional bandwidth in both higher and lower frequency bands, at innovative new
approaches that are being seen and at the role that other technologies can play in taking the
strain of mobile networks by ‘offloading’ traffic.

Amit Nagpal, Partner, Aetha Consulting
Introduction from moderator: What is the status of bands earmarked for
IMT across the region (for example 2.3Ghz and 2.6Ghz)?
Amit Nagpal, Partner, Aetha Consulting
Presentation: Other spectrum bands and options to tackle the crunch
Peng Zhao, Senior Policy Manager, Government and Regulatory Affairs, GSMA 

Moderator: 
09:00 – 09:15

09:15 – 09:30

09:30 – 09:45

09:45 – 10:00

10:00 – 10:15

10:15 – 10:30    

10:30 – 10:50 

10:50 – 11:10

11:10 – 12:40

Moderator:
11:10 – 11:20

11:20 – 11:35

1212



World leaders in 
spectrum advice, from 

identification and 
technical specification 

to awards and 
monitoring

Plum Consulting provides a comprehensive 
advisory service for governments, 
regulators, vendors and operators who are 
looking to identify, assign and use 
spectrum.  Combining detailed engineering 
knowledge with economic and strategy 
expertise, we provide clients with a holistic 
understanding of the issues to be addressed 
and the methods for solving them.  

For more information on our service areas 
and recent work, visit 
http://plumconsulting.co.uk/ To discuss your needs,

contact Tim Miller:
tim.miller@plumconsulting.co.uk

+44 7904 971056
@plumconsulting
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Presentation: Re-farming existing GSM/3G spectrum for 4G use –
approaches and options
Taylor Lam, Principal, Analysys Mason
Presentation: Ways to overcome the Spectrum Crunch
Pekka Ojanen, Deputy Director, LTE Industry Development, Huawei
Presentation: The role of LTE-U and LAA in providing additional capacity
Alex Orange, Director of Government Affairs, Qualcomm

Panel Discussion and Q&A 

Lunch

Session 7: Spectrum Awards and Valuation: Best practice for a
competitive, sustainable and innovative market
There have been a number of important spectrum awards across the region recently, and
with more expected in the near future, a number of countries are currently considering the
most appropriate approaches to take based on their national situation. Whilst many are opting
for auctions, other approaches such as beauty contests are often also considered, and this
session will look at where and when different award methods may be appropriate and the
factors that should be considered when making a decision. Experts will give their thoughts on
key issues relating to valuing and awarding spectrum and on auction design and strategy;
before industry and regulatory speakers give the benefit of their experience in the area; and
a final interactive discussion looking at developing a best practice for a competitive,
sustainable and innovative market.

Hans – Martin Ihle, Senior Consultant, NERA
Introduction from moderator
Hans – Martin Ihle, Senior Consultant, NERA

i. Expert corner – presentations from 2 experts on important and topical issues
Presentation: How sustainable are current spectrum valuations?
Stefan Zehle, Co-Founder and CEO, Coleago
Presentation: Best practice in auction design
Jozef Svrcek, CEO, Specure

ii. Stakeholder Response
Response from industry
Stein Gudbjornsrud, Director Spectrum Strategy, Telenor Group
Response from national regulator
Sudhir Gupta, Secretary, TRAI India
Presenation: Recent spectrum awards and licensing procedures in Pakistan
Rizwan Ahmed Hydri, DG Licensing, Pakistan Telecommunication Authority

Panel Discussion and Q&A with speakers from the session

Afternoon Coffee

11:35 – 11:50

11:50 – 12:05

12:05 – 12:20

12:20 – 12:40

12:40 – 13:50

13:50 – 15:30

Moderator:
13:50 – 13:55

13:55 – 14:10

14:10 – 14:25

14:25 – 14:40

14:40 – 14:55

14:55 – 15:10

15:10 – 15:30

15:30 – 15:45

1414



This requires fresh thinking. At SES we believe 
that combining strengths creates new business 
potential. More flexibility and more scalability  
leads to more possibilities.

That’s why we’re adding HTS satellites to our global 
GEO fleet, and investing in a MEO constellation 
with our partners O3b. And why we are entering 
into deeper collaborations with our customers in 
enterprise, maritime, aero and government.

What does this mean for your business?

Find out 
www.ses.com/plus
#ConnectivityPlus

The world of 
connectivity 
is changing

Additional HTS capabilities 
for greater possibilities:

3
Satellites launching in 2017

36 GHz
HTS capacity

100 Gbps
Up to 100 Gbps throughput

15
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Session 8: Connecting the unconnected – delivering concrete solutions
to tackle the digital divide
Much discussion has taken place in recent years on the need to tackle the digital divide and 
the best approaches in order to achieve this. Despite this however, the problem of digital 
inequality still undoubtedly remains an issue both in the Asia-Pacific region and globally, with 
some even arguing that the gap between the digital haves and digital have-nots is widening. 
With the UN’s recent World Summit on the Information on the Information Society (WSIS+10) 
identifying the need to bridge the digital divide as critical in order to meet their Agenda 2030 
Sustainable Development goals, this session will offer the opportunity to take stock. It will look 
at how successful current strategies have been in delivering broadband to outlining and 
unconnected areas, and at which techniques are working and which are not. By focussing on 
both new and existing technological and regulatory tools and on some of the new innovative 
approaches that are being considered, it will look at the best way forward and the right 
technology mix in order to eventually achieve the ultimate goal of universal access.

Scott Minehane, Principal, Windsor Place Consulting Pty Ltd; & Expert, ITU
Presentation
Jeffrey Yan, Director Technology Policy, Microsoft
Presentation
Guillaume Mascot, Director, Government Relations APJ (Asia-Pacific, Japan) & India, Nokia 
Presentation
Chee Keong Foong, Head of Regulatory Affairs, Corporate Office, Axiata
Presentation – A regulatory perspective
H. E. Kan Channmeta, Secretary of State, Ministry of Posts and
Telecommunications (MPTC), Cambodia 
Presentation – The role of satellite
Gerry Oberst, Senior Vice President, Global Regulatory and Governmental Strategy, SES

 Panel Discussion and Q&A

ITU Spectrum Management Workshop II: Software and Applications
- Automation of National Spectrum Management with Introductions to SMS4DC
- Registration of Spectrum Assignments to ITU 

15:45 – 17:20

Moderator:
15:45 – 16:00

16:00 – 16:15

16:15 – 16:30

16:30 – 16:45

16:45 – 17:00

17:00 – 17:20

17:25 – 18:30
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         When will
    what’s next become 
what’s now?

© 2016 Qualcomm Incorporated.. Qualcomm is a trademark of Qualcomm Incorporated, 
registered in the United States and other countries. Why Wait is a trademark of Qualcomm Incorporated.

#WhyWait to join the discussion
Qualcomm.com/WhyWait

When we connected the phone to 
the Internet, it became a smartphone. 

Today, that same restless vigor 
guides us as we innovate the more 

intuitive Internet of Things, new 
horizons in mobile experiences, 

optimized connectivity and cognitive 
technology that learns and adapts 

to us. We are Qualcomm and we are 
bringing the future forward faster.
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+43 1 890 93 09 • www.specure.com

Vis
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d g

oals

Spectrum auction consulting

Pre-auction services

Auction implementation

Review of frequency usage

Begin with the end in mind. Get practical knowledge of the CCA and SMRA 
implementations using the SPECURE Electronic auction platform. Several 
SPECURE workshops are available throughout the year. 

Please contact
Jozef Svrcek • jozef.svrcek@specure.com

Andreas Gaber • andreas.gaber@specure.com

SPECTRUM AUCTION
SOFTWARE & CONSULTING
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Measuring the Information Society Report

The Measuring the Information Society (MIS) Report is the ITU’s flagship annual report featuring key ICT data 
and benchmarking tools to measure the information society. The latest report was launched on 30 November 
2015 on Day 1 of the World Telecommunication/ICT Indicators Symposium (WTIS‑15), held in Hiroshima, 
Japan.

Key global findings at a glance
 � 3.2 billion people are now online (43% of the population)

 � The number of Internet users in developing countries has almost doubled in five years

 � Mobile cellular subscriptions are up to 7.1 billion from 2.2 billion in 10 years 

 � 3G population network coverage has increased from 45% to 69% in four years

 � The Internet‑use gender gap is at 11% 

 � Mobile broadband subscriptions grew from 0.8 billion in 2010 to an estimated 3.5 billion in 2015

 � Between 2013 and 2014, mobile broadband prices dropped by over 25% in least‑developed countries 

 � Fixed broadband prices surged in 2014

 � The Internet of Things (IoT) and Big Data hold the potential to address major development challenges 
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Report flags new growth, gaps and opportunities

The importance of the latest Measuring the Information Society 

Report was on display moments after it was released at the World 

Telecommunication/ICT Indicators 

Symposium (WTIS‑15), in Hiroshima, 

Japan. Government ministers, 

official statisticians, data scientists, 

and other distinguished public‑ and 

private‑sector colleagues immedi‑

ately began to discuss how to use 

the report’s data on information and 

communication technologies (ICTs) 

to improve people’s lives.

“ICTs will be essential in 

meeting each and every one of the 

[United Nations’] 17 newly‑agreed 

Sustainable Development Goals 

(SDGs),” said ITU Secretary‑General 

Houlin Zhao at the report’s launch. 

“And this report plays an important 

role in the SDG process. Without 

measurement and reporting, we 

cannot track the progress being 

made, and this is why ITU gathers 

data and publishes this important 

report each year.”

Indeed, the Measuring the 

Information Society Report is widely 

recognized as the most reliable 

and impartial source of data and analysis on the state of global ICT 

development. It is extensively relied upon by governments, interna‑

tional organizations, development banks and private sector analysts 

worldwide. 

“[The report] aims to stimulate the ICT policy debate … by pro‑

viding an objective assessment of countries’ performance in the field 

of ICT and by highlighting areas that need further improvement,” said 

Brahima Sanou, Director of ITU’s Telecommunication Development 

Bureau, which produces the report each year.

Unequal progress, 
slower growth

One of the biggest signs of 

progress highlighted by the report 

is that the number of Internet users 

in developing countries has almost 

doubled in the past five years. In 

addition, 46% of households globally 

now have Internet access at home, 

up from 44% last year and just 30% 

in 2010. 

However, “findings indicate 

that we still have a lot of work to 

do to bridge the gap between the 

world’s 48 least‑developed countries 

and the rest of the world,” said 

Cosmas Zavazava, Chief of BDT’s 

Project Support and Knowledge 

Management Department. 

The report reveals that only 6.7% 

of people in the 48 UN‑designated 

Least Developed Countries (LDCs) 

have home Internet access, com‑

pared to 34.1% in the developing 

world — and 81.3% in the developed world. In addition, the overall 

gap between LDCs and other developing countries is growing, 

according to the ITU’s ICT Development Index (IDI) — a key com‑

ponent of the report. (For more on the IDI country rankings, see 

“Lessons from IDI award-winning countries”.)

The report points out that significant digital divides also occur 

within countries, between different sections of society. Gender is 
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one of the most prominent of those divides, with data suggesting 

that there is a gap of some 11 per cent in Internet use between 

men and women worldwide. The 2015 “gender gap” is lowest in 

developed countries (at 5.4%), significantly higher in developing 

countries (15.4%), and highest in LDCs (28.9%). 

The report highlights the need for much more comprehensive 

and systematic gathering of gender‑disaggregated data from coun‑

tries, a point echoed by many participants. “If we do not gender‑dis‑

aggregate the data … it is going to be very difficult for policymak‑

ers to give the right solutions to the right problems,” said Sharifah 

Zarah Syed Ahmad, Secretary‑General of Malaysia’s Ministry of 

Communications and Multimedia. 

So what do the digital divides shown by the report mean for 

achieving the UN’s SDGs — and how do they map to ITU’s goals for 

ICT development?

’Connect 2020’ targets: Are we on track?
This year’s report statistically assesses the strategic goals and 

targets set forward in the ITU’s Connect 2020 Agenda, which was 

adopted by ITU members in 2014. For the first time, the report takes 

stock of where the world stands in terms of the four Connect 2020 

goals of Growth, Inclusiveness, Sustainability, and Innovation and 

Partnerships — and the specific targets attached to each goal.

The report notes, for instance, that the proportion of households 

projected to have Internet access in 2020 will reach 56%. That is 

on pace to exceed one of the key Connect 2020 growth targets of 

Internet access for 55% of households worldwide by 2020. But the 

report predicts that only 53% of the global population will be online 

in 2020, a figure that falls below the Connect 2020 target of 60%.

More action will be needed to ensure that targets for growth 

and inclusiveness are not missed in developing countries, especially 

in LDCs. The Connect 2020 Agenda aims to ensure that at least 

50% of households in developing countries and 15% of households 

in LDCs have access by 2020, but ITU estimates that only 45% of 

households in developing countries and 11% of LDC households will 

have Internet access by that date.

Another target calls for 90% of the rural population to have 

broadband coverage by 2020. Given that in rural areas the coverage 

is currently 30%, as opposed to 90% in urban areas, it is clear that 

focus needs to be on rural broadband coverage over the next five 

years. 
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IDI overall rankings and ratings, 2015 and 2010 See interactive guide

2015 2010 2015 2010 2015 2010

Economy Rank IDI Rank IDI Economy Rank IDI Rank IDI Economy Rank IDI Rank IDI 

Korea (Rep.) 1 8.93 1 8.64 Costa Rica 57 6.20 80 4.07 Algeria 113 3.71 114 2.99
Denmark 2 8.88 4 8.18 Kazakhstan 58 6.20 62 4.81 Guyana 114 3.65 103 3.24
Iceland 3 8.86 3 8.19 Romania 59 6.11 55 4.99 Sri Lanka 115 3.64 115 2.97
United Kingdom 4 8.75 10 7.62 TFYR Macedonia 60 6.07 57 4.96 Belize 116 3.56 104 3.17
Sweden 5 8.67 2 8.43 Brazil 61 6.03 73 4.29 Syria 117 3.48 106 3.14
Luxembourg 6 8.59 8 7.82 Antigua and Barbuda 62 5.93 58 4.91 Namibia 118 3.41 120 2.63
Switzerland 7 8.56 12 7.60 St. Kitts and Nevis 63 5.92 43 5.80 Bhutan 119 3.35 128 2.02
Netherlands 8 8.53 7 7.82 Malaysia 64 5.90 61 4.85 Honduras 120 3.33 116 2.94
Hong Kong, China 9 8.52 13 7.41 Montenegro 65 5.90 60 4.89 Guatemala 121 3.26 118 2.86
Norway 10 8.49 5 8.16 Moldova 66 5.81 74 4.28 Samoa 122 3.11 121 2.43
Japan 11 8.47 9 7.73 Azerbaijan 67 5.79 76 4.21 Nicaragua 123 3.04 123 2.40
Finland 12 8.36 6 7.96 St. Vincent and the Grenadines 68 5.69 63 4.69 Kenya 124 3.02 126 2.09
Australia 13 8.29 15 7.32 Turkey 69 5.58 67 4.56 Vanuatu 125 2.93 124 2.19
Germany 14 8.22 17 7.28 Trinidad and Tobago 70 5.57 65 4.58 Sudan 126 2.93 127 2.05
United States 15 8.19 16 7.30 Brunei Darussalam 71 5.53 53 5.05 Zimbabwe 127 2.90 132 1.97
New Zealand 16 8.14 19 7.17 Venezuela 72 5.48 71 4.36 Lesotho 128 2.81 141 1.74
France 17 8.12 18 7.22 Mauritius 73 5.41 72 4.31 Cuba 129 2.79 119 2.66
Monaco 18 8.10 22 7.01 Thailand 74 5.36 92 3.62 Cambodia 130 2.74 131 1.98
Singapore 19 8.08 11 7.62 Colombia 75 5.32 83 3.91 India 131 2.69 125 2.14
Estonia 20 8.05 25 6.70 Armenia 76 5.32 78 4.10 Senegal 132 2.68 137 1.80
Belgium 21 7.88 24 6.76 Bosnia and Herzegovina 77 5.28 75 4.28 Gabon 133 2.68 122 2.41
Ireland 22 7.82 20 7.04 Georgia 78 5.25 85 3.76 Nigeria 134 2.61 133 1.96
Canada 23 7.76 21 7.03 Ukraine 79 5.23 69 4.41 Gambia 135 2.60 129 1.99
Macao, China 24 7.73 14 7.38 Dominica 80 5.12 66 4.56 Nepal 136 2.59 140 1.75
Austria 25 7.67 23 6.90 Maldives 81 5.08 82 3.92 Côte d’Ivoire 137 2.51 142 1.74
Spain 26 7.66 30 6.53 China 82 5.05 87 3.69 Lao P.D.R. 138 2.45 135 1.92
Bahrain 27 7.63 48 5.42 Grenada 83 5.05 64 4.67 Solomon Islands 139 2.42 139 1.78
Andorra 28 7.60 29 6.60 Mongolia 84 5.00 97 3.52 Angola 140 2.32 144 1.68
Barbados 29 7.57 38 6.04 Suriname 85 4.99 100 3.39 Congo (Rep.) 141 2.27 136 1.83
Malta 30 7.52 28 6.67 St. Lucia 86 4.98 70 4.39 Myanmar 142 2.27 150 1.58
Qatar 31 7.44 37 6.10 Seychelles 87 4.96 81 3.98 Pakistan 143 2.24 138 1.79
United Arab Emirates 32 7.32 49 5.38 South Africa 88 4.90 88 3.65 Bangladesh 144 2.22 148 1.61
Slovenia 33 7.23 27 6.69 Panama 89 4.87 79 4.07 Mali 145 2.22 155 1.46
Czech Republic 34 7.21 33 6.30 Ecuador 90 4.81 90 3.65 Equatorial Guinea 146 2.21 134 1.96
Israel 35 7.19 26 6.69 Iran (I.R.) 91 4.79 99 3.48 Cameroon 147 2.19 149 1.60
Belarus 36 7.18 50 5.30 Jordan 92 4.75 84 3.82 Djibouti 148 2.19 143 1.69
Latvia 37 7.16 34 6.22 Tunisia 93 4.73 93 3.62 Uganda 149 2.14 151 1.57
Italy 38 7.12 31 6.38 Albania 94 4.73 89 3.65 Mauritania 150 2.07 146 1.63
Greece 39 7.09 35 6.20 Mexico 95 4.68 86 3.70 Benin 151 2.05 147 1.63
Lithuania 40 7.08 39 6.02 Cape Verde 96 4.62 107 3.14 Togo 152 2.04 145 1.64
Saudi Arabia 41 7.05 56 4.96 Kyrgyzstan 97 4.62 112 3.02 Zambia 153 2.04 152 1.55
Croatia 42 7.00 42 5.82 Philippines 98 4.57 105 3.16 Rwanda 154 2.04 154 1.47
Portugal 43 6.93 36 6.15 Morocco 99 4.47 96 3.55 Liberia 155 1.86 161 1.24
Poland 44 6.91 32 6.38 Egypt 100 4.40 98 3.48 Afghanistan 156 1.83 156 1.37
Russian Federation 45 6.91 46 5.57 Fiji 101 4.33 102 3.28 Tanzania 157 1.82 153 1.54
Kuwait 46 6.83 45 5.64 Viet Nam 102 4.28 94 3.61 Mozambique 158 1.82 160 1.28
Slovakia 47 6.82 40 5.96 Dominican Rep. 103 4.26 101 3.38 Burkina Faso 159 1.77 164 1.13
Hungary 48 6.82 41 5.92 Peru 104 4.26 91 3.64 Congo (Dem. Rep.) 160 1.65 162 1.23
Uruguay 49 6.70 52 5.19 Jamaica 105 4.23 95 3.60 South Sudan 161 1.63 – –
Bulgaria 50 6.52 47 5.45 El Salvador 106 4.20 110 3.10 Guinea-Bissau 162 1.61 158 1.33
Serbia 51 6.45 51 5.29 Bolivia 107 4.08 113 3.00 Malawi 163 1.61 159 1.33
Argentina 52 6.40 54 5.02 Indonesia 108 3.94 109 3.11 Madagascar 164 1.51 157 1.34
Cyprus 53 6.37 44 5.75 Ghana 109 3.90 130 1.98 Ethiopia 165 1.45 165 1.07
Oman 54 6.33 68 4.41 Tonga 110 3.82 111 3.08 Eritrea 166 1.22 163 1.14
Chile 55 6.31 59 4.90 Botswana 111 3.82 117 2.86 Chad 167 1.17 166 0.88
Lebanon 56 6.29 77 4.18 Paraguay 112 3.79 108 3.11
Source: ITU’s Measuring the Information Society Report 2015.
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Affordability: The key role of price
The report includes ICT price data for most of the world’s econ‑

omies. The report not only looks at the price of ICTs in terms of US 

dollars and purchasing power parity dollars, but also at affordability, 

calculated as the price of an ICT service as a percentage of gross 

national income per capita (GNI p.c.). 

ITU collects price data because ICT prices do matter. One of 

the key findings of the report is that global mobile‑cellular prices 

continue to fall in terms of relative as well as absolute terms. The 

greatest decreases over the past year have been in mobile‑broad‑

band prices, which have made the service on average between 20% 

and 30% more affordable worldwide. Indeed, mobile broadband 

has become the most dynamic telecom market segment, with dou‑

ble digit growth rates in subscription numbers over the last eight 

years. The report reveals that competition has not only increased the 

variety of available packages, but has also brought down prices. 

There is still, however, ample evidence that despite an impor‑

tant drop in prices, the relatively high prices continue to be a barrier 

for broadband services. That is why one of the key Connect 2020 

targets is for broadband services to cost no more than 5% of aver‑

age monthly income in developing countries by 2020. By early 2015, 

111 economies (out of 160 with available data) — including all of 

the world’s developed countries and 67 developing countries — 

had achieved the target. However, 22 developing countries still have 

broadband prices which correspond to more than 20% of GNI p.c.

The report also notes a sharp increase in fixed‑broadband prices 

that had been falling consistently for a number of years. This trend 

is of particular concern for the LDCs, where the fixed‑broadband 

services that help fuel today’s digital economy remain largely 

unaffordable. The 2014 average fixed‑broadband price basket 

corresponded to 98% of GNI p.c. in LDCs, up from 70% a year before, 

a steep jump that will not improve the already very low uptake of 

fixed broadband in the world’s poorest countries.

New opportunities in the ’IoT’ era 
The report includes a chapter on how the Internet of Things (IoT) 

can contribute to development. It looks at some specific domains 

in which IoT has high potential, such as health, climate monitor‑

ing, energy and disaster management. From drones to precision 

agriculture to transportation and electric grids in “Smart Cities,” the 

report gives some specific examples of how IoT is being used to 

boost development.

The report also identifies a number of challenges in order 

to reap the benefits that IoT could bring for development. 

Interoperability, for instance, poses major challenges because it 

is not just a matter of bringing together stakeholders in the ICT 

sector but also assembling other relevant stakeholders, such as car 

manufacturers, utility providers, local authorities and more. The 

report also highlights that fixed broadband connectivity and high 

bandwidth are required to harness the full potential of IoT. So given 

the limited infrastructure in several developing countries, this is a 

challenge that requires policy attention. There are also a number of 

data management challenges that national statistical offices and 

regulatory authorities could help in tackling, according to the report. 

The participants of WTIS discussed and debated these issues, 

among others, during several lively panel discussions on IoT and 

Big Data. (For more, see “Harnessing Big Data”.)
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Pathway for Smart Sustainable Cities:  
A guide for city leaders

By Silvia Guzmán, Chairman, ITU Focus Group for Smart Sustainable Cities

Since the Iron Age, the human race has advanced steadily 

towards becoming a sophisticated manipulator of all factors 

of production. Man’s move from agriculture to capitalization, 

industrialization and specialization of labour has led to growth 

in modern-day cities, bringing with it both positive and 

unwelcome consequences. Socio-economic growth has exploded 

at unprecedented rates, but alas, at equally unprecedented 

environmental cost. People are moving to cities for better 

educational and employment opportunities and higher incomes. 

The global urban population has been rising by an average of 

65 million people annually during the past three decades, the 

equivalent of adding seven Chicagos a year. 

As of 2014, there are 28 megacities in the world, home to 

453 million people. With 54% of the world’s population now living 

in urban areas, cities are experiencing a range of different problems 

emanating from an ever increasing rural-to-urban migration. These 

include acute scarcity of basic amenities, environmental crises, and 

rising pollution levels — all of which threaten to burst the seams of 

already suffocated cities and their ageing infrastructure. 
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Projections indicate that these trends will continue. The total 

global population living in cities is expected to rise to 66% by 2050. 

Cities can usually account for up to 75–80% of a country’s gross 

domestic product (GDP), and are considered the primary engines 

of global economic growth. The flip side, however, which may not 

be sufficiently factored in by city planners, is that cities account for 

50% of global waste along with 60% of global greenhouse gas 

(GHG) emissions.

There is increasing pressure on the availability of natural 

resources such as water, land and fossil fuels. There are now grow-

ing concerns about the viability of existing transportation infrastruc-

ture, the provision of adequate health care, access to education, and 

overall safety for the increasing population in urban areas. 

Continuous improvement
Urban stakeholders are faced with daunting dilemmas as to 

whether to promote cities as drivers of economic growth or to pay 

heed to issues related to the increasing population, such as resource 

overuse and dependence. It is in response to this challenge that the 

ITU’s Focus Group on Smart Sustainable Cities (FG-SSC) sought to set 

out a path for guiding cities to become both smart and sustainable. 

“Smart Sustainable Cities” is a concept which emerged more 

than a decade ago. It intends to leverage the potential of informa-

tion and communication technologies (ICTs) in urban governance 

systems to create cities which are not only economically and 

socially advanced, but are also designed to achieve environmen-

tal sustainability.

ITU acknowledges that for cities wishing to become Smart 

Sustainable Cities, each one starts from a different baseline. 

However, it is important to understand that building a Smart 

Sustainable City means embarking on a continuous journey of holis-

tic improvement, rather than achieving an “ultimate solution”.

A guide for city leaders
Bearing in mind the above, a pathway has been outlined in 

the Focus Group on Smart Sustainable Cities “Technical Report 

on Smart Sustainable Cities: a guide for city leaders”, based 

on which urban stakeholders can envisage and establish their 

very own Smart Sustainable Cities. This guide has been officially 

referenced in the Habitat III Issue Paper on Smart Cities as an 

input to the UN-Habitat III Conference on Housing and Sustainable 

Urban Development, to be held in Quito, Ecuador, from 17 to 

20 October 2016.

The pathway to Smart Sustainable Cities presented by the Focus 

Group redefines the way in which smart city infrastructures are 

planned and built, services are offered, citizens are engaged, and 

systems are linked. The aim is to transform cities into more sustain-

able, smart, robust and resilient living environments, also taking 

into account disaster resistance, reduced GHG emissions, protection 

against crime and ensuring cybersecurity.

1.
Set the vision 
for your SSC 

venture

2.
Identify

your SSC 
targets

5.
Measure

your city’s
progress

3.
Achieve
political
cohesion

4.
Build

your SSC

6.
Ensure

accountability
and 

responsability

Smart
Sustainability

City Cycle
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ICTs and Smart Sustainable Cities
The integration of ICTs into key Smart Sustainable City pro-

cesses is pertinent to achieving sustainability. ICTs can assist with 

the establishment of Smart Sustainable Cities through innovation, 

as well as redesigning of existing processes. This can include new 

applications, technologies and systems for smart energy, smart 

transportation, smart buildings, smart water management and 

smart government. 

ICTs can provide an integrated strategic approach to sustaina-

bility and smartness in Smart Sustainable Cities, making them key 

enablers of urban development. ICT integration into the existing 

urban infrastructure also plays a vital role in the achievement of the 

UN post-2015 Sustainable Development Goals (SDGs), with par-

ticular reference to Goal 9 aimed at building resilient infrastructure, 

promoting inclusive and sustainable industrialization and fostering 

innovation; and Goal 11 aimed at making cities and human settle-

ments inclusive, safe, resilient and sustainable. It can also play a cru-

cial role in improving levels of education, attaining gender equality, 

raising awareness on human rights issues, and strengthening global 

cooperation for development. 

In essence, ICTs act as catalysts in achieving the three pillars 

of sustainable development — economic growth, social inclusion 

and environmental balance. In terms of environmental issues, ICTs 

can provide support through monitoring and reporting schemes 

on greenhouse gas emissions and energy consumption. ICTs also 

help provide sustainable products using environmentally conscious 

design principles and best practices, covering development and 

manufacture as well as end-of-life treatment.

The ITU–T Focus Group on Smart Sustainable Cities concluded 

its work in May 2015, and in June 2015 ITU members established 

the new ITU–T Study Group 20 to look at “Internet of Things and its 

applications including smart cities and communities”. ITU–T Study 

Group 20 is developing, inter alia, standards that leverage IoT tech-

nologies to address urban-development challenges.

Towards this end, the Smart Sustainable city vision can fulfil 

the dreams of billions of citizens to enjoy a better quality of life. 

The Smart Sustainable City option is no longer an option — it is 

a necessity.AF
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Information on the work of the ITU Focus Group on Smart Sustainable 
Cities can be found at: www.itu.int/en/ITU-T/focusgroups/ssc
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Group 20 is developing, inter alia, standards that leverage IoT tech-

nologies to address urban-development challenges.

Towards this end, the Smart Sustainable city vision can fulfil 

the dreams of billions of citizens to enjoy a better quality of life. 
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The Global Spectrum Series 2016
The world’s largest and most comprehensive collection  

of Spectrum Management policy conferences

The Americas | Asia-Pacific | Europe | Sub-Sahara | Latin Americas | Middle East/North Africa

About the Series

Upcoming Events

The Global Spectrum Series is unique in offering the global spectrum community high level platforms to discuss key issues, 
opportunities to network, develop new contacts and exchange best practices both within and beyond regional boundaries.

Each event is established as a key platform within the specific region, providing attendees with the highest quality content and 
networking opportunities. With delegate numbers typically ranging between 150-300 participants, each event brings together 

leading regional policy and business related spectrum experts, with key global experts from around the world.

The 11th Annual European  
Spectrum Management Conference

 www.spectrummanagement.eu

22 - 23 June 2016 / Brussels . Belgium

 

For more details regarding the Global Spectrum Series in general, or to discuss how you can
become involved in any of these conferences, please contact Dan Craft: 

+44 (0) 2920 783 021 / dan.craft@forum-global.com

The Global Spectrum Series is brought to you by

#GlobalSpectrumSeries      @Global_Spectrum

www.Spectrum-Series.com
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Intel® Education 2 in 1

Easily switch from a laptop to a tablet with just a push of a button

Get the best of both worlds

Transform learning and teaching. Enable student success
in school and beyond.

Designed specifically for education,
the Intel® Education 2 in 1 is a tablet when
students want mobility and a laptop when
students need PC performance.

Enjoy the flexibility
and mobility 
of a tablet
Ideal for use on a field trip
or to collect data for a
science project

Get performance 
and productivity
of a laptop
Create multimedia reports 
and presentations with ease 

Worry less, 
learn more
Get more protection from 
drops and spills with the rugged 
and water-resistant design

Connect any hardware 
or peripheral easily
Attach a printer, camera, projector to 
the USB port for instant access 

Drive collaborative 
learning and teaching
Share classwork and interact with 
fellow students and teachers

Intel® Education 2 in 1 offers the ultimate 
learning and teaching platform.

Copyright © 2014 Intel Corporation. All rights reserved. Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and other countries. *Other names and brands may be claimed as the property of others.

Leverage this opportunity to engage students in 21st century learning.
Visit intel.com/education
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Registration

Opening Session (09.00 – 09.20)
Welcome remarks 
Sameer Sharma, Senior Adviser, ITU Regional Office for Asia and the Pacific
Welcome remarks 
Alasdair Grant, Head of Asia, GSMA
Opening remarks 
H.E. Dr. Uttama Savanayana, Minister of Information and
Communication Technology of Thailand

Keynotes (09.20 – 10.00)
Special address on ‘Digital India’ 
R S Sharma, Chairman of TRAI, India
Digital Afghanistan
H.E Mr. Muhammad Aimal Marjan, Deputy Minister IT, Ministry of Communications
and Information Technology, Afghanistan
Keynote presentation 
Alasdair Grant, Head of Asia, GSMA

Group Photo and Coffee Break

Session 2: Advancing Digital Societies in Asia-Pacific (10.20 – 11.40)
This session will look at where countries’ digital strategies are going and
how best they can get there.
Session Introduction
Sameer Sharma, Senior Adviser, ITU Regional Office for Asia and the Pacific
Digital Thailand Strategies
Dr. Pansak Siriruchatapong, Vice Minister of Information and Communication Technology, Thailand
Realizing Digital Thailand 
Lars Norling, CEO, dtac
Digital Bangladesh
H.E. Saida Muna Tasneem, Ambassador of Bangladesh to Thailand
The European Union and the Digital Single Market
Philipp Dupuis, Minister-Counsellor, Head of the Economic and Trade Section
Delegation of the European Union

07:30 – 09:00

09.00 – 09.05

09.05 – 09.10

09.10 – 09.20

09.20 – 09.30

09.30 – 09.40

09.40 – 09.55

09:55 – 10:20

10.20 – 10.25

10.25 – 10.40

10.40 – 10.55

10.55 – 11.10

11.10 – 11.25

27-28  April 2016 Bangkok, Thailand
Digital Societies Policy Forum 2016
Asia-Pacific

Wednesday 27 April 2016Day 1: 

th th

th
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Capacity
Building

Capacity Building Taster Afternoon
Supporting policymakers and regulators with free courses, books and resources

Free ‘Taster’ Training Day
The GSMA is o� ering free ‘taster’ sessions at the Asia-Pacifi c Digital Societies Policy Forum. Based on selected 
material from the GSMA’s range of in-depth Capacity Building training courses, these short but substantive
 sessions will allow policymakers and regulators to experience fi rst-hand the benefi ts of the GSMA’s high-quality 
courses and fi nd out more about how the full courses can be delivered at low or no cost to colleagues in their 
organisation or region.

Mobile for Socio-Economic Development
The potential for mobile technologies to enhance people’s lives and generate economic value is unprecedented. 
Governments in every country have a responsibility to create the conditions that maximise the benefi ts for society. 
Using selected content from the intensive GSMA Capacity Building courses, this sample session highlights the 
contribution that the mobile industry and mobile technologies make to the economy, and the wide range of mobile 
services that - particularly in developing countries - can transform people’s lives.

Internet of Things 
The Internet of Things (IoT) holds tremendous promise for citizens, businesses and governments. Referring to 
machines, devices and appliances of all kinds that are connected to the internet through multiple networks, 
IoT has the means to shrink healthcare costs, reduce carbon emissions, increase access to education, improve 
transportation safety and much more. This sample session draws on content from the GSMA’s Capacity 
Building course.

Thursday 28th April – Lotus Suite 13 

14:00 – 15:20

15:40 – 17:00

For more information about the GSMA Capacity Building Programme visit: www.gsma.com/capacitybuilding

Supporting policymakers and 
regulators with free courses, 

books and resources

cb_sa_ad_04_16.indd   1 18/04/2016   21:42
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National Broadband Plans and Spectrum Roadmap
Joe Guan, Spectrum Policy Manager, Government Regulatory Affairs, GSMA

Session 3: Developing a Smart Sustainable City (11.40 – 13.00)
For cities wishing to go the Smart Sustainable City way, each city has to start from a
different baseline for their transition to a Smart Sustainable City. Realizing that the
establishment of Smart Sustainable City is a long term process and cannot be achieved
overnight, it is essential that a series of generic steps are defined that would not only
allow for comparability but would also promote sustainable development along with
each city being able to quantify improvements as time passes. This session will look into
some practical frameworks and models for developing a Smart Sustainable City.

Session Introduction
Wisit Atipayakoon, Programme Officer, ITU Regional Office for Asia and the Pacific
Smart Busan City
Kim, Yunil, Director General for New Growth Engine Industry Bureau, Busan City 
Rethinking the role of cities in (local) regional economic development (non-capital cities) 
Martin Venzky-Stalling, Senior Advisor, Chiang Mai University Science & Technology Park
Smart and Connected Communities in a Global World  - Enabling Economic, Social and
Environmental Sustainability
Zdravka Paskaleva Newman, Manager Smart and Connected Communities, Cisco

Panel Discussion: Developing a Smart Sustainable City
Moderator:
Wisit Atipayakoon, Programme Officer, ITU Regional Office for Asia and the Pacific
Panellists:
• Kim, Yunil, Director General for New Growth Engine Industry Bureau, Busan City 
• Martin Venzky-Stalling, Senior Advisor, Chiang Mai University Science & Technology Park
• Zdravka Paskaleva Newman, Manager Smart and Connected Communities, Cisco

Lunch Break

Session 4: Unlocking the Benefits of the Internet of Things for Asia (14.20 – 15.40)
This session and interactive panel debate provides a unique opportunity for mobile
operators, policy makers, ecosystem players and anyone with an interest in the Internet
of Things to discuss the IoT opportunity within the Asia Pacific region and beyond.

Session 4 (Part 1):   What IoT Can Bring to Citizens, Cities, and Society
Learn about the benefits the IoT can generate for business and society, as well as learn
best practices for policy makers and governments.

11.25 – 11.40

11.40 – 11.45

11.45 – 12.00

12.00 – 12.15

12.15 – 12.30

12.30 – 13.00

13:00 – 14:20
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Session Introduction
Jeanine Vos, Executive Director, GSMA Connected Living 
Is IoT for all Markets?
Michael Brecht, Director Enterprise Business Unit - Mobility, M2M, IoT, Bridge Alliance
IoT brought to life 
Marc Vancoppenolle – Global Head of Government Relations, Nokia
True Smart Life with IoT 
Natthakrit Sanguandikul, PhD, Business Development Manager, Truecorp IoT/M2M 
Department
Panel Discussion: What IoT Can Bring to Citizens, Cities, and Society
Moderator:
Jeanine Vos, Executive Director, GSMA Connected Living 
Panellists:
• Marc Vancoppenolle – Global Head of Government Relations, Nokia 
• Natthakrit Sanguandikul, PhD, Business Development Manager, Truecorp IoT/M2M Department
• Michael Brecht, Director Enterprise Business Unit - Mobility, M2M, IoT, Bridge Alliance
• Simon Smith, Regulatory Head for Asia, Telstra

Coffee Break

Session 4 (Part 2):  Incentivising Growth and Innovation in the IoT (16.00 – 17.00)
According to GSMA Intelligence, Asia Pacific’s M2M market totalled 128 million cellular
M2M connections in 2015 – a figure expected to rise to 435 million in 2020.  However,
the IoT is still a nascent industry, composed of a large number of diverse players
deploying innovative solutions across a range of devices, technologies and networks.
Creating sustainable policy and regulatory environments will help enable operators to
unlock the socio-economic benefits of the Internet of Things, transforming everyday life
for consumers, businesses and industries. 

Moderator:
Jeanine Vos, Executive Director, GSMA Connected Living 
Be Healthy Be Mobile 
Sameer Sharma, ITU Senior Advisor, ASP Regional Office
IoT Policy and Regulation Trends in Asia
Chris Perera, Senior Director, AT&T 
Transforming to the Networked Society
Håkan Ohlsén PhD, Director, Spectrum & Radio Technology Strategy, Ericsson Group

Panel Discussion: Incentivising Growth and Innovation in the IoT
Moderator:
Jeanine Vos, Executive Director, GSMA Connected Living 
Panellists:
• Sameer Sharma, ITU Senior Advisor, ASP Regional Office
• Hakan Ohlsen PhD, Director, Spectrum & Radio Technology Strategy, Ericsson Group
• Chris Perera, Senior Director, AT&T 

C-level Meeting on Advancing Digital Thailand Strategies (closed meeting)

Gala Dinner

14.20 – 14.25

14.25 – 14.35

14.35 – 14.45

14.45 – 14.55

14.55 – 15.40

15:40 – 16:00

16.00 – 16.05

16.05 – 16.15

16.15 – 16.25

16.25 – 16.35

16.35 – 17.00 

17.00 – 18.30

19.00
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Registration

Session 5: Securing Digital Networks of Tomorrow  (09.00 – 10.20)
Improved access and affordability has seen a huge uptake of broadband in Asia Pacific. 
But as we move towards a hyper-connected society, the vulnerability of individuals and 
institutions to online attacks increases. Data integrity and trust now play a major role in 
ensuring increased user engagement in digital services, but how can we safeguard data 
and the increase of IoT connected devices? Is it the government’s sole responsibility to 
ensure a secure and trusted cyber space or should it be an obligation shared by all 
stakeholders? This session aims to create open dialogue to discuss potential challenges 
and solutions from across the industry.

Session Introduction  
Jake Saunders, Asia Pacific Director, ABI Research
Presentation 
Rajnesh Singh, Director of the Asia-Pacific Regional Bureau, Internet Society (ISOC) 
Protecting digital infrastructure: IoT security challenges towards 2020 
Worapat Patram, Director of Corporate Affairs,  Intel Microelectronics (Thailand) 
Digital Transformation by global ICT infrastructure
Hajime Miyazaki, Vice President & COO, Country Director (Cambodia, Laos, Myanmar)
NTT Communications
Addressing Cybersecurity in the Age of IoT
Joyce Chen, Senior Manager, GSE Strategy & Development, ICANN

Panel Discussion: Building New Security Architecture for a Hyper-
Connected Future
Moderator:
Jake Saunders, Asia Pacific Director, ABI Research 
Panellists:
• Rajnesh Singh, Director of the Asia-Pacific Regional Bureau, Internet Society (ISOC) 
• Worapat Patram, Director of Corporate Affairs,  Intel Microelectronics (Thailand)  
• Hajime Miyazaki, Vice President & COO, Country Director, NTT Communications
• Joyce Chen, Senior Manager, GSE Strategy & Development, ICANN

Coffee Break

07:30 – 09:00

09.00 – 09.05

09.05 – 09.15

09.15 – 09.25

09.25 – 09.35

09.35 – 09.45

09.45 – 10.20

10:20 – 10:40

Thursday 28 April 2016Day 2: 
th
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Session 6: Digital Financial Services and Mobile Money (10.40 – 12.40)
Two billion people -- or 38% of adults in the world -- do not use formal financial
services, and 73% poor people are unbanked because of costs, travel distances and the
often-burdensome requirements involved in opening a financial account. With more
than 7 billion mobile cellular subscriptions worldwide, today, access to, and use of, ICTs 
and other innovative technologies provide a promising way to increase access to 
financial services to the “unbanked”, particularly in the poor and rural areas, and to 
allow them to participate in the digital global economy. In this context, digital financial 
inclusion has become a must.

Session Introduction
Austin Menyasz, Government and Regulatory Affairs, APAC, GSMA
Digital Financial Services and Financial Regulators
Ricardo Estrada, Policy Manager, Digital Financial Services, Alliance for Financial Inclusion (AFI) 
Presentation 
Sophia Hasnain, Senior Market Engagement Manager, GSMA
Breaking down the barriers for mobile money across Asia
Michael Yeo, Senior Market Analyst, IDC Financial Insights
Presentation 
Brad Jones, CEO, Wave Money
Presentation 
Dominic P Arena, Group Chief Strategy & Marketing Officer, Axiata Group Berhad

Panel Discussion: Digital Financial Services and Mobile Money
Moderator:
Austin Menyasz, Government and Regulatory Affairs, APAC, GSMA
Panellists:
• Ricardo Estrada, Policy Manager, Digital Financial Services, Alliance for 
   Financial Inclusion (AFI)
• Bank Indonesia
• Sophia Hasnain, Senior Market Engagement Manager, GSMA
• Michael Yeo, Senior Market Analyst, IDC Financial Insights
• Brad Jones, CEO, Wave Money

Lunch Break

10.40 – 10.45

10.45 – 11.00

11.00 – 11.15

11.15 – 11.30

11.30 – 11.45

11.45 – 12.00

12.00 – 12.30

12:30 – 14:00
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Session 7: Tech-Startup 

Session 7(Part 1):   Startup Ecosystem (14.00 – 15.20)

Session Introduction
tbc
Growing Korean Startup Ecosystem
Mr. Jungwook Lim, Managing Director, Startup Alliance
Korea
Presentation 
Bonifasius Wahyu Pudjianto, Director of International
Marketing, Indonesian Agency for Creative Industry
Presentation 
Andrew Kvalseth, EVP, Chief Strategy & Innovation Officer,
DTAC 
Panel Discussion: Scaling innovative and sustainable mobile
digital services in Asia & Creating an open environment to
support tech innovation

Session 7 (Part 2):   CSFs and Lessons Learned 
(15.40 – 17.00)

Panel Discussion
• Hiroshi Tominaga, General Manager,Japan Battery
Regeneration Inc. (ITU Telecom World Award Winner
2015)
• Taro Amornched, CEO and Co-Founder, TakeMeTour
• Ruangroj “Krating” Poonpol, 500 TukTuks
• Shiny Yoo, Irience, ITU Telecom World Entrepreneurship
  Award Winner 2015
• Yin New Cho, CEO and Founder, U.M.S. “Queen”
  (Winner of ITU Young Innovator Competition 2015)

Breakout 2: GSMA Capacity Building
Taster Session: Internet of Things
(15.40 – 17.00)
led by Jeanine Vos, Executive Director, GSMA
Connected Living

These short but substantive taster training
sessions are excerpts from courses within the
GSMA’s full Capacity Building Programme for
2016-17, and will provide insight into key
regulatory issues while advising participants on
how to further expand their knowledge of
each topic.

Further information about the GSMA Capacity
Building Programme is at:
www.gsma.com/publicpolicy/capacitybuilding

Breakout 1: GSMA Capacity Building
Taster Session: Mobile for Socio-economic
Development (14.00 – 15.20)

led by Austin Menyasz, Policy Advisor,
Government and Regulatory Affairs 

These short but substantive taster training
sessions are excerpts from courses within the
GSMA’s full Capacity Building Programme for
2016-17, and will provide insight into key
regulatory issues while advising participants on
how to further expand their knowledge of
each topic. 

Further information about the GSMA Capacity
Building Programme is at:
www.gsma.com/publicpolicy/capacitybuilding

Coffee Break15.20 – 15.40

Closing17:00 – 17:10
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New role for governments 
in the era of ICT startups

By Isidro Laso

Head of Sector, Startup Europe, European Commission

“We would have never met together if the meeting had 

not been called for by the European Commission.” I received 

this comment five years ago in London from a participant at 

the first meeting of the Accelerators Assembly, a key part of the 

Commission’s Startup Europe 

initiative that supports tech 

entrepreneurs. Although tech 

entrepreneurs, investors, 

and other industry players 

gathered at that meeting 

had been attending the same 

conferences, they had never 

before met together to discuss 

their common challenges and 

agree on solutions. 

At the beginning of our journey to help European startups, 

I received the following remark from an entrepreneur: “I do not want 

public money, I prefer you help me get connected to the right people 

and prepare a level field for me to grow.” This was another clear 

lesson for us: Founders do not want “dull” money. They want “smart” 

money that comes with experience and connections; the kind of 

money that can only be provided by serial entrepreneurs who have 

successfully exited from their own startups and are now oiling the 

ecosystem with smart money.

In this context, what is the role that governments and public 

administrations should play in fostering the entrepreneurial ecosys-

tem in which information and 

communication technology (ICT) 

growth can thrive? In this article 

I will provide some ideas about 

government actions in this 

domain. These ideas are based 

on my own experience leading 

the Startup Europe team.

Transformational economic 
and social impact

It is a well-known fact that startups (high-growth, young 

companies) are having a transformational impact on the economy 

and society. On the one hand, startups’ innovative use of technol-

ogy is impacting consumption patterns. For instance, the “sharing 

economy” is changing the way people consume limited resources, 

and also the way people interact within their communities. 

“[Entrepreneurs] want ’smart’ money 
that comes with experience and 

connections…”
Isidro Laso

1 | Article extracted from ITU News No. 1 | 2016
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On the other hand, startups are mobilizing resources that were 

otherwise idle, and allowing access to resources located in faraway 

places, for instance access to human capital. 

The transformational effect of startups is also starting to have an 

impact on net job creation. While the high-growth young firms (less 

than 5 years old) account for only 5% of the new firms that survive, 

according to recent data from the the Organisation for Economic 

Co-operation and Development (OECD), startups have a dispropor-

tionate impact on job creation — from 21% of the total job creation 

in the Netherlands to 52% in Sweden. At the same time, startups 

are bringing new, lean ways of working, characterized by agility and 

the capacity to act fast.

Well-connected ecosystems are the key 
Transformative innovations brought about by startups are — 

in most cases — direct consequences of dynamic, innovative ecosys-

tems composed of groups of well-connected, like-minded people. 

They are not necessarily direct consequences of new research or 

technology. The importance of ecosystems of innovative people 

has never been as evident as in the case of startups. Silicon Valley 

or Cambridge are excellent examples of successful ecosystems. 

The emergence of such ecosystems as key components for innova-

tion brings a new dimension for governments seeking to set new 

policies to foster innovation. 

The main feature of the startup ecosystem is the importance of 

acting fast. The startup ecosystem should include all the neces-

sary components that allow innovative people to act fast, such as 

access to capital and talent, minimal bureacracy, and a culture in 

which taking risks is not punished. Acting fast has implications for 

traditional industries as well as governments. It means that large or 

medium-sized firms from the last century can still survive if they are 

able to transform into agile, lean organizations. 

On the other hand, this “act fast” feature implies that gov-

ernments have to adapt to this new reality if they want to play a 

relevant, positive role. It is important that public administrations 

engage with the startup ecosystem to identify the role that public 

authorities need to play.

New government role: agile facilitator 
The main role of governments should be to facilitate the emer-

gence of dynamic ecosystems by working closely with ecosystem 

players, such as entrepreneurs, investors, corporates, local champi-

ons, role models, and others. This would require a shift in the role of 

public administrations from the comfort zone of doing direct invest-

ments and launching large financial initiatives to a more nitty-gritty 

action plan, empowering the ecosystem to implement the action 

plan itself. It is important that any action plan is implemented by 

ecosystem players rather than public authority officers. Government 

authorities can help startup ecosystem players, and encourage 

them, but should neither compete with nor replace them.

There is a risk that public administrations might jeopardize 

startup ecosystems if their main proposed action is to pour public 

money into them. This would result in public money competing 

against money from alternative finance or venture capital. If public 

money were to be used to fund startups, instead of “smart” money, 

from experienced former entrepreneurs, this would have a nega-

tive impact on startups, who would find their capacity for growth 

limited due to lack of connections and good advice that often comes 

when serial entrepreneurs have provided the investment. There are, 

however, some creative ways of financially supporting startups that 

could have a positive impact. For example, Italy’s Lazio region pro-

vides extra funding only to those startups that have raised a much 

higher amount of money from a recognized private investor. 

Best practices: what Startup 
Europe has learned

Startup Europe works with more than two-thirds of the startups 

in the region. It is led by a small team of officers, some of whom are 

former entrepreneurs. The team itself acts as a lean startup, surfing 

through the constraints inherent to all public administrations. 

When launching a new programme, we always start small with 

the Minimum Viable Product (MVP) concept utilized by successful 

startups. It means we spend the minimum amount of time, effort, 

and money required to learn meaningful lessons. We then test 

early-stage programme effectiveness and pivot as needed until 

2 | Article extracted from ITU News No. 1 | 2016
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we reach a mature product (or programme) that is able to scale up 

and be self-sustainable. Most of our actions are designed jointly 

with the relevant ecosystem players (co-creation) and later imple-

mented by the ecosystem players themselves, with our support. 

If the necessary actions are co-created in conjunction with the 

ecosystem, and are of great use to it, public financial investment is, 

in many cases, unnecessary. And we always take stock of the impact 

on startups. For example, the following testimonial from Eric Risser 

(founder and CTO of Artomatix) helped us see we were on the right 

track: “Startup Europe is an unmissable opportunity for Irish startups 

to connect with Silicon Valley, meet fellow entrepreneurs, investors 

and potential mentors from across Europe and scale their businesses 

into European markets and the US.”

A good example of this co-creation process — and self-sus-

tainability of the action plan — is “Startup Europe Comes to 

Silicon Valley” (SEC2SV). It was co-created by myself and Silicon 

Valley investors Marco Marinucci and Alberto Onetti in May 2015. 

It was implemented in September 2015 (“act fast”) and with no 

financial contribution from the European Commission (“self-sus-

tainable”). This first, small-scale edition of SEC2SV has been the 

small-scale MVP. The next edition in 2016 will have some new 

features (“pivoting”) so that it scales up. The best indicator that the 

action has been successful is the feedback from the startups who 

participated in SEC2SV. A good example is the testimonial from 

Neill Rickets, founder and CEO of Versarien, an advanced-materials 

engineering company in the United Kingdom: “SEC2SV has been 

transformational. The connections and the help that we received has 

been world class. I am now more excited and enthusiastic about my 

business than I have ever been before.”

The views expressed in the article are the author’s own.  
They do not necessarily represent the views of the European 
Commission and its services.

XX
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The Internet Society  

promotes open standards  

and key information  

around Internet  

technologies such as  

IPv6 to help create  

a sustainable Internet  

for the future.

For more information or to join our cause:
www.internetsociety.org/deploy360

Mobility
moves us…

gen-scsad-201307-en
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Cybersecurity: A safety net 
for Smart Sustainable Cities

By Giampiero Nanni, Government Affairs EMEA, Symantec

News media carry near-daily reports of high-profile 

cybersecurity incidents. Most organizations, in most industry sectors, 

will have suffered some form of cyberattack, granting the topic a 

vivid position in most of our minds and especially in those of leaders 

in the private and public sectors.

An ITU Telecommunication Standardization Sector (ITU–T) 

Technical Report on “Cybersecurity, data protection and cyber 

resilience in Smart Sustainable Cities” takes a direct approach to 

its discussion of the most prominent cyberthreats to smart cities. 

The report analyses the general technical architecture of a Smart 

Sustainable City to illustrate the complex security challenges faced 

by strategists and implementers. In analysing the functional com-

ponents of a smart city, the report pinpoints vulnerabilities in the 

security of the sophisticated technologies that make cities “smart”. 

Following an examination of the conceptual basis of cybersecurity, 

data protection and resilience, the report provides guidance on how 

to protect against, detect, respond to, and recover from cyberattacks.
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will have suffered some form of cyberattack, granting the topic a 
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in the private and public sectors.

An ITU Telecommunication Standardization Sector (ITU–T) 

Technical Report on “Cybersecurity, data protection and cyber 

resilience in Smart Sustainable Cities” takes a direct approach to 

its discussion of the most prominent cyberthreats to smart cities. 

The report analyses the general technical architecture of a Smart 

Sustainable City to illustrate the complex security challenges faced 

by strategists and implementers. In analysing the functional com-

ponents of a smart city, the report pinpoints vulnerabilities in the 

security of the sophisticated technologies that make cities “smart”. 

Following an examination of the conceptual basis of cybersecurity, 

data protection and resilience, the report provides guidance on how 

to protect against, detect, respond to, and recover from cyberattacks.
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With the help of a number of sample scenarios, the report 

explores how any “smart” development needs to account for the fact 

that the information and communication technology (ICT) systems 

managing these developments are inevitably and increasingly prone 

to cyberattacks, carried out by a diverse set of malicious actors, with 

varying motivations and with growing determination, sophistication 

and an expanding set of tools at their disposal. 

Every new connection opens a 
new door to cyberattacks 

The capabilities of Smart Sustainable Cities will be enacted not 

only by traditional ICTs, but also by advanced emerging technologies 

including the Internet of Things (IoT), Radio-Frequency Identification 

(RFID), Machine-to-Machine (M2M) communications, Bluetooth®, 

Cloud Computing and Big Data. 

We are connecting more and more of the components of a city, 

exploiting the potential of networking to increase the efficiency and 

sustainability of city processes. Typical examples of smart-city appli-

cations include smart traffic lights and the incorporation of sensors 

in public and private vehicles to optimize 

traffic flow; mobile apps to report minor traffic 

accidents; smart energy and water grids; and 

smart meters collecting data on energy and 

water consumption. 

Numerous sensors and devices embedded 

within a smart city will give rise to unprece-

dented capabilities to deliver innovative new 

services to city dwellers. However, increasing 

ICT complexity and augmented connectivity 

— together with the vast amounts of data 

generated — will also increase the vulnera-

bility of smart-city systems to both malicious 

cyberattacks and unintentional incidents. 

Every new device connected to an Internet 

address opens a new door to malicious 

attacks aimed at disrupting city services or 

gaining unauthorized access to data. 

It is essential that next-generation urban systems are conceived 

with cybersecurity and data protection in mind if city administrators 

are to ensure service continuity and the safety and wellbeing of 

citizens and businesses.

A Smart Sustainable Cities will host an abundance of opportu-

nities for hackers, and the scope of the challenge is clear when we 

consider that the security of critical infrastructure and services is at 

stake. Disrupting a city’s transportation systems, energy grid or any 

of the other engines supporting urban life would be sure to bring a 

city, or at least parts of it, to its knees. 

This scenario might sound abstract or unrealistic, but it is in fact 

a very plausible one given the wide range of technologies used in 

current urban infrastructure and lessons learnt from past instances 

of such attacks.

Turning the tide on cyberattacks 
Ultimately, cybersecurity, information protection, privacy and 

system resilience are issues first and foremost relevant to policy and 

governance, and then to technology. 

These themes require the attention of 

public administrators and decision-makers, 

especially considering the gravity of the 

consequences of malicious attacks on critical 

infrastructure, which would deprive citizens 

of essential services in areas spanning from 

transportation to utilities, health care, emer-

gency services, public safety and more.

As it stands, the confrontation between 

cyberattackers and defenders is asymmetrical, 

with attackers holding the upper hand. 

Attacks are increasingly complex, 

sustained, persistent, targeted and astute. 

Defenders are constantly playing a game 

of catch-up, always a few steps behind 

attackers. In other words, cyberattackers 

are leap-frogging defences in ways organ-

izations lack insight to anticipate. Unlike 

Hyper complexity

Hyper connectivity

Hyper data volumes

Hyper vulnerability
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cyberattackers, cybersecurity is not the core occupation of these 

defenders, forcing them to strike a balance between the strength of 

their defences and the business impact of their construction. 

Can we restore balance in this fight, tilting the scales in favour 

of defenders? That depends on the overall cybersecurity posture of 

an organization. This posture will be determined not only by the 

composition of technical cybersecurity measures, but also by the 

prevailing attitude and culture of an organization with respect to 

cybersecurity. The organization, as it relates to a Smart Sustainable 

Cities, will be made up of city administrations and the wider ecosys-

tem of smart-city stakeholders.

The ITU–T Technical Report on Cybersecurity, data protection 

and cyber resilience in Smart Sustainable Cities provides guidance 

on the effective protection of data and applications from malicious 

attacks, in terms of processes, people, and technology. With appro-

priate processes in place, multi-stakeholder collaboration and 

good governance, technology can provide tangible solutions to the 

challenges facing cybersecurity, information protection and system 

resilience. 

Appropriate processes, teams and skills should be put in place 

at the city level, making full use of threat intelligence and Computer 

Security Incident Response Teams (CSIRTs).

Technical solutions enabling encryption, strong authentication 

and data-loss prevention should be deployed to protect systems 

and data, together with suitable back-up and recovery techniques 

to ensure the resilience of the systems involved and the continuity of 

the services that they support.

And perhaps most importantly, city leaders should nurture a 

culture of cybersecurity among the individuals of the extended city 

administration, building a sound security posture where cyber-

security processes and technical measures are supported by safe 

attitudes and habits.

The new ITU–T Study Group 20 on “IoT and its applications 

including smart cities and communities” aims to be a valuable 

partner to cities intent on building a sound security posture. The 

group offers technical assistance to city stakeholders as they pursue 

their smart-city ambitions. One of the chief aims of Study Group 20 

is to provide a platform for the collaboration of the many stake-

holders in the smart-city arena. Only through collaboration will we 

understand the contributions expected of us in building a culture of 

cybersecurity in smart cities.
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World Summit on the Information Society (WSIS) Forum

World Telecommunication and Information Society Day (WTISD)

ITU: Global Symposium for Regulators (GSR)

ITU ASP CoE Workshop on Spectrum Management and Monitoring

ITU-AIBD-ABU Pre-Asia Media Summit Workshop on Digital Broadcasting

ITU ASP CoE Workshop on Spectrum Management and Monitoring

APT: 2nd Meeting of Working Group of MC on APT Legal Instruments 

ITU Council 2016

ITU Asia-Pacific Regional Development Forum (RDF-2016):
RCTs for Smart and Sustainable Asia-Pacific

Digital Strategies for Development Summit 2016

3rd Meeting of the APT Preparatory Group for WTSA-16 (APT WTSA16-3)

9th Policy and Regulation Forum for Pacific (PRFP-9)

ITU: The 2nd Asia-Pacific Regional Forum on e-Government and Smart Cities

16th APT Policy and Regulatory Forum (PRF-16)

ITU-PTA Asia Pacific Regulators’ Roundtable (RR-2016)

ITU-PTA International Training Programme (ITP-2016)

1st Meeting of the APT Conference Preperatory Group for WRC-19 (APG19-1)

1st Meeting of the APT Preperatory Group for WTDC-17 (APT WTDC17-1)

13th APT Telecommunication/ICT Development Forum (ADF-13)

ITU ASP CoE Training on Wireless Broadband Roadmap Development

ITU ASP COE Training on Making Quadplay Pay: 
Costing and Pricing Infrastructure Access

Infocomm Media Executive Programme (IMEP)

4th Meeting of the APT Preparatory Group for WTSA-16 (APT WTSA16-4)

ITU-ABU Pacific Media Partnership Conference 2016:  Collaborating for 
Broadcasting

20th Meeting of APT Wireless Group (AWG-20)

17th South Asian Telecommunications Regulators’ Council Meeting (SATRC-17)

7th APT Cybersecurity Forum (CSF-7)

ITU ASP CoE Training on Conformity and Interoperability for IMS  and 4G-LTE

ITU Telecom  World 2016

14th World Telecommunication /ICT Indicators Symposium (WTIS)

Global Standards Symposium

World Telecommunication Standardization Assembly 2016 (WTSA-16)

Seminar on Progress in APT for the year 2016 (SPA-2016) & 3rd Meeting of 
Working Group of MC on APT Legal Instruments (WGMC-3)

40th Session of the APT Management Committee (MC-40)

2-6 May

17 May

16-19 May

16-21 May

23 May

23-27 May

7-9 Jun

25 May-2 Jun 

6-7 Jun

8-10 Jun

14-17 Jun

28-30 Jun

5-7 Jul

12-14 Jul

18-19 Jul

20-22 Jul

26-28 Jul

2 Aug

3-5 Aug

6-9 Aug

15-19 Aug

22-26 Aug

23-26 Aug

24-26 Aug

6-9 Sep

(OCT)

11-13 Oct

17-21 Oct

14-17 Nov

21-24 Nov

24 Oct

25 Oct-3 Nov

28 Nov

29 Nov-2 Dec

Geneva

Egypt

Chengdu, China

Incheon, R.O. Korea

Bangkok, Thailand

APT HQs

Geneva

Manila, 
Philippines

Manila, Philippines

Nepal

Papua New Guinea

Phuket, Thailand

Tokyo, Japan

Islamabad, Pakistan

Islamabad, Pakistan

China

Singapore

Singapore

Iran

Bangkok, Thailand

Singapore

Viet Nam

Port Moresby, 
Papua New Guinea

(Thailand)

Bangladesh

Cambodia

Chongqing, China

Bangkok, Thailand

(TBC)

Tunisia

Tunisia

Fiji

Fiji

CALENDER OF ITU & APT EVENTS IN 2016
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REALIZING DIGITAL THAILAND

Pillar 1: Pillar 3:

Pillar 4: Pillar 5: Pillar 6:

Pillar 2:

The Digital Economy is an important 
driver of innovation, competitiveness 
and growth, and holds huge potential 
for Thai government, entrepreneurs 
and society at large. To that end, the 
Royal Thai Government has identified 
building a Digital Economy and Society 
as a priority in order to transform 
Thailand into a digital leader within the 
ASEAN Economic Community. 

Thailand lacks both fixed and mobile 
digital infrastructure coverage and 
mobile penetration, particularly at 
the 4G level.  dtac recommends the 
development of a spectrum roadmap for 
the allocation and auction of 700, 850, 
1800, 2300, 2600 MHz bands to support 
affordable and universal fixed and mobile 
broadband internet access in order to 
increase internet access at all levels of 
society.

In 2015, 48 million Thais remain unconnected 
and unable to avail themselves of the 
socioeconomic benefits of the internet.  As 
part of the company’s Internet For All strategy, 
dtac recommends undertaking public/private 
partnerships to digitize health, education, 
financial and agricultural services and 
promote greater equity amongst Thais. dtac 
already works to connect farmers and train 
them to build their businesses through the 
Smart Farmer program.

Thailand currently lags behind developed 
nations in the online availability of basic 
public services. The vast majority of 
public records have also not yet been 
made digitally available to citizens. 
dtac recommends the engagement 
of the private sector to accelerate the 
provision of e-government services. 
dtac contributes by extending banking 
services to the unbanked through Mobile 
Financial Services such as dtac’s Paysbuy.

Thailand’s Digital Economy may be 
hampered in the short term by gaps 
in the educational system and lacking 
digital readiness in the workforce. dtac 
recommends the creation of public/
private partnerships in sourcing private 
sector expertise and human capital 
to deliver up-to-date and relevant 
instruction, as has been done through 
dtac’s Net  Arsa program. 

Thailand requires holistic fram eworks for 
laws, regulations, and criteria governing 
the digital sector. dtac recommends 
revising Thailand’s digital economy laws 
in a transparent manner through public 
consultation, a framework for the telecom 
sector that offers a level playing field 
with state owned companies and ensures 
the  allocation of spectrum through 
transparent and competitive auctions.

SMEs make up more than 99% of 
all businesses in Thailand but lack 
an understanding of how to take full 
advantage of digital technology in 
their operations. dtac recommends the 
promotion of the digital startup ecosystem 
and entrepreneurship through multiple 
stakeholders. dtac Accelerate, for example, 
has enabled multiple Thai startups to build 
their skills, realize ideas, scale up, source 
financing and go to market.

THE SHARED VISION FOR DIGITAL THAILAND

With the backing of Telenor Group’s 
broad experience in the region’s 
emerging markets and elsewhere, 
dtac presents its April 2016 report 
“Realizing Digital Thailand: An 
Internet not for the few, but for the 
many” in which the company puts 
forth concrete recommendations for 
achieving a digital economy based on 
the government-defined pillars for

building a Digital Economy in Thailand 
by 2020. For the same reasons, dtac 
is committed to contributing in the 
combined efforts of government, 
private sector and civil society in 
order to realize the ICT Ministry’s draft 
2016 Development Plan for Economy 
and Digital Society which sets out a 
number of key targets and indicators. 

Digital Infrastructure Digital Technology for             
an Equitable Society

eGovernment Services Human Capital Holistic Frameworks for a 
Digital Thailand

Digital Innovation Ecosystem

A ROADMAP TO 2020                  
AND BEYOND
The Royal Thai Government’s objective 
of building a Digital Economy and 
Society for Thailand is undoubtedly 
one of the most ambitious initiatives for 
shaping the future of the country. 

Significant steps need to be taken across 
government, private sector and civil 
society in order to reach the bold goals 
set by the Digital Economy and Society 
agenda. 

More details about Thailand’s roadmap to 
national digitization as well as dtac’s vision 
and support of the creation of a viable 
Digital Economy are available in the full 
whitepaper entitled, “REALIZING DIGITAL 
THAILAND: An Internet not for the few, but 
for the many.”

An Internet not for the few, but for the many
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#ituworld
telecomworld.itu.int

ITU Telecom World 2016 is the global platform 
to accelerate ICT innovations for social and 
economic development. It’s where policy makers 
and regulators meet industry experts, investors, 
SMEs, entrepreneurs and innovators to exhibit 
solutions, share knowledge and speed change. 
Our aim is to help ideas go further, faster to 
make the world better, sooner. 
Visit telecomworld.itu.int to register your interest.

Accelerating ICT innovation
to improve lives faster

BETTER
SOONER

5656








