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CYBERCRIME - NOT A NEW PHENOMENON

DEVELOPMENT OF NEW TECHNOLOGIES
LED TO NEW TYPE OF CRIME
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The Wi-Fi sniffing drones are here

By Russell Brandom on February 23, 2015 06:18 pm

SOURCE: THE VERGE
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LOSSES ARE INCREASIN
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Cyberciminals Target Bank
Employees, Steal $1 Billion From
Financial Institutions Worldwide

'Carbanak’ includes operatives from Russia, Ukraine, China, and other
parts of Europe.

Kelly Jackson

Higgins KASPERSKY SECURITY ANALYST SUMMIT -- Cancun, Mexico -- An
international cybercrime ring based out of Eastern Europe has pilfered some
$1 billion in two years from 100 different banks in nearly 30 countries using

m n N spearphishing emails targeting bank employees.

Russian financial institutions so far have been hardest hit, followed by
Denmark and the US, by the so-called Carbanak cybercrime gang that

B3 1 COMMENT includes operatives from Russia, Ukraine, China, and other parts of Europe.

SOURCE: DARK READING
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5 billion Android apps open to
hack

Arjun Kharpal | @ArjunKharpal
Friday, 27 Feb 2015 | 8:58 AMET

scnBC

Over five billion downloaded Android apps are vulnerable to being
hacked, cybersecurity researchers have found, as attackers exploit flaws
in Google's operating system.

Some 96 percent of malware -- or malicious software -- employed by
hackers target Google Android, according to U.S. firm FireEye, which
analysed more than 7 million mobile apps on Android and Apple iOS
between January and October 2014,

Apps designed to steal financial data were especially popular, the
researchers found. The open-source nature of Android allows hackers to
find the code behind a popular app, they said, and recreate the app
almost identically but with a malicious code to infect users.

SOURCE: CNBC
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Business spotlight on cybercrime FOCUS ON END USERS AS WELL AS BUSINESSE

In the wake of the Sony email hacking case, business expert Rachel Briuge wwno ac
cybercrime and how you can protect your business
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15 percent of the world's Internet traffic was
hijacked to China, in April g

500 a0 Cybersecurity / Cyberwartare / Intermet | China / Hacking
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MISLEADING INFORMATION

244

For about 18 minutes on April 8, 2010, China Telecom advertised
erroneous network trailic routes that instructed U.S. and other for-
eign Internet traffic to travel through Chinese servers.* Other serv-
ers around the world quickly adopted these paths, routing all traf-
fic to about 15 percent of the Internet’s destinations through serv-
ers located i. fic to and from U.S.
government (“.gov”) and military (“.mil”) sites, including those for
the Senate, the army, the navy, the marine corps, the air force, the
office of secretary of Defense, the National Aeronautics and Space
Administration, the Department of Commerce, the National Oce-
anic and Atmospheric Administration, and many others. Certain
commercial websites were also affected, such as those for Dell,
Yahoo!, Microsoft, and IBM.!!¢

Although the Commission has no way to determine what, if any-
thing, Chinese telecommunicdTTons s ara o e hijacked data,
incidents of this nature could have a number of serious implica-
tions. This level of access could enable surveillance of specific users
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ADVANCED INVESTIGATIONS
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ROME, Italy ([CNN) —~ Noady two dozen
Amercans — most thought 1o wok for he
CIA — ware sentenced 1o fve yoan n
praos Wednesday by an Ralan coun for
thek role In the selzing of & susgecied
temorst in Raly in 2003, the prosecutor in
the case i CNN

The Amercans did not appear for trial and
ar Not In cusiody, but the ning could
eflectively mare he= rlematonal
fugiives

SOURCE: CNN
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PROTECTING INDIVIDUAL FREEDOMS
COURT ORDERS
LMITATIONS OF INVESTIGATIONS

LIMITATION OF CRIMINALIZATION
MINDFUL ABOUT THE NATIONAL DEMAND BUT ALSO INTERNATIONAL
STANDARDS




