
CYBERCRIME 

BANGKOK, 23.03.2015 
RECENT DEVELOPMENTS 

PROF DR MARCO GERCKE 



CYBERCRIME – NOT A NEW PHENOMENON 

DEVELOPMENT OF NEW TECHNOLOGIES 
LED TO NEW TYPE OF CRIMES 
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DEVELOPMENT 

NEW DEVELOPMENTS 



DEVELOPMENT 

LOSSES ARE INCREASING 
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DEVELOPMENT 

LOSSES ARE INCREASING 



DEVELOPMENT 

VULNERABLE TECHNOLOGY 



DEVELOPMENT 

FOCUS ON END USERS AS WELL AS BUSINESSES 



CHALLENGES 

MISLEADING INFORMATION 



MURDER 



CYBERCRIME 



CHALLENGES 

ADVANCED INVESTIGATIONS 



CHALLENGES 

PROTECTING INDIVIDUAL FREEDOMS 
COURT ORDERS 

LMITATIONS OF INVESTIGATIONS 
LIMITATION OF CRIMINALIZATION 

MINDFUL ABOUT THE NATIONAL DEMAND BUT ALSO INTERNATIONAL  
STANDARDS 


