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Evolving Cloud Computing Challenges



Cloud Security Concerns and Threats



Cloud Security and Defense Plans (lots of devices???)



ClO’s Preferred Ways to Improve Cloud Security



What are we missing? and Bridging the gap...!!!
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ISO/IEC 27000 — a success story

Original requirement identified by the Department of Trade and Industry
(DTI) in late 1980s
e UK companies held back by lack of information security advice and
guidance
e Market needed a “code of practice”

Developed for DTI, published by BSI

Became a British Standard, BS 7799, in 1995 and Certification standard BS
7799-2 followed in 1999

Became International Standards ISO/IEC 27001 and 27002 in 2005

Other information security standards now being developed or harmonized
into 270xx series standards



ISO/IEC 27001 family of standards
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New, Cleaner Organization of Domains in ISO 27001:2013



The New ISO/IEC 27001:2013 Structure



Cloud Control Matrix



Cloud Control Matrix — Domains and Controls



Sample Control and Applicability



Cloud Control Matrix Mapping with Other Standards



Cloud Security Alliance : The CSA STAR Certification

The CSA Open Certification Framework is an industry
Initiative to allow global, accredited, trusted certification of
cloud providers.
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Suitable Security Policies / Controls are mandatory to enforce
proper security with security devices and applications



Cloud Security Solutions On Demand



QUESTIONS...?

Thank You Very Much



