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CYBER WARFARE/ATTACK
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Cyber warfare 2008

And many
more...
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THREE DIMENSIONS OF CYBER THREAT/ATTACK

‘ | dCyber
threat/attack can

#Lngicalf —,? e e :
o be divided into

three dimensions.

dThese threats
potentially
destroying the
economy and
destabilize the
country's security.

Sources: Indonesia National ICT Council, DETIKNAS 2013
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GENERAL

Cybersecurity is the body of
technologies, processes and
practices designed to protect
networks, computers, programs
and data from attack, damage or
unauthorized access. In a
computing context, the term
security implies cybersecurity.
Ensuring cybersecurity requires
coordinated efforts throughout
an information system.

Elements of cybersecurity
include:

* Application security

« Information security

« Network security

« Disaster recovery / business
continuity planning

» End-user education.

CYBER SECURITY

ITU

“Cybersecurity is the collection of
tools, policies, security concepts,
security safeguards, guidelines, risk
management approaches, actions,
training, best practices, assurance
and technologies that can be used to
protect the cyber environment and
organization and user’s assets.

The Global Cybersecurity Agenda:

1) Legal Measures => cybercrime
legislation

2) Technical and Procedural Measures
=>

End users and businesses (direct
approach); and Service providers and
software companies

3) Organizational Structures => highly
developed organizational structures,
avoid overlapping,

4) Capacity Building & User’s education
=>

public campaigns + open
communication of the latest cybercrime
threats

5) International Cooperation => Mutual
Legal Assistance of the LEA’s

NATO

National Cyber Security (NCS): Defined ‘The focused
application of specific governmental levers and information
assurance principles to public, private and relevant
international ICT systems, and their associated content,
where these systems directly pertain to national security.’
The 5 Mandates (Different interpretations of NCS & common
activities)
« Military Cyber
« Counter Cyber Crime
« Intelligence and Counter-Intelligence
« Critical Infrastructure Protection and National Crisis
Management
 Cyber Diplomacy and Internet Governance
+ 3 ‘Cross Mandates’:

» coordination,

» Information exchange and data protection,

» research & development and education
The 3 Dimensions: Different stakeholder groups in NCS
* Governmental (central, state, local) — ‘coordination’
 National (CIP/contactors, security companies, civil
society) — ‘co-operation’
« International (legal, political and industry frameworks) —
‘collaboration’
The 5 Dilemmas:
* Balancing the cost and benefits of NCS
« Stimulate the Economy vs. Improve National Security
« Infrastructure Modernisation vs. Critical Infrastructure
Protection
* Private Sector vs. Public Sector
« Data Protection vs. Information Sharing
* Freedom of Expression vs. Political Stability



L AYERS OF CYBER SECURITY

d Implementation of

bata cyber security
technologies and

Application processes
performed at each
layers.

Host

d Cyber security at
every layer is called
Internal Network defense in depth.

 Defense in Depth
strategy is to achieve
the main objectives
of security, namely
Availability, Integrity,
Confidentiality (AIC
Triad).

External Network
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Average attack bandwidth

CYBER THREAT MAP
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IS INDONESIA UNDER ATTACK?7?77?

QOver the last three years, i
Indonesia was attacked 3,9 e
millions in cyber space. =
(Sources: Minister of ICT, April g
3rd, 2013).

 During January-October 2012,
The most attacked We bsite iS "Penunjulk Arah' Situs Presiden 5B3Y Diserang

Hackor

Government websites/domain: i e
go.id (Sources: ID-SIRTII, X
2012). Vas) M

Snrmmina b g am e prmends w

Sources: Detikinet, 2013
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Victimisation rates and estimates of cyber crime cost in Indonesia

Laporan Kejahatan Cyber Crime di Indonesia

Victimisation 25% 50% T3%
rate: Serangan Terhadap Domain {2009-2013)
Estimated num- BN 31.5m 47.3m .acid m.ovid ®.coid ®.goid
ber of victims™® - -
SSyEC LA USD 788m USD 1575m | USD 2.383m T
cost;*" -
BRI S (|SD 3 099m USD 6,139m USD 9.298m
agec cost™
Sources: "Bassd on Ussge estimates from AP "Based on Morfan estimates. E;;.-amnﬂamgﬁ 5;:
i a5
z::r;onl |_'-I.|'rl;l;r¢a'g :
m W
Estimates of cyber crime cost In the world and Indonesla SoxiM Mec o is
Wietimad 95
Indonasia Wintmai Pemarnian 5
Grand Towad 1498

GOP:*

Per cent of global GDP™:
Cost of**

Genuine cybercrime:
Transitional cybercrime:
Cybercriminal infrastruc-
ture:;

Traditional crimes be-
coming cyber:
Sourcas *ClA World Facthook. *Based an Anderzan, et al. model

USD 71. 820bn

USD 3.457m

USD 895bn

1.20%

USD 43m

USD 46,600m USD 582m
USD 24.840m UsD 310m
USD 150,200m UsD 2,748m

Komposlsl Kategorl Situs Dengan Heartbleed

St H Vulnerability
B
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SITUASI CYBER NASIONAL ( CYBER ATTACK )
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OBSTACLES AND CHALLENGES OF INDONESIA
NATIONAL CYBER SECURITY

Vision of Cyber
Security not

Intregated
Lack of
Awareness in Cyber. Law and
Information Policy not
Security Completed

Governance and Organization
of National Cyber Security not
Synergized

Quantity and Quality of
Information Security Human
Resources are Limited

Application, Data and Weakness of
Infrastructure of Coordination and

Information Security not Cooperation between
Integrated ICT Critical Infrastructure Agency

Protection Mechanisms and
Standards not exist

Sources: Indonesia National ICT Council, DETIKNAS 2013
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Indonesia National Cyber Security
Conceptual Framework (INCS)

Leadership
Security Strategic Level

Legal

Security Tactical Level

Shared responsibilities

Pé-rtnership -
Technical and Procedural
Organization Structures
Capacity Building
Availability
Integrity
Confidentiality

International Cooperation

Security Operational Level

Risk Management

Sources: Indonesia National ICT Council, Detiknas 2012
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6 STRATEGIC PRIORITY OF INDONESIA NATIONAL CYBER
SECURITY

[ Security and Sovereignty in Indonesia Cyber Space ]

N A B

Strengthe- Establishment o Implementat Capacity
. . . Critical 4 o e
ning Policies of Governance ion of System Building for
Infrastructur
and and e Protection and Human
Regulations Organization Technology Resources Cooperation

Sources: Indonesia National ICT Council, DETIKNAS 2013
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THE CONCEPT OF NCS ORGANIZATION STRUCTURE

‘*‘"E";‘::f""“’“‘J [ The Concept of
: Indonesia NCS
Government Org. J Military Org. J organization structure
T ‘“ consists qf multi-
el organization.
i O INCS organization

contains of skilled,
proficient, and
experienced

intelligence Org. J

Community Org. J

L.

Cyber Security J

 Stakeholders Org employees with
prosperous
”—' information security
L R | knowledge inside their

parts of specialization.

Sources: Indonesia National ICT Council, DETIKNAS 2013
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COMPARISON OF CYBER SECURITY ORGANIZATION

Strategic Cyber Security Policy and Coordination Committee Office of Cyber Security (OCS) BCN -
(Lead Agency: The Attorney-General’'s Department) Badan
function: to provide strategic leadership for Cyber
Function: interdepartmental committee that and coherence across Government; Nasional
coordinates the development of cyber security policy (Office of
for the National
Australian Government. Cyber
Security)
Tactical Cyber Security Operations Centre (CSOC) (Under Cyber Security Operations Centre (CSOC) Cyber
Directorate: Defense Signals Security
Directorate) Function: actively monitor the health of cyber Operations
space and co-ordinate incident response; to Centre
Function: provides the Australian Government with enable better understanding of attacks against  (TBD)
all-source cyber UK networks and users; to provide better
situational awareness and an enhanced ability to advice and information about the risks to
facilitate operational responses to cyber security business and the
events of national importance. public.
Operational CERT GovCertUK ID-SIRTII
Australia GovCert
ID-Cert

14
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INDONESIA NATIONAL CYBER SECURITY ORGANIZATION
STRUCTURE FRAMEWORK

Executive Coordinator Team

Strategic Level

| —— ——— ——— Prosident and Minjsters

Homeland Security Intelligence i Defense Law Enforcement

Tactical Level
Semor Experts,
FPraclisiomer,
Academicians, Civil
Sarvants

Cnnrdiﬁhtr::-r—lncidint Response Team

Incident Response Team
Operational Level
Experts, Praclisioner,

| corcen [ wiayeen [N sanngcen [ covovoncer [ W Gk o
: | i — = : Earvanls
|  Sectoral Lavel |

Critical Infrastructure

Sources: Indonesia National ICT Council, DETIKNAS 2013
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ORGANIZATION MAPPING RECOMENDATION
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Cyber
Security

Cyber
Attack

Cyber
Threat

Cyber
Defence

Cyber
Resilience

Internet Links

SITUASI CYBER NASIONAL ( OVERSIGHT CENTER )
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METWORK DESK KETAHANAN & KEANAMAM INFORMASI CYEER MNASIOMAL
KEMENMKOPOLHUKAM RI 2014
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FRAMEWORK & ROADMAP BADAN CYBER NASIONAL (BCN) 2015 - 2019

+ UUD Negara RI 1345
+ LI R Mo 36 1999 (Tebekomunikasiy
EHpLI + UL RY N1 [ 2008 (ITE)
- GLOBAL | + PP Wo.52 | 2000 [Penyelenggaraan Telekomunikasi)
+ REGIOMAL + PerPres Ri No.96 /2014 (RPI) SISTEM
~ MASIONAL « RPJMN 2015 - 2010 PENGAWASAN & MONITORING
7 s Kep Menkopelhukam RI No.24 [ 2014 (DKZICN 2014) KETAHANAN INFORMAS! &
- PERPRES BCN KEAMANAN CYBER NASIONAL
Kondisi Terkini OUT COME
DARURAT e g
Kerentanan Informasi NASIONAL NASIONAL
& & TERLINDUNGI
. Ketidakamanan - KEAMANAN CYBER ( IPOLEKSOSBUDHANKAM
N Cyber REKOMENDAS! K NASIONAL
A P & PERLINDUNGAN :
2014 2015 - 2019
Keterangan: it
S S — Koslapsiagaan + National Gversight Center
G = Government L = Pemetaan Ketanggapsiagagn + Mafional Algorithms: CYBER NASIONAL ‘
B = Business b * Penyelarasan Kepastian Hukum - Certificate Authority  CA ) BERKETAHANAN
C = Citizen * Pata Nepaation Huloim » Sistem Pengawasan & Monitoring | National Integeated | - Single Idantity Mumber [ SIN | 2
+ Rancangan Sistem Pengawasan & Manitoring Information Security : Maritine, Defence, Afr Traffic, - Codification Part Number [ CPN )
E = Employment Public Safety, & Public Transportation | - Mext-Gen 1D | Biomaetric, eic | AMAN

N CYBER NASIONAL (BCN)
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PERAN, TUGAS & FUNGSI
Dampak
Perkembangan SituasiGlobal, Regional & Nasional _
Terhadap Kepentingan Nasional di R'uang'Cyber S i PERAN, TUGAS & FUNGSI ureutr
Menimbulkan Kerentanan Informasi Nasional SITUAS| MELINDUNG! KEPENTINGAN NASIONAL i Pj:;r:i;ﬁ::!m,n s
& Ketidakamanan Cyber Nasional - GLOBAL DI RUANG CYRER KEISUSNTA AEPEX ' nalor, Kemanarian

. REGIONAL KETAHANAN INFORMAS! &

Torkait & Presiden RI)
s NASIONAL KEAMAMNAN CYBER

KEMHAN | /
KEMDAGRI
@ Kondisi Terkini OUT COME
PPATK KEMLU KEGENTINGAN CYBER Kondisi Ya Diharapkan
\ fﬂ“‘\l Kerentanan Kitahanan informasl KEPENTINGAN
JE H:':“l Infarmasi Masional AD CYBER Masional Tg;sijl'?ﬂuuhhli-ﬁl
& & L
Ketidakamanan NASIONAL Keamanan Cyber IPOLEKSCSBUDHANKAM
F c N KOMINFO Cyber Nasional Naslonal
Goerony
I
]
i
q.m% ! SATUAN TUGAS
PAH & RE i -
hivnmnweasseenunses e Visi & Misi BCN
i Melindungi Kepentingan Nasional
( IPOLEKSOSBUDHANKAM )

ks ) ( quprenas ) \_ SATGAS Dalam Melaksanakan
— Operasi Terpadu Bekerjasama
& Berkoordinasi Dengan FCN

di Ruang Cyber (Cyberspace)
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CONCLUSIONS

(dSecuring Indonesia Cyberspace is essential to create
conducive and sustainability environment.

dIndonesia has a national cyber security strategy in order to
focus on the development cyber security program.

( National Cyber Security is a very complex problem,

collaboration and cooperation with all stakeholders are
needed.
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Twenty years from now you will be more disappointed by the things you didn't
do than by the ones you did do. So sail away from the safe harbour. Catch the
trade winds in your sails. Explore. Dream. Discover.

- Mark Twain



