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WIRELESS CYBERSECURITY RISKS
PRACTICES FOR POLICY MAKERS AND REGULATORS

1863-2015

Agenda

= The Wi-Fi wireless service availability issues

= The Wi-Fi / Mobile / Cellular / other wireless security issues
= Governance - Standardization - Certification

= Examples of Governments in APAC adopting standardization
and certification of personnel

= Wireless Service and Security Management System
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The Wi-Fi wireless
Service Availability issues
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THE ISSUES - OUTDOOR

Try to find the

Wireless
Access
Points
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THE ISSUES - OUTDOOR 15.
\.9’

1863-2015

NEMA or IP-rated Enclosures

Indoor equipment in an outdoor environment

SoHo equipment and temperature issues

Heat distribution ?
* Heatsink
 Fan

Ronald van Kleunen
hall (/Globeron
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...AND MANY OTHER CHALLENGES TO DESIGN 1
AND DEPLOY WIRELESS NETWORKS

1865-2015

For example
Channel mapping
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RF COVERAGE PLANNING OUTDOOR / INDOOR

1863-2015
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HIiIGH DENSITY
WIRELESS CITIES - MILLIONS OF PEOPLE

very dense areas (apartments, hotels, houses)

24x hours people are on the streets (moving crowd)
One big WiFi zone in the city,

No channel coordination between ISPs and it is not
possible with people managing their own WiFi at
home both 2.4 GHz and 5 GHz are not enough, but
will it ever be?

International
| Telecommunication
~/ Union
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MANY OTHER ITEMS TO TAKE INTO CONSIDERATION
TO DESIGN, IMPLEMENT AND OPERATE
A WIRELESS LAN NETWORK 1865-2015

IEEE standards, interoperability and new standards (e.g. 802.11ac)
Modulations

Type of Antenna’s

Frequency selection and Channel Bandwidth

Signal Strength and Noise values

Channel planning

Capacity planning (high density areas)

Site Surveying

Cabling requirements and Power over Ethernet (POE) requirements
APs, MESH APs, Controllers and Cloud Controllers or Controller less
Quality of Service (QoS) over a Wireless Network (Voice/Video/Data)
Portability vs Mobility / Roaming

Wireless Management tools, compliance and reporting

Security integration ‘




OTHER WIRELESS TECHNOLOGIES

1863-2015

= A Mobile/Cellular Radio Network is similar in setup
it is also based on Radios, Antenna, RF, Protocols, etc.

>

1G (Analog), 2G (TDMA-GSM), 2G (CDMA 1S-95), 2.5G (EDGE),
3G (HSPDA), 4G (LTE), LTE-U (in Unlicensed WiFi bands), LTE-LAA
(Licensed Assisted Access)

> Network Function Virtualisation — NFV / SDN - Software Defined Networks

= And similar for any wireless network and devices:

>

YV V V V VY

Bluetooth

RFID

ZigBee

NFC (Near Field Communication)
Microwave communications
Satellite

nnnnnnnnnnnnn
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The Wi-Fi / Mobile / Cellular /
other wireless
Security issues




SECURITY & BUSINESS IMPACTS LEVELS
EXAMPLE AUSTRALIAN GOVERNMENT

1863-2015

http://www.protectivesecurity.gov.au/governance/Documents/Business%20impact%?20levels.pdf

Annex A: Australian Government business impact levels
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WIFI - WIRELESS VULNERABILITIES 15

1865-2015
Type Attacks
= Rogue APs
Reconnaissance = Open/Misconfigured APs
= Ad Hoc stations
= WEP, WPA, LEAP cracking
Sniffing/Eavesdropping = Dictionary attacks / Brute Force / Rainbow Tables
= Leaky APs
= MAC spoofing
Masquerade = HotSpot attacks

= Evil Twin / Wi-Phishing attacks

= Multicast / Broadcast injection
Insertion = Routing cache poisoning
= Man in the Middle attacks (MITM)

= Disassociation
Denial-of-Service = Duration field spoofing
= RF jamming

Committed to connecting the world



MOBILE - WIRELESS VULNERABILITIES 15

1865-2015
Type Attacks
Reconnaissance = Baseband Fuzzing (Rogue BTS)
n ! ?
Sniffing/Eavesdropping Telco’s Protocol Analysers”

= Software Defined Radios SDR

Masquerade = IMEI spoofing (using MTK/SDK boards)

= IMSI Detach, send multiple Location Update Requests
including spoofed IMSI. Prevent SIM from receiving calls
and SMS (only backend HLR is off), but still can call and
SMS

= Request Channel Allocation
(Flood BTS and possible BSC)
Denial-of-Service = RF jamming
= IMSI Flood (pre-authentication) and overload HLR/VLR
= IMSI Detach also disconnects user

Insertion

Committed to connecting the world



OTHER WIRELESS SECURITY RISKS

BlueTooth 1865-2015
> Virus / Worms / Malware
» Listening to phone calls (headset) or car audio systems
» Changing languages ("DoS")
» Car Hacking via Bluetooth (Controlling the car)
NFC (Near Field Communication)
» Credit Cards with NFC communication
» Transportation cards ("Bus”, "Train”)
» Toll gates using wireless cards
» Hotel Key cards
ZigBee
» Home Automation equipment
» Floor Controllers
» Thermostats
Internet of Things (IoT) / Everything (IoE)
» Limited security capabilities

15




OTHER WIRELESS SECURITY RISKS

1863-2015

= It is not only the wireless or mobile/cellular infrastructure

= Operating Systems
» Android OS
» Apple iOS
» Etc.

= Applications
» Access Control to the device (Camera, Storage, etc.)
» Remote Command and Control
» Malware

16
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Governance - Standardization - Certification




GOVERNANCE — STANDARDIZATION - CERTIFICATION 15

1863-2015

Standardization

P -\,’fo

Certified
Professionals

Certified




BUILD STANDARDIZATION AT NATIONAL LEVEL PER VERTICAL MARKET

Government
(regulator / policy maker)

Vertical market A Vertical market B
Wireless/Mobile Wireless/Mobile
security requirements security requirements
and standardization and standardization

Invest and provide
(full or partial) funding of

Wireless/Mobile security Wireless/Mobile security globally recognised
mandatory compliance mandatory compliance Wireless/Mobile security
at organisations at organisations certification programmes

including PRACTICAL
experience to build up the
national Human Capacity

Supply local Human
PPly Supply local Human levels per vertical market

Capacity levels in Capacity levels in
Wireless/Mobile Wireless/Mobile
Security (or Security (or
temporary engage temporary engage
overseas experts) overseas experts)

Recognised by the
government
per vertical market

Global and industry recognised
Wireless/Mobile security certification programmes

19
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WIRELESS STANDARD BODIES 15

1863-2015
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ISO/IEC 20000-1:2011 ITSM STANDARD (1ST VERSION LAUNCHED :2005) 1
AND ISO/IEC 20000-2:2012 ITSM STANDARD (1ST VERSION LAUNCHED :2005)

ITSMS: INFORMATION TECHNOLOGY SERVICE MANAGEMENT STANDARD 1865-201 5'
INTERNATIONAL ISO/IEC
INTERNATIONAL ISO/EC
STANDARD 20000-1 STANDARD 20000-2

Information technology — Service

management — ."m""ﬁm"l‘ chnology = Service
Part 1. s

Service management system Pan?_? o
requirements G on the app of service

TGRS A BTN — COSIIN 0FS SOreDs —
Parte 1 ExWICRS G SYTINTIO e GREBn das SRS

International
Telecommunication
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ITSM — SERVICE MANAGEMENT SYSTEM 15
AND WIRELESS SERVICE MANAGEMENT & 7¢
1865-2015
Wireless Service Management

Customers Service Management System (SMS) P ap—

{and other ' Governance of processes {and other
interested MSr S v by oparated by othar parties interested
parties) Establish the SMS Documentation management parties)

Resounce management

1 Design and transition of new or changed services :
Service Services
Kequirements

Service delivery processes

Capacity management Service level management Information security

Fisd mag et
Service continuity &  Service reporling Budpating &

avallability managemant accounting for sarvices

Control processes
Configuration managemant

Change managemant
Release and deployment

managamant

Resolution processes Relationship processes
Incidant and service request Business relationship

Management

TR TEE
Problam managermient

Supplier managemant

International
Telecommunication
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ORGANISATIONS’ CAPABILITY LEVELS / SERVICE LEVEL AGREEMENTS (SLAS) 15.
\._&I

AT WHICH LEVEL DO YOU PROVIDE WIRELESS SERVICE MANAGEMENT?

1865-2015
Level 4
Gartner
N _ | Value
Gartner Capability Maturity Model - Source: Gartner (April 2006) Leve| 3
* IT and business
Service metric linkage
Level 2 s Defi.ne e leEE © |T improves business
Level 1 Proactive pricing process
: . Monitor * Understand costs Real-time
Chaotic * Best effort - Analyze trends |+ Guarantee SLAs Business planning
 Fight fires + Set thresholds « Monitor and

* Ad-hoc * Inventory * Predict
« Undocumented | * Initiate problems -

. prob|em mgmt_ * Automation “PI‘OfIt" Mgmt
» Unpredictable process * Mature problem,
* Multiple help . Alert and config. and chang Business Management

desks event mgmt. mgmt. processes
* Minimal IT * Monitor availabij | Svc. Delivery Process Engineering
operations
+ User call notificatipn Service and Account Management
Operational Process Engineering

A==

Tool Leverage

g
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ISO/IEC 27001:2013 ISMS STANDARD (1ST VERSION LAUNCHED :2005)
AND ISO/IEC 27002:2013 ISMS STANDARD (1ST VERSION LAUNCHED :2005)
ISMS: INFORMATION SECURITY MANAGEMENT SYSTEMS

1863 - 2[]15

INTERNATIONAL ISO/IEC

INTERNATIONAL ISO/IEC STANDARD 27002

STANDARD 27001

Fitsl ad i
OS5

Information technology — Security
techniques — Code of practice for
information security management

Information technology — Security
techniques — Information security
management systems — Requirements
Techaoingles o= Maformanion — Techmiguss ge sécunt® — Code de

— s — Zyream,
e\:::';:&g\: —\m";: 3‘“—.'\‘: EE ;HM: = o prafique pour i gesiion de sécwie dinformalion

Please coe the adminicirative noies on page M

Feimsance numsa

Fiofwienze nu=bai
ISOAEC 3700 J005(E) ISCAEC FOIS 17790 200508 I

ol | ol
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SECURITY IN TELECOMMUNICATIONS 15
AND INFORMATION TECHNOLOGY

1863-2015

2012: The purpose of the ITU-T Manual on
Security in Telecommunications and
Information Technology is to provide a
- T broad introduction to the security work of
T ITU-T. It is directed towards those who
Technology have responsibility for, or an interest in,
information and communications security
: = and the related standards, and those who
eployment of existing ITU-T . )

Recommendations for secure sSImp I Y need to gain d better
telecommunications understanding of ICT security issues and
| the corresponding ITU-T
Recommendations.

Security in

An overview of issues and the

nnnnnnnnnnnnn
ooooooooooooooooo
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ITU / IMPACT / GLOBERON 15
WIRELESS SECURITY
DISTANCE LEARNING FOR GOVERNMENTS IN APAC 1863-2015

ANNEX 1: WIRELESS SECURITY PRACTICES FOR POLICY MAKERS AND REGULATORS

ITU AsiA-PACIFIC CENTRES OF EXCELLENCE
Distance Learning Course M

WIRELESS SECURITY PRACTICES FOR POLICY
MAKERS AND REGULATORS

Supported by:
Gl=ber=n
- na o w | B

nnnnnnnnnnnnn
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7 Union
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Examples of Governments
in APAC adopting standardization
on certification for personnel




SINGAPORE: NATIONAL INFOCOMM COMPETENCY FRAMEWORK 15

https://www.idaicms.gov.sg/nicf/course/courseDetails.do?CourseID=NICF-COUR-0158

Integrity = Service = Excellance

2 Singapore Government [ §65-2015

2 J = - - - . Contact Info | Feedback | Sitemap
E NATIOMAL INFOCOMM [aleTN1223 {1 el 2. VNN el 1 4 [ | so |
L = = -, - - .

e | FAQs | Useful Links | Partners | About Us | Sign In

Certified Wireless Network Administrator (CVWHA) & Certified Wireless Hetwork
Security Professional (CWSP)
Functional Group:

WSOy CITREP
Accredited Endorsed

+ Globeron Pte Ltd

-- CGurrently not available. To be included in next version of NICE -

. -
] o ) =" . e oo
1] [Cf U Broughttoyouby | DA the future s infocomm .lm Jointty developed with  \AJI/\ 5o

SINGAPORE

Privacy Statement | Terms of Use |Rate This Site | Last updated on 09 Sep 2009 © 2009 Government of Singapore

International
Telecommunication
Union
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CERTIFIED WIRELESS SECURITY PROFESSIONAL (CWSP)
RECOGNISED BY SINGAPORE GOVERNMENT 15
CITREP - CRITICAL SKILL DEVELOPMENT PROGRAMME

Contact Info . Feedback . Sitemap
Q,
A nced Search
Home | JobRoles | Competencies = Courses = ReadinessKit = FAQ  Parners | NICF Overview  Events = News  Signln
. E D m —
Search Search Search Job Compare Search Search and/or
Job Role Closasi Job Role By Job Roles Competencies Compare
Role Competency Courses
HOME > COURSES = COURSE DETAIL
n Course Detail
~
CWSP - Certified Wireless Security Professional
Functional Group: Cloud Computing, Data Centre Management, Green ICT, Infocomm Security, Mext Generation Metwork (MGM) Planning, Operations and
Deployment, Service Innovation Design
Training Providers
WSQ Accredited CITREP Endorsed
"~ Globeron Pte Lid Mo Yes
- CWNP LLC No No
International
| Telecommunication

”) Union
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(ewna*  ((cwnp))

ENTERPRISE

Wi-Fi

ADMINISTRATION

=
=
L
Certified Wireless Network Administrator - CWNA®
Learn o suocessfully swvey, Mstall and adminisser
entarprise-class Wi-Fi petworks —
= = =

v S - 100% HROF ( able

MALAYSIA: PSMB / HRDF
HUMAN RESOURCE DEVELOPMENT FUND

K-

enterprise Wi-F certification for the CWINP Program, Actieving it sets

your wireless cacser on
enterprise Wi-Fi netwarks.

Have the ks to successfully survey, Install, and administes

I thes hands-on course, you wil gain 3 full understanding of haw radio frequenty affects nesworking 59 you can perform

Plus, you will explore sdvanced topics such s VOWLAN e

"e‘-\i, | wirstess

hardware and software tools during exercises, wmulating &

Target Audience:

* Administrators: network, systems, infrastructure,
and LAN/WLANs

fessionals: technical assistance ano field

support

* Designars: network, Systems, and infrastructure

COURSE OUTLINES

* Developers: wireless software and hardware products
« Consultants and Integratars: IT and security

* Decision makers: infrastructure managers, IT managers,

security directors, chief security officers, and chief
technology officers
« CONAS

« WLAN Infrastructure « WLAN Oparation « Enterprise Infrastructurs Dasign
* WLAN Standards * Mixed Mode Operation * Station Optimization

« AF Fundamentals « Security Design * QoS Configuration

* Antennas & Outdoor Wiraless « Troubleshoating Station Connections « Channal Optimazation

« WPA/WPA2 Authantication « WLAN Analysis * Site Surveys

* WPA/WPA2 Encryption * WLAN Channe! Analyss * Naxt Genermation WLANS

1865-2015

v’ SBL-KHAS : 100% HRDF Claimable

registered with

International
Telecommunication
Union

Committed to connecting the world



INFOSEC HONG KONG (CWNA+CWSP) 15

This InfoSec website is produced and managed by the 1866-2015
Office of the Government Chief Information Officer of the Government.

€ B ' @& wwwinfosec.gov.hk/english/technical/ certifications.html v @ B - @infosec.govhk A B + & £

FORDONE S INUniiduunm Y S 1enie SELUnily mairdyenien rruressiJindn
» CSSLP - Certified Secure Software Lifecycle Professional
» S3CP - Systems Security Cerified Practitioner
» CAPCM - Certification And Accreditation Professional
» Associate of (ISC)2 Designation

» Fellow of (1SC)?

These are vendor-neutral programs. CISSP is targeted at executives, while CISSP Concentrations are targeted for experienced information security professionals and SSCP is appropriate for security
specialists in the field. CAP credential is to measure the professionals’ knowledge, skills and abilities involved in the process of certifying and accrediting the security of information systems. There are also
Associate Programs for CISSP and SSCP for those who pass these examinations but without the experience required for the cerdifications.

Information Systems Audit and Control Association {ISACA) Certifications
The program is designed for 1S audit, control and security professionals. It offers three cerifications: Certified Information Systems Auditor (CI54), Cerified Information System Manager(CISM) and Certified in
the Governance of Enterprise IT (CGEIT).

ProfSoft Training's Certified Internet Webmaster (CIW) Security Analyst: CW Exams and CIW Certification
This program recognises those who can implement security policy, identify security threats, and develop countermeasures using firewalls and attack-recognition technologies.

ertified Wireless Security Professional (CWSP!

his program recognises advanced knowledge of securing wireless LANs including hardware, software, protocols, procedures and design technigues used in reducing wireless LAN security risks. It builds|

on the foundation program "CWNA" (Cerified Wireless Network Administrator). Please visit website at hitp:ffiwww. cwnp.comicwsplfindex. html for details )

The Security Certified Program (SCP)

SCPincludes three levels of certifications: the Security Cerified Netwaork Specialist (SCNS), the Security Certified Metwork Professional (SCHNP) and the Security Certified Netwark Architect (SCMNA). SCNS
focuses on defensive technologies that are the foundation of securing network perimeters. SCHNP includes topics on cryptography, performing risk analysis, creating security policies, etc. SCHA focuses on
trusted communication and emerging security technologies like public-key infrastructure, biometrics and smart cards.

Product Oriented Certifications

Symantec Certifications
Symantec offers specialist cerification credentials for its security products, including Symantec Certified Specialist (SCS), etc.

Check Point Certified Security Administrator (CCSA) & Check Point Certified Security Expert (CCSE)

A CCSA possesses the skills to define and configure security policies that enable secure access to information across corporate networks. The CCSE certification is recognised as the industry standard for
Internet security cerifications as CCSEs possess experise to configure VPMN-1/FireWall-1 as an Internet security solution and virtual private network (VPM) that securely connects corporate offices and remote
workers, protecting information exchange and granting access to network resources.

The Cisco Certified Network Professional (CCHP) Security and Cisco Certified Internetwork Expert {CCIE) Security
CCMNP Security requires a Cisco Certified Network Associate designation and proficiency with Cisco firewalls, intrusion detection systems and VPNs; whereas Cisco Certified Internetwork Expert (CCIE)
Security covers IP, IP routing, and specific security components.

http://www.infosec.gov.hk/textonly/english/technical/certifications.html

International
Telecommunication
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Wireless Service and Security
Management System
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1863-2015

WIRELESS SERVICE AND SECURITY MANAGEMENT SYSTEM 15

Wireless Service Management Standard (WSMS)

Note: Wireless = Mobile/Cellular, WiFi and indoor/outdoor mission/business critical wireless technologies

WSMS auditor / Certified Wireless Service Auditor is a wireless services
professional with the knowledge and skills required to assess the
conformance of an organization's wireless services management system
as part of the ISO/IEC 20000 ITSM standard.

>

Wireless Service Security Management Standard (WSSMS)

Note: Wireless = Mobile/Cellular, WiFi and indoor/outdoor mission/business critical wireless technologies

WSSMS auditor / Certified Wireless Security Auditor is a wireless
security professional with the knowledge and skills required to
assess the conformance of an organization's wireless services
management system as part of the

ISO/IEC 27001 ISMS standard.

nnnnnnnnnnnnn
.................
7 Union
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TOGETHER WE NEED TO GET BETTER QUALITY WIRELESS 15
NETWORKS FOR MISSION AND BUSINESS CRITICAL SERVICES .7
1865-2015

1. Click here
Wireless Service management & audit aligned with ITSM / ISO/IEC 20000:2011

2. Click here
Wireless Security management & audit aligned with ISMS / ISO/IEC 27001:2013

3. Standardization is needed for:

. Design
 Analysis
. Security

 Audit (end to end service & security management)

4. Accreditation Body for wireless services/technology 4® ((‘\’))

Cellular/Mobile, WiFi, etc. \‘/
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https://www.youtube.com/watch?v=dCSfNzpfhWk
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Wireless CyberSecurity Risks 1865-2013
Practices for policy makers and regulators
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