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CamCERT’s Milestone

13 Dec 2007 — 23 Oct 2013 24 Oct 2013 - Present &
§ 130ec2007-23002013 NiDA )

National Cambodia Computer Emergency Response Team (CamCERT)

-0
jICA)

,:]..

Dec 2006 Dec 2007 2008-2010 2011 2011~

mmCERT LaoCERT
- Q KrCERT/CC
haiceRT B phcent @AECERT e U AENNAUE NN
“““““ I m m
______ —— - V#@ERT — ia Pacific Computer Emergency Response Tea
camcerT Y = 4 .
sgCERT e S o enDss ¥ ."I::.' o~
i s v C— » T B I N L
N\ JPCERTLO® ;. =2
ID-cer7 s ) = IR Wik A JPCERT 2 —F4 %~ II‘Jl COUNCIL  CONSEIL
poCHESIA o= ' OF EUROPE  DE L'EUROPE

ITU CyberSecurity Workshop and Cyber Drill | 09-11 Dec 2013 | Vientiane | Lao PDR




e Cambodia

- e
s - .
Al o

-

DR B L o .
TROJAN ft'u_._ . :' % A < a S - :
¢’ - -
-
. -
TROZAN p
-

ITU CyberSecurity Workshop and Cyber Drill | 09-11 Dec 2013 | Vientiane | Lao PDR 5



What Happen Today?

We are Vulnerable / We are a transit zone
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What Happen Today?

Cyber Espionage — Are we targeted?

= The CAMBODIA DAILY

All the News Without Fear or Favor | The Daily Newspaper of Record Since 1993

Monday, December 2, 2013

HOME  NEWS  BUSINESS  OPINION  ABOUTUS

*hnom Penh Listed as NSA Collection Point

» Court to Re-Probe Chanaiwa’s Attack on
y Joshua Wilwoh! - November 29, 2013 Reporters

Kaspersky

Select Month B

| | "hnom Penh acted as a U.S. National Security Agency (NSA) regional collection » Education Ministry Gets Donation of IT Supplies
oint for the interception of data obtained by malicious software placed on more than
0,000 computer networks worldwide by the U.S. spy agency, according to a new
ocument released by NSA whistleblower Edward Snowden.

» CNRP Calls for Investigation Into National Ship
Registry Sale

» Lack of Legal Aid in Cambodia Puts Children,

‘eleased on Saturday and first reported by the Netherlands-based NRC Handelsblad Poor at Risk

ewspaper, the NSA document dated 2012 and labeled “top secret” shows a

‘orldwide Signals Intelligence (SIGINT) network, which refers to the interception of  , Groups Want Independent Human Rights Body
Sn owd en ata from people or electronics, of more than 80 Special Collection Services points

wound the world. » ACU Arrests Customs Officer, Two EAC Staff
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What Happen Today?

NECELECT -Local Hackers on the move ...
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What Happen Today?

Government Websites a Haven for Hackers
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finm: 1stiingd vo fe aam HL09W 1RNGAT stERTMISAINMUME www.police.gov.kh
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What Happen Today?

Information Leakage ...
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What Happen Today?

Financial Systems have been attacked ...

| | ANZ Royal Bank Internet Banking customerservice@anz.com.kh via galadriel.stetne Mar 5 . -
to me |~

ANZ Account Notification

Dear ANZ Customer You Have A New Online Banking Statements of Account .

1. Click here to view your Statements & Documents.
2. Choose your account from the dropdown menu.
3. Click on the following link(s) in the Important Documents section on the right side of the screen:

If you have guestions, we are available 24 hours a day, 7 days a week. Call us at (855) 23 999 000 or sign on to
send a secure email.

Sincerely,

ANZ Royal Online Customer Service

BOESD409F29F3915E0440021283BC044

Subject: ANZ Account Notification Received March 5, 2012
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CamCERT Activities

Outreach campaign on CyberSecurity awareness
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CamCERT Activities ...

Network and Information Security Related Issues

30 Websites 25 Emails Security Practices Users Guide I;r"a..f;-wCyberCrime
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Challenges

tanaar

Regulations
8 Norms
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Way Forward 2014-2015

e Local

e International
e Coordination
Cooperation

/| ® Know-How
| Skills
| e University
' Curriculum

\ Technical Inter-Agency j
Capacity Coop.

| Law & Awareness &
Regulation Outreach

e Judicial Important of \
e Law Enforcement InfoSec \
e Law & Regulation * Training

e Awareness
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Cyber Security

is everyone's
responsibility...

Protect your information
at home and at work!
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