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ARAB REGIONAL CYBERSECURITY CENTER

Regional Cyber Drill
Muscat-Sultanate of Oman, 29-31 October 2024

Draft Agenda
Tuesday 29™ October 2024 ‘

15:00 - 17:00 Workshop by: Swiss Cyber Institute
On “Cyber Crisis Management”
speaker: Crystal 1
Samir Aliyev, Founder and CEO of the Swiss Cyber Institute in
Zurich, Switzerland
15:00-17:00 Workshop by: First
On “Detecting Attacker TTPs and 10Cs with Open-Source Tools”
L2: Amethyst boardroom
speaker:
Ayed Al Qartah, FIRST Expert
Wednesday 30™ October 2024 ‘ ‘
08:00 —08:30 registration and Team Creation
08:30-10:30 Scenario 1: Cyber Breaches and data Theft: Economic Impacts
Nasser Al Hadhrami, Senior Security Analyst & Cyber Drill Presenter at Oman National CERT &
Regional Cybersecurity Center (RCC), Sultanate of Oman
10:30-10:45 Coffee break
10:45-12:45 Scenario 2: SOC Analyst Challenge: Advanced Memory & Malware CTF
Samir Aliyev, Founder and CEO of the Swiss Cyber Institute in Zurich, Switzerland
12:45-13:00 Coffee break
13:00 - 15:00 Scenario 3: FIRST
Ayed Al Qartah, FIRST Expert
15:00 Lunch
Thursday 3157 October 2023
08:30-10:30 Scenario 4: Compromise Assessment
Marwan Ben Rached, Cybersecurity Coordinator, BDT, ITU
10:30 - 10:45 Coffee break
10:45-12:45 Scenario 5: Network Compromise to Ransomware Attack

Dr. Almerindo Graziano, CEO of CYBER RANGES, Quantico Cyber Range (USA)
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Regional Cyber Drill
Muscat-Sultanate of Oman, 29-31 October 2024

Draft Agenda

12:45 -13:00 Coffee break

13:00- 15:00 Scenario 6: A Costly Countdown
Mr. Yasir Elkabbany, Senior Regional Director: Middle East, N. Africa and Levant

14:30 Lunch




