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Agence Nationale de la Sécurité Informatique

ITU Interregional Workshop for Africa and Arab regions on “National
Cybersecurity Strategies”

Draft Agenda

Day 1 (10 Dec. 2019)

08:30 — 09:00 Registration
Welcoming remarks:
09:00 — 09:20 e Mr. Mohamed !\Iaoufel' Frikha, Director General of the National Agency for
Computer Security, Tunisia
e Mr. Orhan Osmani, Cybersecurity Coordinator, ITU
Workshop Introduction (ITU)
09:20-10:00 e Introduction of the ITU team and the participants
e Short introduction to the Sessions - Methodology, Objectives, Outcomes
10:00-10:30 Coffee Break and Group Photo
Training Session 1 (ITU)
11:00-12:00
e Introduction to NCS — Setting the Stage (what it is, mission, vision, etc)
Country Experience: Tunisia
12:00-12:30 The national cyber security strategy: Lessons Learnt
Rear Admiral Kamel Akrout, Former National Security Senior Advisor at the Tunisian Presidency
12:30-13:00 Lunch break
Country Experience: Saudi Arabia
13:30 — 14:00 The national cyber security strategy: Lessons Learnt
Dr. Ibraheem Alfuraih, Deputy Governor for Strategy and Planning at the National Cybersecurity
Authority (NCA)
Country Experience: Niger
14:00 - 14:30 The national cyber security strategy: Lessons Learnt
Mr. Sidi Mohamed RALIOU, Director of Digital economy, Ministry of Posts and
Telecommunications and digital Economy.
Country Experience: Mauritania
14:30 - 15:00 The national cyber security strategy: Lessons Learnt
Mr. Didi Ould Mohamed Lemine, Head of information security division , MESRS Mauritania
Country Experience: Kenya
15:00 - 15:30 The national cyber security strategy: Lessons Learnt
Mr. Dennis Loyatum, Cyber Security and E-commerce, Communications Authority of Kenya
Country Experience: Burkina Faso
15:30 - 16:00 The national cyber security strategy: Lessons Learnt
M. Hamidou DIPAMA, Secretary General of national agency of information systems security
Country Experience: Qatar
16:00 - 16:15 The national cyber security strategy: Lessons Learnt
Mr. Hamid Sadiq, Q-CERT Department Manager
16:15-16:30 Networking coffee




Day 2 (11 Dec. 2019)

Training session 2 — Lifecycle of National Cybersecurity Strategy (ARCC)
Introductory presentation
Phase | - Initiation

09:00-10:30 Phase Il - Stocktaking and analysis
Phase IIl - Production of the National Cybersecurity Strategy
Phase IV — Implementation
Phase V - Monitoring and evaluation
10:30-11:00 Coffee Break
Sharing session - Sharing experiences from participants and Hands-on exercise (ITU & ARCC)
11:00-12:30
12:30-13:30 Lunch Break
Training Session 3 (Deloitte)
13:30-15:00 . . ) ) ) .
National Cybersecurity Strategies: Worldwide Approaches, Comparative Analysis
15:00 - 16:00 Hands-on exercise (Deloitte)
16:00 - 16:30 Networking coffee
Day 3 (12 Dec. 2019)
Training session 4 - Overarching principles (ITU)
e Vision
e Comprehensive approach and tailored priorities
e Inclusiveness
e Economic and social prosperity
09:00 - 10:30 e Fundamental human rights
e Risk management and resilience
e Appropriate set of policy Instruments
e Clear leadership, roles and resource allocation
e Trust environment
Interactive Discussion
10:30-11:00 Coffee Break
11:30-12:30 Hands-on exercises (ITU & ARCC)
12:30-13:30 Lunch Break
Training session 5 - National Cybersecurity Strategy Good practises (Deloitte)
e Focus area 1 —Governance
e Focus area 2 — Risk management in National cybersecurity
e Focus area 3 — Preparedness and resilience
13:30-15:00 e Focus area 4 — Critical infrastructure services and essential services
e Focus area 5 — Capability and capacity building and awareness raising
e Focus area 6 — Legislation and regulation
e Focus area 7 — International cooperation
Interactive discussion
15:00-16:00 Hands-on exercises (Deloitte)




16:00-16:30 Wrap-up & Networking coffee
Day 4 (13 Dec. 2019)
09:00 — 09:30 Lessons learnt from Cybersecurity. Capacity Maturity Assessments
Mr. Jakob Bund — Research Associate, The Global Cyber Security Capacity Centre (GCSCC)
09:30-10:00 ITU Global Cybersecurity Index Third Edition — Arab and Africa Regions: An analysis
10:00 -10:30 Coffee Break
10:30-12:30 ITU Global Cybersecurity Index Next Edition — An introduction: Lifecycle and Methodology
Wrap-up and Closing Remarks
12:30-12:45 - NACS
- ITU
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