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Introduction

Technology plays a fundamental role in the growth of societies
scientifically and economically on a short-term and long-term
basis. This is the goal of governments and institutions all over
the world. In order to achieve a technologically safe society, we
cannot just provide devices and accessories; rather, it is people,
and especially future generations, who will modify and develop
devices and programs to achieve this goal. This outlook forms

the basis of the Cyber Security Program.

Many international studies and reports state that over 90%
of the success of cyber security programs is due to human input
in the form of academic studies, programming developments,
the development of technical devices, social awareness,
training programs, laws, policies, international agreements, and

media policies. All of these elements rely on human ability.
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Therefore, concentration in this area must be placed on the

following:

e Developing the human elements of cyber security and its
related activities, and in particular the abilities of innovative

individuals
e Providing a lab and a suitable training environment

e Supporting creative IT specialists and developers, and

attracting gifted people in the region and refining their skills

e Providing training materials and study curriculums, and

making teaching and training materials available

e Providing tools, programs, and licenses for products made by

specialist companies in this field
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To achieve these goals and produce a new generation
of specialists, Naif Arab University for Security Sciences
(NAUSS) has carried out the directives of the Council of Arab
Interior Ministers since the University was established in
1980. It is the first Arab university for postgraduate studies in

all areas of security.

NAUSS is an observing member in the Arab ministerial
councils of justice, media, social affairs, environment, and

youth.

The University has also signed over 200 memorandums with
regional and international universities, bodies, and

organizations.
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To actualize the goals of the University and
spread knowledge and awareness and enrich
students’ skills in information security, many of the
colleges and centers at NAUSS have contributed
by holding a number of activities and courses
related to information crimes and network and

information security, and combating cyber piracy.

The University plays an essential role in the

following areas:
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Firstly: Field of Training
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2. The College of Forensic Sciences has held applied courses and
training courses in the field of digital evidences. The college
has been equipped with a digital evidence lab, which has
been used in six training courses since 2014. Over 130

trainees have benefitted.

* In order to make full use of these facilities, an agreement
has been signed with a Taiwanese body to benefit from

their expertise in knowledge and training.

The lab provides a platform for training in methods of
preserving, examining, and analyzing digital evidences, copying
them, retrieving deleted files, decryption; retrieving passwords,
files, and data stored on destroyed hard drives, inside
computers, and on mobile devices, and analyzing emails. This
is done using the latest programs according to specific and

detailed forensic procedures:
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Examining computers and other devices they contain with basic international forensic programs such as the following:
e FTK Academic Program :

— FTK5

— (PRTK (Password Recovery Tool Kit

Transform Your Investigations.

— Registry Viewer

— Encas

— Encase Forensic V7
— Encase Portable

— HP Gary

— Salvation Data

— Data Compass
— HD Doctor
t s duowlwl duslle a5l> zwly au,b oc (Mobile Phones ) &S, =sioll wilgll 850> Laxd - 2
Examining mobile phones with basic international forensic programs such as the following:
— XRY
— FTK

— Encase Forensic V7




3. Computer Labs and Laboratories

1. There are 3 computer labs in the Information Technology Center
that contain 25 devices. Many computer courses have been in the
labs held in a number of fields. Attendees have included

academic and administrative staff, and students.

2. There are 2 computer labs in the College of Computer and
Information Security that contain 30 devices. They have been
used to hold many cisco training courses, in addition to practical

application of academic courses.

Where the number of trainees more than 2000 trainees during the past
six years in various technical fields from inside and outside the
university, which reflected positively on the performance of the
participants technically, the courses were sequentially scientific, which

enabled them to practical application of all courses.

g—‘;}’\ alad) ) jida g Jalaa

Soizs Wlogleoll @i S0 09 sl cwl> Jolo ©M5.1
el whigs o LS 28 [lp> 25 sl Jowo S
aud slacl JS o oudaiwel) ;0Vlxe 8ac (28 sV
oMblly ,mabgally a2l

5 wowldl el ads o WVl cowlxl) OMoso.2
oo [5sS 038 ,l5le> 30 sle Joso JS Sgixs ,wloglsoll
Jl @bVl |, cisco oIVl cowlsdl ol 9 wlygall
Al 8,59 el (o aunlell ol a0kl sdosll (gadaill

3

condl M Gyaie 2000 oo S| Gwsdiedl sac gl cus
asoll 31> o st oVlxoll wlizo (s auololl wlgiw
oeSslinadl slsl e ool JSuin puSail silly lplog
ped 2l low ,Lale Juliio JSiin whoall ilS s Giss

el JSu csdowl  gadaill




Sl Ll
PRV I 3]

Secondly: The Academic Role of NAUSS in Cyber Security

1. The College of Computer and Information Securit c
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was established in 2015 with the aim of
producing graduates at Master’s degree level
who will be leaders in information security. The
study plan comprises more than 20 different
subjects that cover many of the fields of cyber
security, cyber systems, applied encryption,
secure e-trading, the security of wireless
networks, and risk management in information

security.
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3. An applied diploma in electronic crimes and
digital evidence in the College of Criminal Justice
that contains subjects and courses in combating
electronic crimes. These include the following:

The electronic crime scene, An introduction to
Methods  of
Procedures in facing electronic crimes, Electronic

computers, electronic  crime,
crimes, Investigation into electronic crimes, Digital

evidences.
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Third : Conferences and Academic Meetings

A number of conferences have been held at
NAUSS:

1. The Arab-International Conference for IT
from 12-14/12/2011. There were 123 attendees

from 18 Arab and non-Arab countries.
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2. The 1st International Conference for Network and
Information Security from 2-3/5/2017. There were
307international attendees in a number of

specializations.
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3. The 1st Forum for Combating Information Crimes Jiou 27/10/2015 wlogleoll pil,> dx8lSe) JoVI (sasiloll .3
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The 2" Academic Forum for Information
Security: Challenges, Vision, and Trends
held on 4-5/10/2016. There were 196
attendees from a number of countries in
various areas of specialization.
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Fourthly : The Security Library . . ¢
Aia

The library at NAUSS is a specialist library in security pigis &uioVl polell Aaaxio &iSe (e Asolxl (Sgix
sciences, with a large concentration on information Sgizs il G @g,5S)V] @oy,mdly logleodl (ol S JSiiw
security and electronic crimes, including the following: oo 3,58 wlegogo (sle

o Electronic Crimes (98 titles)  dcjg0 Ulgic 98 &lr "auig iUVl doy)2)lI" g9i090

o 42 PhD dissertations and Master’s Degree theses iuzlall Bl g ol,giS )l wl>g,bV Llgic 42 -

o 6 publications from NAUSS Aol l)laoyY uolic 6 -

o 31 Titles in journals published at NAUSS Aol OM=o) Glgic 31 -

o 19 titles from academic papers presented at NAUSS ool @iVl Gl 9i9 55bg) Glgic19 —
A J

s
; oD
- sad -t \ A/ )



* Network and Information Security It has 154 titles

o 48 PhD theses and Master’s Degree theses
o 14 publications from NAUSS
o 51 Titles in journals published at NAUSS

o 41 titles from academic papers presented at NAUSS
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« The topic "Network and Internet Security" reached 45 ) _ . .
titles distributed acjgo Ulgic 45 gl "woil s ol ool” eg090 ¢
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o 2 publications from NAUSS

o 10 Titles in journals published at NAUSS
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Fourthly : The Cyber Security Program

NAUSS established a specialist program in cyber security that ODUI 8 laaxio BGwly au,sll Wl asols Lol
meets the technical and knowledge-based needs of sectors 6}9.>_:\U ad,20lly ausll wlslisVl auli WS o ow il
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information systems and strengthen and protect the secrecy and
privacy of data. It also aims to provide the necessary measures
for protection from cyber attacks that attempt to steal wealth or
create political conflicts between countries or general harm.

Cyber security is a strategic weapon in the hands of governments

and individuals, especially as cyber wars have become an OlzibiwVl po iz V s> wzdl dpludl o)zl Ol lapw
integral part of modern strategies of warfare and attacks between Joall G Oloxplly Lol ana=ll
countries.
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Tasks alg—all
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1. Contributing to the spread of theoretical and applied — w0 w09 Auliubilly 4,004 s20ll s 09 e

knowledge in the field of cyber security REN WO

2. Strengthening the skills of personnel working in the field of Oles JMS o wsilpuad! oVl o (8 uloledl wllpo e .2

cyber security through specialist training courses o gy

3. Raising levels of general awareness among internet users _
o ? ? il Jlwgs iyl csorino plell cacgll Sgiwo 89, .3
and users of other forms of technology through

awareness programs that are suited to the different Wiy Olgiue geox uwld Qe aolyy M oo dslioll

groups in society and its different sectors. Aalizxoll ailelhng; goixoll
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face different cyber crimes
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. Recruiting exceptional academic and research staff.




6. Enriching academic literature with research and
studies

7. Providing consultation to different sectors in society

8. Holding, sponsoring, and hosting academic activities
such as conferences, forums, lectures, and symposiums
to exchange knowledge and keep pace with the latest
developments.

9. Opening channels of communication for cooperation,
partnerships, and alliances with bodies, programs and
specialist centers.

olwl,aly Go=db wlusVl <l .6
alelnd calizeos goizeod) wl)Lavow)! puisi .7

oo aelizoll awlell wldleell adlaiwly alc,g 28c .8
eMbVlg wl =zl Jslad wloag wliolxeg wWhisidog wlioigo
Olazsowedl 31 e

2o wlalally wlSloilly vgleill Jolg wlgid aué .9
aansioll 5S1olly awolaly wlipll



Fhank you

@%‘H

23




