
ITU-SUDACAD Regional Forum 
 IoT for Development of Smart Sustainable Cities  

Khartoum, Sudan  
13-14 December 2017

Session 7

RFID & IoT 
 Adoption for Smart Cities

Prof. Mustapha Benjillali 
INPT, Morocco 

benjillali@ieee.org

mailto:benjillali@ieee.org


Radio-Frequency Identification (RFID) technologies: 
opportunities and limitations



• "Identification Friend or Foe" system (IFF) — Second World War. 
• First paper related to RFID technology was the landmark paper by Harry Stockman, 

"Communication by Means of Reflected Power" in October 1948. 
• The first patent on RFID was issued in 1973 for a passive radio transponder with memory. 
• 1970s: First commercial RFID application — ”Electronic Article Surveillance" (EAS) — Theft 

prevention (single bit tags). 

• End 70s: applications in agriculture and animal tagging.  
• 1980s: Boost to RFID technology — Norway and several US states Toll collection on roads 

(EZ-Pass).  
• Later in 90s: Vast number of new applications (ski passes, gasoline cards, money cards, …). 
• 1999-2003: Auto-ID Center at MIT. Development of a global standard for item-level 

tagging. Result: Electronic Product Code (EPC). EPCglobal Inc. continues the work. 

Historic development



Ancestors

1973 — Mario Cardullo's patented device. 

• Passive radio transponder with 16-bit memory. 

• Basic patent covers RF, sound and light as transmission media. 
• Original business plan:  

• transportation (vehicle identification, toll system, performance monitoring, …),  

• banking (electronic check book, electronic credit card),  

• security (personnel identification, automatic gates, surveillance), 

• medical (identification, patient history, …). 

1973 — Steven Depp, Alfred Koelle, and Robert Frayman, Los Alamos National Laboratory  
• Reflected power (modulated backscatter) RFID tags, both passive and semi-passive 

• Portable system operated at 915 MHz, 12-bit tags. 

• Technique used by the majority of today's UHFID and microwave RFID tags.



RFID Architecture

RFID system: 

• Tags, or labels (attached to the objects to be identified), 

• Two-way radio interrogators or readers (transceivers sending a signal to the tag and reading its response), 

• Host/network (for data processing and exploitation).



RFID Architecture
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RFID middleware

Source: Forrester Research: RFID Middleware



Sources: www.perfectrfid.com and Wikimedia.

RFID Tags    (1/3)



RFID Tags    (2/3)

 Three types: 

•Active: has an on-board battery and periodically transmits its ID signal.  

•Battery-assisted passive (BAP) or semi-passive: has a small battery on board and is activated when in 
the presence of an RFID reader.  

•Passive: cheaper and smaller because it has no battery. Uses the radio energy transmitted by the 
reader. Must be illuminated with a power level 1000x stronger than signal transmission (interference and 

in exposure to radiation).  

 Capabilities: 

• Read-only: a factory-assigned serial number that is used as a key into a database. 

• Read/Write: object-specific data can be written into the tag by the system user. 
 Field programmable tags may be write-once, read-multiple; 
"blank" tags may be written with an electronic product code by the user.



RFID Tags    (3/3)

 Three parts: 

• Integrated circuit for storing and processing information that modulates and demodulates RF signals. 
The tag information is stored in a non-volatile memory, fixed or programmable logic for processing; 

• Power collector/harvester for collecting DC power from the incident reader signal;  

• Antenna for receiving and transmitting the signal.  

 Capabilities: 

• RFID reader transmits an encoded radio signal to interrogate the tag.  

• RFID tag receives the message and then responds with its identification and other information: unique 
tag serial number, or product-related information (e.g. stock number, lot/batch number, production date, …) 

• Tags have individual serial numbers. RFID system design can discriminate among several tags within 
the range of the RFID reader and read them simultaneously.



Source: www.perfectrfid.com

RFID Readers    (1/2)



RFID Readers    (2/2)

 Three types: 

• Passive Reader Active Tag (PRAT) system has a passive reader which only receives radio signals from active 
tags (battery operated, transmit only). The reception range of a PRAT system reader can be adjusted from 
1–2,000 feet (0–600 m,) allowing flexibility in applications such as asset protection and supervision. 

• Active Reader Passive Tag (ARPT) system has an active reader, which transmits interrogator signals and 
also receives authentication replies from passive tags. 

• Active Reader Active Tag (ARAT) system uses active tags awoken with an interrogator signal from the 
active reader. A variation of this system could also use a Battery-Assisted Passive (BAP) tag which acts like 
a passive tag but has a small battery to power the tag’s return reporting signal. 

 Capabilities: 

• Fixed readers are set up to create a specific interrogation zone which can be tightly controlled. This allows 
a highly defined reading area for when tags go in and out of the interrogation zone.  

• Mobile readers may be hand-held or mounted on carts or vehicles. 



Operational Parameters
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Operational frequencies
Frequency 

Ranges 
LF 

125 KHz 
HF 

13.56 MHz 

UHF 
868 - 915 

MHz 

Microwave  
2.45 GHz & 

5.8 GHz 
Typical Max 
Read Range 

(Passive Tags) 

Shortest 
1”-12” 

Short 
2”-24” 

Medium 
1’-10’ 

Longest 
1’-15’ 

Tag Power 
Source 

Generally passive 
tags only, using 

inductive coupling 

Generally passive 
tags only, using 

inductive or 
capacitive 
coupling 

Active tags with 
integral battery 
or passive tags 

using capacitive 
storage,  

E-field coupling 

Active tags with 
integral battery or 
passive tags using 
capacitive storage,  
E-field coupling 

Data Rate Slower Moderate Fast Faster 

Ability to read 
near  

metal or wet 
surfaces 

Better Moderate Poor Worse 

Applications 

Access Control & 
Security 

Identifying widgets 
through 

manufacturing 
processes or in 

harsh environments 
Ranch animal 
identification 
Employee IDs 

Library books 
Laundry 

identification 
Access Control 
Employee IDs 

supply chain 
tracking 

Highway toll 
Tags 

 

Highway toll Tags 
Identification of 
private vehicle 

fleets in/out of a 
yard or facility 
Asset tracking 

 Source: S. Iyer, www.it.iitb.ac.in/~sri 



Adoption and Applications

 Three driving factors: 

• decreased cost of equipment and tags, 

• increased performance/reliability of 99.9%, 

• stable international standard around UHF passive RFID1 

Institutions: Hospitals and healthcare, Libraries, Museums, Schools and Universities, Sports

Applications:

• Commerce (retail, access control, advertising, promotion tracking, …) 
• Transportation and logistics (access management, transportation payments, toll collection and 

contactless payment, tracking of goods/persons/animals, waste management, timing sporting events, …) 
• Passports 
• Infrastructure management and protection 
• Telemetry 
• Human implantation

1 EPCglobal is a joint venture between GS1 and GS1 US, which were responsible for driving global adoption of the barcode in the 1970s and 1980s.              
The EPCglobal Network was developed by theAuto-ID Center.



Photos credit: www.perfectrfid.com

RFID in action
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RFID in action



Regulation and Standardization    (1/3)

Many organizations have set standards for RFID: 

• International Organization for Standardization (ISO) 

• International Electrotechnical Commission(IEC) 

• ASTM International 

• DASH7 Alliance 

• EPCglobal. 

• … 

Several specific industries that have set guidelines: 

• Financial Services Technology Consortium (FSTC): tracking IT Assets with RFID, 

• Computer Technology Industry Association (CompTIA): certifying RFID engineers, 

• International Airlines Transport Association (IATA): tagging guidelines for luggage in airports.



Regulation and Standardization    (2/3)

• Countries can set own rules for Industrial Scientific and Medical (ISM) frequency bands allocation. 
   Not all bands available in all countries. 

• Low-frequency (LowFID) [125–134.2 kHz 140–148.5 kHz] and high-frequency (HighFID) [13.56 MHz] tags can be 
used globally without a license.  

• Ultra-high-frequency (UHFID) [865–928 MHz] tags cannot be used globally, no single global standard. 

• A site license may be needed income countries. Applied for at the local authorities, and can be revoked. 

• Examples of standards:  

• ISO 11784/11785: Animal identification. 
• ISO/IEC 14443: popular for HighFIDs, basis of RFID-enabled passports under ICAO 9303. 
• ISO/IEC 15693: popular for HighFIDs, non-contact smart payment and credit cards. 
• ISO 18185: industry standard for electronic seals (e-seals), tracking cargo containers at 433 MHz and 2.4 GHz. 
• ISO 28560-2: encoding standards and data model for libraries. 
• EPC Gen2: EPCglobal UHF Class 1 Generation 2. 

• Other standards for conformance, performance, and interoperability tests — ensure global interoperability.



Problems and Limitations

• Propagation phenomena (Friis equation) and range; 

• Access and collision (tree, memoryless, contactless, I-code, …); 

• Data flooding; 

• Global standardization; 

• Health; 

• Exploitation; 

• Shielding; 

• Other issues: 

• Privacy; 

• Security concerns; 

• Government control.



Strengths 

• Advanced technology  
•  Small size and easy to use (no LOS required) 
•  High memory capacity 
•EPC (96 bits)

Weaknesses 

• Multitude of industry/application standards 
• Cost/unit and integration costs 
• Weak market understanding of the benefits

Opportunities  

• Could replace bar code 
•  End user demand is increasing 
•  Huge market potential in many businesses

Threats  

• Ethical threats concerning privacy 
• Highly fragmented competitive environment 
• Health concerns in some applications

SWOT Matrix



Thank You 

ً شكرا
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Alternative and/or complementary solutions 

(5G, WSN, LPWAN, …)









Perera et al. Sensing as a Service Model for Smart Cities Supported by Internet of Things
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Sensing-as-a-Service
 among other technologies and models

Figure 2. Relationship among sensing as a service model, SC and IoT

information can be used to understand user behaviour and
user preferences more accurately. A road may have sensors
that can detect the weather and traffic conditions. Today,
large varieties of different sensors are available. They
are capable of measuring a broad range of phenomena
[20]. Further, they have the capability to send sensor
data to the cloud. On the other hand, a sensor owner
has the ownership of a specific sensor at a given time.
Ownership may change over time. We classify sensors
into four categories based on ownership as depicted in
Figure 4: personal and household, private organizations
/ places, public organizations / places, and commercial
sensor data providers. In addition to sensor data, related
context information also has a significant value [21].

• All personal items, such as mobile phones, wrist
watches, spectacles, laptops, soft drinks, food items
and household items, such as televisions, cameras,
microwaves, washing machines belong to the personal
and household category. In simple terms, all items
(and also all sensors) not own by private or public

organizations belong to this category. We expect that all
of these items (also called things, objects, and devices)
would be equipped with sensors in the future.

• The private organizations and places category consists
of all items own by private organizations. The same
items we listed under personal and household category
can be listed under here as well depending on the
ownership. If a private company owns a coffee machine
and a microwave which cannot be attributed to a
single person, then those items can be listed under this
category. Therefore, the private business organization
has the right to take the decision whether to publish
the sensors attached to those items to the cloud or not.
As another example, if a private business organization
owns a sport complex or a hospital, all the sensors
deployed in those properties are also owned by them.
When a company manufactures and sells a product
that comprises sensors, the ownership get transferred
to that customer. As a result, a customer will decide
whether to publish those sensors in the cloud or not.

Figure 3. The sensing as a service model

Trans. Emerging Tel. Tech. 2014; 00:1–12 c� 2014 John Wiley & Sons, Ltd. 3
DOI: 10.1002/ett
Prepared using ettauth.cls

Source: C. Perera et al., “Sensing as a Service Model for Smart Cities Supported by Internet of Things”, Trans. Emerging Tel. Tech. 2014, 00:1–12.



•  Enablers (mmWave, OWC, …) 

•  Bottleneck (bandwidth, power, weight, …) 

•  Evolution (2G, 3G, LTE, NB-IoT…) vs. Revolution (5G, molecular comms., …)

Source: Ericsson, Apr. 2016

Sensing and Access/Network Requirements 



Source:  [3] Harnessing the Internet of Things for Global Development, ITU & Cisco

Sensor families



Sensor categories

Source:  [3] Harnessing the Internet of Things for Global Development, ITU & Cisco



2. IoT market landscape
The IoT interconnects “things” and autonomously exchanges data between them. “Things” may be 
machines, parts of machines, smart meters, sensors or even everyday objects such as retail goods or 
wearables. This capability will bring about tremendous improvements in user experience and system 
efficiency. Support for IoT requires Machine-to-Machine (M2M) communication. M2M is defined as data 
communication among devices without the need for human interaction. This may be data communication 
between devices and a server, or device-to-device, either directly or over a network. Examples of M2M 
services include security, tracking, payment, smart grid and remote maintenance/monitoring. The total 
M2M market is estimated to be 30 billion connected devices by 2025 [Machina Research, May 2015].

Fixed and short-range communication will be used for most connections. However, there is also a 
significant number (around seven billion by 2025) of connections expected via traditional cellular IoT and 
LPWA networks (Figure 1).

1 © Nokia 2016
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Figure 1: Billion global connections, 2015-2025 (Machina Research, May 2015)

LPWA is split into two separate sub-categories. On the one hand, there are the current proprietary LPWA 
technologies, such as SigFox and LoRa, which typically operate on unlicensed spectrum. On the other hand, 
there are the forthcoming 3GPP standardized cellular IoT technologies, in short cellular IoT, which typically 
operate on licensed spectrum.

Designing cellular IoT to meet the key requirements laid out in Figure 2 will enable it to address the 
combined market of traditional cellular IoT and LPWA IoT connections shown in Figure 1. To reach the 
total potential volume of seven billion units by 2025, the cellular IoT market will need to grow 35 percent 
annually on average.

IoT applications and services vary widely in terms of their service requirements, data throughput, latency 
and connectivity reliability. 

Page 4 www.nokia.com
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Scaling to connect  the Internet of Things
Scaling up in performance and mobility

Scaling down in complexity and power

Wearables

Energy Management

Environment monitoring

Smart buildings

Object Tracking

City infrastructure

Utility metering

Connected healthcare

Video security

Connected car

Mobile

Significantly widening the range of enterprise and consumer use cases

LTE Advanced (Today+) LTE IoT (Release 13+)

LTE Advanced
>10 Mbps 

n x 20 MHz

LTE Cat-1
Up to 10 Mbps 

20 MHz

eMTC (Cat-M1)
Up to 1 Mbps

1.4 MHz narrowband

NB-IOT (Cat-M2)
10s of kbps to 100s of kbps

180 kHz narrowband

Source: Qualcomm, Jun. 2016
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Progressing technologies toward 5G
We are driving 4G and 5G in parallel to their fullest potential

Note: Estimated commercial dates. Not all features commercialized at the same time

Further backwards-compatible 
4G enhancements

5G
Carrier aggregation 

Dual connectivitySON+

Massive/FD-MIMO

CoMP Device-to-device

Unlicensed spectrum 

Enhanced CA

Shared broadcast

Internet of Things
256QAM

V2X

FeICIC

Advanced MIMO

FDD-TDD CA

Low latency

LTE Advanced ProLTE Advanced
Rel-10/11/12

2015 2020+

Source: Qualcomm, Jun. 2016



Source: 5GPPP.
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5G will enhance existing and expand to new use cases

Wide Area Internet of Things
More efficient, lower cost communications 

with deeper coverage

Enhanced Mobile Broadband
Faster, more uniform user experiences

Higher-Reliability Control
Lower latency and higher reliability

Smart homes/
buildings/cities

Autonomous vehicles, object 
tracking

Remote control & process automation, 
e.g. aviation, robotics 

Infrastructure monitoring & 
control, e.g. Smart Grid

Mobile broadband,                                             
e.g. UHD virtual reality

Demanding indoor/outdoor conditions, 
e.g. venues

New form factors,
e.g. wearables and sensors

Source: Qualcomm, Jun. 2016



10

A new 5G unified air interface is the foundation

FDD, TDD, half duplex

Licensed, shared licensed, 

and unlicensed spectrum

Spectrum bands below 1 GHz, 

1 GHz to 6 GHz, & above 6 GHz 

(incl. mmWave)

Device-to-device, mesh, 

relay network topologies

From wideband multi-Gbps to 

narrowband 10s of bits per second

Efficient multiplexing of higher-

reliability and nominal traffic

From high user mobility 

to no mobility at all

From wide area macro to 

indoor / outdoor hotspots

Diverse spectrum Diverse services and devices

Diverse deployments

Unified air interface
5G

Source: Qualcomm, Jun. 2016



Source: Nokia Networks.



Source: Ericsson, Jan. 2016



Source:  [3] Harnessing the Internet of Things for Global Development, ITU & Cisco
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3.4 Extended coverage
Extended coverage is important in many IoT applications. Simple examples are smart meters, which are 
often in the basements of buildings behind concrete walls. Industrial applications such as elevators or 
conveyor belts can also be located deep indoors. This has driven the M2M community to look for methods 
to increase coverage by tolerating lower signal strength than is required for other devices. The target 
for the IoT connectivity link budget is an enhancement of 15-20dB. This coverage enhancement would 
typically be equivalent to the signal penetrating a wall or floor, enabling deeper indoor coverage. 

3.5 Support for a massive number of devices
IoT connectivity is growing significantly faster than normal mobile broadband connections and by 2025 
there will be seven billion connected devices over cellular IoT networks. This is equivalent to the current 
number of global cellular subscriptions. The density of connected devices may not be uniform, leading to 
some cells having very high numbers of connected devices. This means that LPWA IoT connectivity needs 
to handle many simultaneous connected devices.

4. LPWA IoT technology landscape
Today, 2G modules are the dominant solution for IoT, but the fastest growth will be in LTE modules. Low 
power, wide area and low cost modules are key enablers for the rapid changes expected. A module cost 
below 5 USD is needed for LPWA IoT devices to gain market share from short-range connectivity standards 
and wireless sensor networks like ZigBee, BT LE and Wi-Fi. The key LPWA IoT solutions are shown in  
Figure 4.

LoRa GSM (Rel.8) EC-GSM-
IoT (Rel.13)

LTE (Rel.8) eMTC (Rel.13) NB-IoT (Rel.13)

LTE user equipment 
category

N/A N/A N/A Cat.1 Cat.M1 Cat.NB1

Range  
Max. coupling loss

<15km 
155dB

<35km 
144dB

<35km 
164dB

<100km 
144dB

<100km 
156dB

<35km 
164dB

Spectrum Unlicensed 
<1GHz

Licensed 
GSM bands

Licensed 
GSM bands

Licensed LTE 
bands In-band

Licensed LTE 
bands in-band

Licensed LTE in-
band guard-band 
stand-alone

Bandwidth <500kHz 200kHz 200kHz LTE carrier 
bandwidth (1.4 
– 20MHz)

1.08MHz 
(1.4MHz carrier 
bandwidth)

180kHz 
(200kHz carrier 
bandwidth)

Max. data rate* <50kbps 
(DL/UL)

<500kbps 
(DL/UL)

<140kbps 
(DL/UL)

<10Mbps(DL) 
<5Mbps(UL)

<1Mbps  
(DL/UL)

< 170kbps (DL)  
< 250kbps (UL)

*Max data rates provided are instantaneous peak rates.

Figure 4: LPWA IoT and legacy LTE connectivity overview



Source: Ericsson, Jan. 2016
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