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Internet of Things ... The origin

“| could be wrong, but I'm fairly
sure the phrase ‘Internet of
Things’ started life as the title of a
presentation | made

at Procter & Gamble in 1999.”

Kevin Ashton
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loT is the current wave of Internet
From Internet of People to Internet of Things
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Internet of People
(Collaboration / Share)
Voice & Video collab.
Social media and docs a8
Web Logs / Board B srim
Internet of Content =fitbit  gmE
(Distribution / Access) i X
Email @m:: Internet of Things
Information . bwitter) (Integration / Control)
Entertainme £ T 6 Gt |ndexing & tracking
heill Control & connectivity
(" Tube internex of Services Autonomous operations
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So, What is loT?
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What is the Internet of Things (loT)?

The (loT) is the network of physical
objects—devices, vehicles, buildings and other items
embedded with electronics, software, sensors, and
network connectivity—that enables these objects to collect

and exchange data. Internet of things

... computers
that [know]
everything ...

about things.

Kevin Ashton
1999
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Different Names for the same Thing!!!
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Different Names for the same Thing

M2M (Machine To Machine)

‘Internet of Everything” (Cisco Systems) " ¢ - o

“World Size Web” (Bruce Schneier)

“Skynet” (Terminator movie)

a
TERMINATOR 3
RISE::MACHINES
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Internet of Things (loT) ... A new dimension

Connecting:

Anytime:
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Internet of Things (10T) ... A New Dimension

Connecting:

Any TIME connection

Anything Anyone

« On the move Anytime

* Qutdoors and indoors

From any time ,any * Night S e waes

place connectivity for *Daytime * Outdoors

anyone, we will now * Indoors (away from the PC)
have connectivity for « At the PC

* Between PCs
* Human to Human (H2H), not usinga PC

* Human to Thing (H2T), using generic equipment
* Thing to Thing (T2T)
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loT ecosystem
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Integration / IT Services /

Analytics

Security

Solutions Management

= SERVICES
2 Standards & e
o E Protocols Chips
£9
> N %
=¥ : i =
> 2 Consortiums / = O Miniature
(1] 8 Industry Groups E E Devices
o D X
- m
= Regulators /

Government Networks

SOFTWARE / CONNECTIVITY

Carriers / Cloud

Network Service Software /

Providers Providers
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loT from Connecting Devices to Human Value

Data sensing
02 and collecting

Device connection
loT devices

Data analytics

03
Big data analysis 04

loT connectivity Device ; E:rtgpon Al and cognitive
Embedded intelligence gﬂznec o and access Analyis at the edge
connectivity
Data sensing/collection Internet of Things Data value .
Capture data From analysis to action
Sensors and tags FROM CONNECTION APIls and processes
Storage Human TO BENEFIT Actionable intelligence
Valéle, apps Data analytics
an

experiences

- Data transport Human value

03 06 Data value o
V) Focus on access defined by Smart applications
“  Cloud and others action Stakeholder benefits
Control 05 Tangible benefits
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Smart Module

* SIM Card

* Sensors

* Embedded
Chips

* Aggregator
e Transporter

gemalto

QUALCOMMN
C ZigBee'

Source: Telecomcircle.com

Smart Object

* Vending
Machine

* Appliances
* Meters

* Car

* Camera

* Meters

SAMSUNG
@ BOSCH

= fitbit.
&€ Apple

loT Value Chain

* Network

* Connectivity
* Availability
* Quality

Yelefonica

vodafone

—
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¢ |oT Enabling
Capabilities

« Billing

* |[ntegration
with 3 party
applications

e Analytics

Niir
CISCO

=. Microsoft

Google

HomeKit

Software

Customization Applications

* |nterfaces * Vertical
* Solution Build- solutions
up ¢ Bundling of
* Hardware service
* Back-end * CRM & Billing
® Data e Customer
Management Care
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* Buys Services
» Sells Services
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The Three Cs of loT o

Communication

Control and
Automation

Cost Savings
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loT Forecast

During 2008, the number of [AgIIafesR ... )
connected to the Internet exceeded the

number of [l on earth

2003

2010

2015

By 2020 there
will be silsiilitels!
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Number of People vs connected Devices

1.8 S

Connected devices per person
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IoT Forecast

pop.m:: 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
Connected 500 Million 12. 5 Billion 25 Billion 50 Billion
Devices
More
connected
Connected devices than
Devices per 0 people 8 347 6.58
Person

H
2015

2003 * 2010
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HVAC,
Transport,
Fire & Safety,
Lighting,
Security,

Pr
Access, etc. qe:ceSS,

Calnp?lfoo"',
Turbines
Windmills
UPS
Batteries
Generators
Meters, Drills

Fuel Cells, etc.

 Digital Cameras,
ﬂ Power Systems, MID,
| Dishwashers, eReaders,
Desktop Computers
Washer/Dryers,

Meters, Lights, TVs, MP3,

Games Consoles, Lighting

Alarms, etc.

Source: Beecham Research

Implants, Surgical Euipment

The Internet of Things Has & traiisformational impact on all industries,
re-shaping business models, value chains, and entire industry configurations

>,,-\:< /q*ce: Beecham Research
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loT .. The Big Picture .~

0‘\9 Servers
Storage
PCs, Routers
Switches

PBXSs, etc

Tanks, Fighter Jets
Battelfield Comms

, Jeeps, Cars, Ambulances
Breakdown, Lone Worker
Homeland Security, Fire

Consumer & Enviro. Monitor, etc.

POS Terminals
Tags
Cash Registers
Vending Machines

Signs, etc.

Fmil3

$5§g§

322897}

goo03p® Vehicles, Lights, Ships

< 3 ;_ v o

20523

ﬁ aa Planes, Signage
Telemedicine, etc. Pumps, Valves, Vats, Conveyors, Pipelines Tolls, etc.

Motors, Drives, Converting, Fabrication
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What is the Smart Sustainable City? SSC

A smart sustainable city is an innovative city that uses
information and communication technologies (ICTs) and
other means to improve quality of life, efficiency of urban
operation and services, and competitiveness, while
ensuring that it meets the needs of present and future
generations with respect to economic, social and
environmental aspects.

Source: ITU — Smart Sustainable Cities
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What is the Smart Sustainable City? SSC

The main goal for SSC is to enhance the quality of life
of citizens across multiple, Interrelated dimensions,
including (but not limited to) the provision and access to

water resources, energy, transportation and mobility, edu
cation, environment, waste management, housing
and livelihoods (e.g. jobs), utilizing ICTs as the key medium.

Source: ITU — Smart Sustainable Cities
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Integrated ICT
Sustainability
Smart Economy

= Green
= Pollution control Bf;:i]:;is Innovative &
O Climate change experimenting
g = adaptation Smart Sustainable living
G Environment Smart Care
iti Stability

:E imart t S Smart Cities Srart N
(®] ransr?or . Mobility Education .

Electric vehicled Supportive
A i i . Assertive
Q Dynamic traffic control,‘\l Intelllgent |;
-8 Nation \Z
2 | Smart, proactive people

Energy efficiency Smart - S =1 8-y 4| Education & research
< Reduced emissions Utility Community Culturally vibrant &

Smart meters happy

Smart
Infrastructure Sl GOVErAMENt e-gov
ivi Easy access RO\ CELEBRATING
Connectivity . Y i%gs 25VEARS
Integrated services Transparent Qansl/ OF ACHIEVEMENTS .
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Smart Roads

Warning messages and diversions
accarding to climate conditions and
unexpected events like accidents or

Smartphones Detection Electromagnetic Levels iraffic jame,

Detect iPhone and Android devices and in Measurement of the energy radiated
general any device which works with Wifi or by cell stations and WiFi routers

Air Pollution

Control of CO, emissions of factaries, pollution
emitted by cars and toxic gases generated in
farms.

Smart Lighting

Bluetooth interfaces. Intelligent and weather adaptive lighting

in street lights.

Perimeter Access Control Traffic Congestion

Access contral to restricted areas and detection Menitoring of vehicles and pedestrian
of people in non-autharized areas. affluence to aptimize driving and walking
routes

Intelligent Shopping

Getting advices in the point of sale
according to customer habits, preferences,
presence of allergic components far them
or expiring dates

Forest Fire Detection

Monitoring of combusticn gases and preemptive = :
fire conditions to define alert zones. Radiation LEVELE
Distributed measurement of radiation levels
in nuclear power stations surroundings to
generate leakage alerts,

Wine Quality Enhancing
Manitering soil moisture and trunk diameter
invineyards to control the amount of sugarin
grapes and grapevine health.

Noise Urban Maps

Sound monitoring in bar areas and
centric zones in real time.

Offspring Care

Control of growing conditions of the offspring in
animal farms to ensure its survival and health.

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Menitoring of vibrations and material conditions
in buildings, bridges and historical monuments.

Water Leakages

Detection of liquid presence outside tanks.
and pressure variations along pipes.

=
@)
g
©
&
(7))
©
o
[
gs.
S
=
<

Vehicle Auto-diagnosis

Infarmation collection from CanBus tc
send real time alarms to emergencies
or provide advice to drivers.

Waste Management

Cetection of rubbish levels in containers
to optimize the trash collection routes

Smart Parking Item Location

Monitoring of parking spaces availability Search of individual items in big surfaces
in the city. like warehouses or harbours.

6‘,:_:,.‘ CELEBRATING
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Quality of Shipment Conditions Water Quality Golf Courses

Study of water suitability in rivers and the Selective irrigation in dry zones to
sea for fauna and eligibility for drinkable reduce the water resources reguired in
use. the green.

Manitoring of vibratians, strokes, container openings

Source_' Libe/lum ar cald chain maintenance for insurance purposes. 28
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< & Ciy arsharing indowdoor
@ i Environment

Definition Mm

Smart Cities Standard
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|

Smart logistic  §
Protocol ket Gl
Management platform
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1 ETF "6
1Pv6 sensor 9%

QIEEE *

City sensor networks
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LPWA (Low Power Wide Area) Connectivity Solutions

@ - Zighee 4 €  BLE

ZigBee Bluetooth

Drowess™* 6LoWPANm oneM2M /‘

cprs ° 20

Garwrw’ Paciat Rach Seven

* Clean
-Slate

w

«ul
GSm:

L e R
W b P aiant A et

Siglox ~__ * Threa
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Non-standard 10T vs. Cellular loT
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S/tg':':;arld Band System Coverage SUDEIE | R Capacit -:lr:tﬁ(:t)
Bandwidth & cost life pacity
ecosystem (years)
. . 250KHz™ ?MHz
SigFox X Unlicensed UL 100Hz GSM 14dB+ X ’ Lower than \/
NB- loT
LoRa X Unlicensed | 7.8k~500kHz GSM 18dB+ X . \/
About 1/10 of
AGcEL \/ GSM Band 2.4MHz GSM ~20dB+ 2X 0 NB - loT per unit 1~2
(R13) BW
eMTC Similar as
LTE Band 1.4MH ~ O ~
TR v an : TE 15dB+ | 3~10X B o 1~2
NB-loT G/U/L MSR ‘ >50k/cell/
. 200KH ~
(standalone) ‘/ /dedicated ‘ SEIN) el X 200kHz 172
NB-loT
(guard- v LTE Band 200KHz GSM 20dB+ X . 1~2
band)
,NB'|°T v LTE Band 200KHz GSM 17dB+ X 0 1~2
(in-band) uo &)
S 19 25
LPWA (Low Power Wide Area) ans
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Platforms & Enablement (Horizontals
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LoRa (Long Range) for loT

L§Ra®
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LoRa (Long Range) loT

10 Years Billions

Sensor nodes can be very energy Highly scaabie,

efficeent with a otime of up to 10 COMMBCING lons of

Years on o single battery, sensors to millons of
nodes.

10+ km AES128

Sensor nodes can

communicate over long

Gstances ot cata mtes

from 300 bit/sec up %o

50 kbit/sec.

BM Long Range Signaling and Control

LoRa combined with iBM's Long Range Signaling and Control software and the 1BM Internet of Things (loT)
Foundation cloud-hosted service enable operators to connect and manage millions of sensor nodes in
large-scale loT and Machine to Machine deployments.

[EM 1= a member of the LoRa Alllance Lglta Alliance
-d

www lora-alliance 019
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iy T3 Wireless Base Station
e beviee Backhaul (3G/LTE)
sente) (W)
~
A em 3G
Gﬁ@ (@) - LoRa
LoRa @) .~ Cellular Natviork
Trackin = - (¢ 3G/LTE
: 7 BEATO Server

' : Freq.: 920 MHz
5 ﬁ Power: -200 mW LoRa

Cell radius: 1-2 Km Base

@ ITUWTDC

\ BUENOS AIRES 2017

Ra

0

Metering (Urban) Station Open loT Customer
Platform Application
LoRa () Eth. (ThinkPlug) Server
—— g ,"\ Broadband
. Wireline
Monitoring & T
Control
LoRa MAC P | Open API . Open API
w_ il (OneM2M) (OneM2M)

LoRa device: Collects data from sensor and transmits it using LoRa standards

LoRa base station: Forwards RF packets from LoRa devices to a LoRa server

LoRa network server: Processes LoRa MAC protocols, authenticates and manages devices, and interworks with SK Telecom’s
10T platform (oneM2M)

Source: Netmanias
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N
Benefits of LoRa
LoRa Sigfox NB-loT LTE-M
Band to use Unlicensed band Unlicensed band LTE licensed LTE licensed
(920 MHz) (920 MHz)
Standardized by LoRa Alliance ETSI 3GPP (Rel.13: Q2 3GPP
2016)
Cell coverage* -10 Km - 10 Km -10Km -5Km
Data rate* - 5.4 Kbps 100 - 600 bps - hundreds of Kbps  10/5 Mbps (DL/UL)
(Cat.1 + PSM)
Commercialization  Yes Yes To be Yes
commercialized in
H1 of 2017
Ecosystem Open Closed Open Open
Battery life* - 10 years - 10 years - 10 years - 10 years
Module** price S5 S5 S5 510
Note Most affordable Closed elements  Not ready for Expensive
Commercialization commercialization
ready yet 25YEARS

Nazer
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ZigBee NW Topology & Protocol stack

72 zigbee

Zigbee consolidated app layer

Zigbee is the only complete

loT solution, from mesh network

to the universal language that allows
smart objects to work together.
Certified by the Zigbee Alliance.

Application Standard

Zigbee PRO (with Green Power)

Network

IEEE 802.15.4 - MAC

Media Access Control

IEEE 802.15.4 - 2.4 GHz (worldwide)

sub-GHz 800-900 MHz (regional)

Physical Layer

i
1
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ZigBee IP ZigBee IP ZigBee IP ZigBee IP  Information
Coordinator Router Hosts Border Router Flow
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Range
MCL

Spectrum
Bandwidth

Data rate

Battery life

Use case

Module cost

Availability

Source: Nokia
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loT LPWA Technology Space & connectivity

LoRa : Long Range
NB — loT : Narrow Band loT

SIGFOX LoRa NB loT
(NB LTE)
. SIGFOX LoRa I_t’?"e
<12km < 10km <15km
160 dB 157 dB 164 dB
Unlicensed Unlicensed Licensed
900MHz 900MHz 7-900MHz
100Hz <500kHz 200 kHz shared
<100bps <10 kbps <200 kbps
10+ years 10+ years 10+ years
Smart Grid/City ~ Smart Grid / Gity, >t Crd/City
Monitoring Monitoring Monitoring
4.00$ (2015) 4.00$ (2015) 4$ (2015)
2.64% (2020) 2.64% (2020) 2-3$ (2020)
Today Today 2016
LPWA: Low-Power Wide-Area eMTC .

eMTC
(LTE-M)

N
Ite

< 10km
156 dB

Licensed
7-900MHz
shared

< 1 Mbps

10+ years

Sm. Grid / City /

Monitor./ vehic
5.00% (2015)
3.30% (2020)

2016

LTE-M : Long Term Evolution Machine Type Connection
EC - GSM : Extended Coverage GSM

EC-GSM
Rel. 13

l..-
SRR
< 15km
164 dB

Licensed
8-900MHz
shared

10kbps

10+ years

Sm. Grid / City /
Monitor./ vehic
4.5% (2015)
2.97% (2020)

2016

)
@ BUENOS AWSTD C

5G
(Targets)

5G

<12km
160 dB

Licensed
7-900MHz
shared

< 1 Mbps

10+ years

Sm. Grid / City /
Monitor./ vehic.

<$2

> 2020
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= IR

ans

40



NV
S
sudacad >I5lbguw

BUENOS AIRES 2017
9-20 October

@ ITUWTDC

loT Connectivit‘ Sﬁectrums

2.4 GHz (worldwide)

ZigBee 915 MHz (U.S.) 20 to 250 kbps
868 MHz (Europe)
915 MHz (U.S.)
LoRaWAN 868 MHz (Europe) 0.3 to 50 kbps
908.42 MHz (U.S.)
Z-Wave 868.42 MHz (Europe) Up to 100 kbps
THREAD 2.4 GHz 250 kbps
SIGFOX 915 MHz Very Low
NFC 13.56 MHz 424 kbps
WirelessHART 2.4 GHz 250 kbps
Weightless < 1GHz Up to 10 Mbps
LTE Cat-1 Cellular bands Up to 10 Mbps
LTE Cat-0/
LTE-M Cellular bands Up to 1 Mbps
Narrowband
loT (NB-IoT) Cellular bands Tens of kbps

Source: Rohde & Schwarz
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loT is a major driver for the evolution towards 5G
>10 GbpS Massive Broadband 100 |\/|bpS
}ak data rates average throughput
10-100 - 10 000
X more devices f‘é"JEﬁff X more traffic
M2M
ultra low cost
10 Years Communication Critical Machine <1 ms
On Battery (LTE-M) Type Communication latency

(Low power) Wide area Crowd Outdoor
e o o aBBe e aaldh

A trillion of devices with different needs

GB transferred in an instant

e2e Security

Source: Nokia

Telco —grade Reliability

[ ]
0 ®\ CELEBRATING

Service Flexibility 9 25YEARS
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>10 Gbps

peak data rates

1,000,000

devices per km

Ultra low cost
for massive
machine coms.

10 y@arr

Datter

A/
&
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100 Mbpr

whenever needed

Mobile
Broadband

Massive Critical Ultra
machine machine reliability
communication communication < 105 E2E outage

Zero
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Challenges of Internet of Things (loT)

Robust
tandardization: connectivity:
Standard Latency, Availability,
connectivity for Coverage

billions of things

loT
Challenges

Privacy and
security:
Prevent malware
injection and data
misuse

Domain

knowledge:
Deep, vertical-

N T LD
specific insights o8\ CeLEBRATING

s 2 §) 25YEARS
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CONTROL SYSTEMS
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APls BIG DATA
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SYSTEM OPERATORS -
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HEALTHCARE Q§
LIFE & R
SCIENCE
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NOISY loT SECURITY 0 Qﬁb\\
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oneM2M Partnership Project
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Sharing/Reference

(Liaison, workshop, ..

)

SCP, SmartM2M

\1 Interworking

Endorsement (adoption)

Partnership
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Smart Sustainable Cities SSC, Standards & Framework
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Smart Sustainable Cities SSC, Standards & Framework

 The traditional standards related to SSC have been mostly
developed by technical-specific organizations through
“Vertical” approaches.

* As a result, those standards only cover the technical aspects
of SSC, which undermines their authority and leads to
guestions about their validity.

Source: ITU — Smart Sustainable Cities

_sudocaf:l 3[5'191/.1)_ O WTDC



> g
su\discidj"l”s“ligiu \O’ BUENOS;&STDC

Smart Sustainable Cities SSC, Standards & Framework

* Moreover, the original models of the "digital city", "wireless
city", "broadband city" or "optical city" had a strong technical
focus on information and communication technologies (ICTs).
These models were not following a broad and horizontal
strategy, and sector-specific vertical approaches were based
on separate infrastructures, not interworking with each other
while often physically overlapping.

* None of these models can satisfy the complex and
comprehensive requirement of future urban management

and sustainable development.

Source: ITU — Smart Sustainable Cities
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Framework for SSC standards

Buildings and physical infrastructure:
« Urban planning;
« Low carbon design and construction;
 Intelligent building systems;
 Building information modelling (BIM);
» Traffic systems;
« urban pipeline network.

Information and communication technology
(ICT):

ICT  framework, architecture and
information model;
« Network and information  security,

availability and resilience;
» Application and support layer;
« Data layer;
« Communication layer;
« Sensing layer.

Source: ITU — Smart Sustainable Cities

Smart City management and assessment:

Strategic planning and partnership building;
Deployment and implementation;
Management and administration;
Resilience and disaster recovery;
Evaluation and assessment.

SSC services:

e-government;

Transport;

Logistics;

Public safety;

Health care;

Governance of urban infrastructure;
Energy and resources management;
Environmental protection;
Climate change adaptation;
Community and household.

CELEBRATING
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Framework for
SSC standards

Source: ITU — Smart Sustainable Cities
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inable Cities SSC, Standards & Framework

Conclusion & Recommendation:

* The original digital systems, as well as the traditional ICT
standards, should be improved or redesigned from a broader
and higher level perspective, to achieve the transformational
impact that smart sustainable cities ought to bring about.

 Therefore, the development of SSC standards should

be acc
standarc
standarc

omplished through cooperation among
s organizations and the adaption of existing
s, fulfilling the principle of openness,

compati

Source: ITU — Smart Sustainable Cities

oility and versatility.
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Thank You
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