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Massive IoT vs. Critical IoT
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Wide area Internet of Things
Optimizing toward the goal to connect anything, anywhere

Power efficient
Multi-year battery life

Longer range
Deeper coverage

Utility meteringSmart homesSmart cities

Remote sensors / Actuators Object trackingWearables / Fitness

Lower complexity
Lower device and network cost

This presentation addresses potential use cases and potential characteristics of 5G technology. These slides are not intended to reflect a commitment to the characteristics or commercialization of any product 
or service of Qualcomm Technologies, Inc. or its affiliates

Source: Qualcomm, Jun. 2016

Wide Area IoT
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Enhanced mobile broadband
Ushering in the next era of immersive experiences and hyper-connectivity

UHD video streaming

Broadband ‘fiber’ to the home Virtual realityDemanding conditions, e.g. venues

Tactile Internet3D/UHD video telepresence 

Higher throughput
multi-gigabits per second

Lower latency
Significantly reduced e2e latency

Uniform experience 
with much more capacity

This presentation addresses potential use cases and potential characteristics of 5G technology. These slides are not intended to reflect a commitment to the characteristics or commercialization of any product 
or service of Qualcomm Technologies, Inc. or its affiliatesSource: Qualcomm, Jun. 2016
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Higher reliability control
Enabling new services with more reliable, lower latency communication links

Higher reliability
Significantly reduced packet loss rate

Lower latency
Significantly reduced e2e latency

Higher availability
Multiple links for failure tolerance and mobility

Energy / Smart grid

Aviation MedicalIndustrial automation

RoboticsAutonomous vehicles

This presentation addresses potential use cases and potential characteristics of 5G technology. These slides are not intended to reflect a commitment to the characteristics or commercialization of any product 
or service of Qualcomm Technologies, Inc. or its affiliates

High Reliability Control
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Scalable across a broad variation of requirements

Wide area 
Internet of Things

Higher-reliability 
control

Enhanced 
mobile broadband

Deeper coverage
To reach challenging locations

Lower energy
10+ years of battery life

Lower complexity
10s of bits per second

Higher density
1 million nodes per sq. km

Enhanced capacity
10 Tbps per sq. km

Enhanced data rates
Multi-Gigabits per second

Better awareness
Discovery and optimization

Frequent user mobility
Or no mobility at all

Stronger security
Used in health/government/

financial applications

Lower latency
As low as 1 millisecond

Higher reliability
> 99.999% packet success rate

This presentation addresses potential use cases and potential characteristics of 5G technology. These slides are not intended to reflect a commitment to the characteristics or commercialization of any product 
or service of Qualcomm Technologies, Inc. or its affiliates

Source: Qualcomm, Jun. 2016
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2.1 CONNECTIVITY	REQUIREMENT	FOR	MASSIVE	
IOT	

Northstream	 has	 presented	 a	 framework	 for	 IoT	
connectivity	 requirements	 in	 a	 previously	 published	
white	 paper,	 “Connectivity	 Technologies	 for	 IoT”3,	 as	
illustrated	 in	 Figure	 2	 below.	 Cross	 examining	 the	
Massive	IoT	use	cases	described	in	the	previous	section	
against	 this	 framework,	 it	 becomes	 clear	 that	 these	
applications	 share	 the	 same	 requirements	 for	 many	
dimensions.	

2.1.1 TECHNICAL	CONSIDERATIONS	

On	 a	 technical	 level,	massive	 IoT	 applications	 typically	
consist	 of	 many	 devices	 spread	 out	 in	 a	 wide	 area,	
ranging	 from	 large	 manufacturing	 plants	 to	 cities	 or	
even	 whole	 countries.	 Some	 of	 the	 devices	 are	
stationary	and	can	be	located	in	challenging	radio		

	

																																																													
3	Northstream	white	paper	“Connectivity	Technologies	for	IoT”		

environments,	 such	 as	 inside	 a	 basement	 or	 a	 factory.	
To	 accommodate	 such	 environments,	 the	 connectivity	
technology	 used	 for	massive	 IoT	 applications	 needs	 to	
not	only	provide	wide	coverage,	but	also	a	robust	signal	
able	to	penetrate	deep	indoors.	

Due	 to	 the	 sheer	 number	 of	 devices	 and	 the	 scale	 of	
deployments,	the	technology	used	for	these	applications	
needs	 to	be	energy	efficient,	 to	enable	 long	battery	 life	
and	limit	the	costs	for	device	or	battery	replacement.		

Massive	 IoT	 applications	 often	 have	 low	 to	 moderate	
requirements	on	throughput	and	latency	levels,	as	they	
mostly	 involve	 data	 collection	 and	 non-critical	 control	
functions.	Nevertheless,	 the	requirements	can	still	vary	
from	 anything	 as	 low	 as	 several	 bits	 per	 second	 to	
hundreds	of	kilobits	per	second	on	throughput,	or	from	
seconds	 to	 hours	 of	 delay	 tolerance	 depending	 on	 the	
application.		

	

	

	

2. Connectivity requirements and options	

Figure	3	Main	considerations	for	selecting	an	IoT	technology	

4 

Future	proofness	 ensures	the	
strategic	investment	in	IoT	is	
economically	and	
technologically	sustainable	in	
the	long	run

Global	reach	and	
interoperability	brings	
simplicity	and	efficiency	to	
international	IoT	deployments

QoS	ensures	the	value	the	IoT	
service	can	deliver

Security	protects	privacy	and	
integrity	of	IoT	users

Cost	decides	the	business	
viability	of	implementing	and	
operating	the	IoT	service

Scalability	determines	the	
flexibility	for	managing	growth

Commercial Ecosystem

Coverage	determines	where	
the	device	can	be	deployed	
and	connected

Energy	efficiency affects	
battery	life	and	maintenance	
cycle

Latency determines	whether	
time	sensitive	services	can	be	
provided

Throughput	 limits	the	amount	
of	data	transmitted	at	any	
given	time

Technical

Different Considerations

Source: Northstream, 2017



	

	

Enterprises	 across	 a	 range	 of	 verticals	 are	
leveraging	 the	 benefits	 of	 IoT	 to	 improve	 their	
business	 and	 processes.	 They	 are	 poised	 to	
experience	considerable	economic	impact	from	IoT	
services,	 as	 processes	 can	 be	 optimized,	
information	 can	 circulate	 more	 quickly	 and,	 in	
some	 cases,	 labour	 costs	 will	 be	 reduced.	 Critical	
and	massive	IoT	are	only	starting	to	clearly	emerge	
as	 categories,	 and	 there	 will	 be	 different	
connectivity	technologies	designed	to	address	their	
specific	requirements.		

The	 following	 chapters	 further	 expand	 on	 the	
requirements	 for	 massive	 IoT	 applications,	 and	
discuss	 several	 connectivity	 technologies	 in	 terms	
of	 their	 core	 focus	 and	 suitability	 for	 addressing	
massive	IoT.	
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Current massive IoT applications

Utilities
Smart metering, smart grid 
management

Smart cities
Smart lighting, waste 
disposal, parking 

Transport & logistics
Asset tracking, fleet 
management

Industrial
Process monitoring and 
optimization 

Smart buildings
Home automation, smart 
heating, alarms (security, 
smoke detectors)

Agriculture
Climate monitoring, 
livestock tracking

Figure	1	Applications	requiring	massive	IoT	

Massive IoT Applications

Source: Northstream, 2017



	

	

	 	 	

2.1.2 COMMERCIAL	CONSIDERATIONS	

From	 a	 commercial	 perspective,	 the	 requirements	 on	
QoS	 and	 Security,	 while	 relevant,	 may	 not	 be	 equally	
crucial	 for	 all	 applications.	 In	 fact,	 it	 is	 perhaps	 more	
important	 for	 the	 technology	 to	 be	 flexible	 enough	 to	
handle	different	QoS	and	security	requirements,	as	they	
are	unlikely	to	be	fully	homogeneous	within	such	a	large	
scale	deployment.	

Scalability	is	a	key	requirement	for	massive	IoT.	 	These	
applications	 will	 evolve	 and	 grow	 over	 time	 and	 the	
connectivity	 technology	 addressing	 them	must	 be	 able	
to	 easily	 scale	 to	meet	new	 capacity	demands,	without	
disrupting	 existing	 services.	 Furthermore,	 scalability	 is	
closely	 linked	 to	 cost,	 as	 the	 ability	 to	 connect	 densely	
deployed	devices	in	large	numbers	also	depends	on	the	
viability	 of	 the	 business	 case.	 In	 the	 absence	 of	
affordable	 devices	 and	 low	 connectivity	 cost,	 the	
business	 validity	 of	 a	 massive	 IoT	 solution	 would	 be	
jeopardized	 by	 the	 total	 cost	 of	 ownership	 for	 the	
implementation	and	operation	of	the	service.	

2.1.3 ECOSYSTEM	CONSIDERATIONS	

Lastly,	turning	to	the	ecosystem	dimension,	it	is	perhaps	
more	 pertinent	 for	 Massive	 IoT	 than	 for	 any	 other	
application	 to	 choose	 a	 future	proof	 technology,	 as	 the	
volume	 of	 devices	 would	 render	 it	 prohibitively	
expensive	 to	 migrate	 them	 to	 a	 different	 technology	
down	the	line.	One	way	to	ensure	this	sustainability	is	to	
enable	 OTA	 (over	 the	 air)	 post-installation	 software	
provisioning	 in	 order	 to	 adapt	 to	 any	 new	 needs	 or	
configurations	that	may	arise.		

While	massive	IoT	is	certainly	deployed	in	large	scale,	it	
can	still	be	contained	to	regional	or	national	operations.	
Therefore	 global	 reach	 and	 interoperability	 are	 not	
necessary	requirements	for	all	Massive	IoT	applications,	
but	may	become	relevant	in	certain	cases.	For	example,	
if	 an	 international	 enterprise	 is	 seeking	 to	 deploy	 a	
solution	on	a	global	scale.		

Figure	 3	 below	 summarizes	 the	 key	 requirements	 on	
connectivity	technology	for	massive	IoT.	

	

	 	

Figure	3	Key	requirements	for	massive	IoT	networks	
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Requirements for massive IoT

Low cost: affordable device and low operational cost 
necessary to create a business case with high volumes

Long battery life: devices are often battery powered, 
and expensive to replace after deployment

Strong coverage: networks must penetrate deep 
indoors and underground for many use cases, such as 
mining

Scale & density: networks must easily scale to handle a 
huge number of devices as use cases grow

Performance flexibility: networks must be able to 
handle multiple applications with differing performance 
requirements, e.g. for latency and throughput

Key Requirements for Massive IoT

Source: Northstream, 2017



	

	

	 	 	

2.2 TECHNOLOGY	OPTIONS	FOR	MASSIVE	IOT	

2.2.1 MASSIVE	IOT:	WIDE,	DENSE	OR	BOTH	

Traditionally,	 IoT	 use	 cases	 with	 a	 large	 number	 of	
connections	 have	 been	primarily	 addressed	 by	 cellular	
M2M	 technology.	 While	 traditional	 cellular	 M2M	
networks	 provide	 high	 quality	 and	 secure	 connectivity	
solutions	 for	 enterprises	 to	 connect	 their	 high	 value	
equipment	 or	 data	 collection	 points,	 enterprises	 have	
been	 seeking	 out	 cheaper	 and	 more	 efficient	
alternatives	 to	 connect	 a	 wider	 set	 of	 less	 critical	
devices.	 This	 has	 led	 to	 the	 emergence	 of	 new	
technologies	 in	 the	 last	 few	years,	 such	as	Sigfox,	LoRa	
and	NB-IoT.		

These	new	technologies	have	been	optimized	to	provide	
excellent	 range	 while	 lowering	 power	 consumption.	
They	 are	 able	 to	 connect	 tens	 of	 thousands	 of	 (mostly	
dormant)	 devices,	 covering	 hundreds	 of	 square	
kilometers,	using	just	one	base	station	or	gateway.	As	a	
result,	 they	 provide	 a	 highly	 cost	 efficient	 solution	 for	
connecting	 a	 large	 number	 of	 devices,	 deployed	 with	
moderate	 density	 (up	 to	 a	 few	 hundred	 nodes	 per	
square	 kilometer),	 in	 a	 very	 wide	 area,	 using	 a	 small	
number	of	base	stations/gateways.		

While	 these	 technologies	 are	 well	 suited	 for	 many	
existing	 IoT	 applications	with	 devices	 deployed	 over	 a	
wide	area,	 there	 is	 also	a	growing	need	 to	address	use	
cases	 with	 even	 higher	 densities.	 As	 the	 available	
technologies	allow	for	increasing	numbers	of	devices	to	
become	 connected,	 we	 will	 see	 more	 and	 more	 dense	
applications	 appearing	 across	 all	 verticals.	 These	 will	
evolve	 towards	 massive	 IoT,	 with	 increased	
communication	 between	 devices	 and	 higher	 density	
levels	 than	we	have	ever	seen	before.	For	 instance,	 the	
continuous	proliferation	 of	 connected	devices	 in	 smart	
cities,	 	or	the	massive	concentration	of	connected	bikes	
at	 a	 festival	 event	 in	 Shenzhen4	would	 require	 the	
connectivity	 technology	 in	 use	 to	 handle	 an	 ultra-high	
density	of	IoT	devices.	

It	is	possible	to	support	a	higher	device	density	with	the	
technologies	 mentioned	 above	 by	 densifying	 the	
network		infrastructure,	but	this	would	increase	the	cost,	
and	 to	 some	extent	 contradicts	 their	 value	proposition	
of	 being	 able	 to	 provide	 wider	 connectivity	 for	 less.	
Besides,	while	NB-IoT	and	other	cellular	solutions	have	
the	possibility	of	dedicating	more	 licensed	spectrum	to	
provide	 the	 necessary	 capacity	 for	 IoT	 applications,	
Sigfox	 and	 LoRa,	 relying	 on	 the	 limited	 spectrum	
available	 in	the	unlicensed	bands,	will	have	constraints	
due	 to	 interference	 from	 both	 internal	 and	 external	
sources.	

New	 technologies	 are	 being	 developed	 to	 specifically	
address	 this	 need	 for	 high	 density	 connections.	 Most	
notably,	 5G	 has	 defined	 Massive	 MTC	 (machine	 type	
communication)	 as	 one	 of	 its	 three	 pillar	 use	 cases	
(alongside	 enhanced	 mobile	 broadband	 and	 ultra-
reliable	 low	 latency	 communication).	 5G	 will	 utilize	

																																																													
4	Shanghaiist,	2017	

streamlined	signalling	protocols	and	a	 lean	but	 flexible	
air	interface	to	facilitate	the	deployment	of	massive	IoT	
in	 ultra-wide	 areas	 with	 ultra-high	 density.	 5G	 is	
currently	 under	 development	 in	 the	 3GPP	
standardization.	 Commercial	 deployments	 of	 5G	
networks	are	expected	to	start	from	around	2020,	but	it	
will	probably	take	another	2-3	years	before	we	see	mass	
adoption	in	developed	markets.	

Another	alternative	to	connect	densely	deployed	nodes	
is	 to	 use	wireless	mesh	 technologies.	Wireless	mesh	 is	
not	 a	 specific	 technology	 but	 a	 family	 of	 technologies,	
including	 standardized,	 open	 source	 as	 well	 as	
proprietary	 ones.	 As	 the	 next	 chapter	 will	 describe	 in	
more	detail,	the	principle	of	mesh	networks	is	to	rely	on	
peer-to-peer	 communication	 between	 nodes	 to	
exchange	 information	 or	 forward	 data	 to	 and	 from	 a	
gateway.		

While	 mesh	 networks	 may	 not	 have	 been	 as	 widely	
discussed	as	some	of	the	other	technologies	mentioned	
earlier	 in	the	context	of	massive	IoT,	they	have	already	
been	extensively	utilized	in	many	industry	verticals.	For	
instance,	WirelessHART,	 a	mesh	protocol	 for	 industrial	
sensor	networks,	 is	commonly	used	to	connect	sensors	
densely	 deployed	 in	 manufacturing	 plants	 with	
challenging	radio	environments.	

In	 the	 past,	 wireless	 mesh	 technologies	 have	 been	
primarily	 focused	 on	 addressing	 dense,	 albeit	 local,	
deployment	 challenges.	 But	 recent	 advancements	 in	
networking	 protocols	 and	 the	 reduced	 cost	 of	 nodes	
that	 can	 support	 routing	 functions	 and	 long	 range	
transmission	 have	 greatly	 enhanced	 the	 ability	 of	
wireless	mesh	networks	to	cover	wider	areas.	By	using	
cellular	or	other	wide	area	technologies	such	as	LoRa	as	
the	 backbone	 that	 connects	 the	 gateways,	 a	 mesh	
network	can	provide	geographical	reach	for	regional	or	
even	 national	 deployments	 with	 the	 end	 nodes	
extending	 hundreds	 of	 kilometres	 from	 the	 gateway	
through	multi-hop.		

	

Figure	4	Geographical	reach	vs.	density	matrix	for	
massive	IoT	technologies	
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Figure	4	illustrates	the	two	main	dimensions	of	massive	

IoT	 deployment:	 geographical	 reach	 and	 node	 density.	

The	 connectivity	 technologies	 discussed	 above	 are	

mapped	 onto	 this	 diagram.	 Their	 position	 on	 the	

diagram	 does	 not	 indicate	 the	 only	 scenarios	 in	which	

they	can	operate,	but	rather	highlights	the	deployments	

for	 which	 they	 are	 optimized,	 in	 terms	 of	 both	

performance	and	cost	efficiency.	

	

2.2.2 DIFFERENT	OPTIONS	FOR	DIFFERENT	
BUSINESS	NEEDS			

In	addition	to	having	a	different	technical	focus,	each	of	

these	 connectivity	 technologies	 is	 also	 best	 suited	 to	

address	 different	 business	 needs.	 In	 particular,	 the	

following	 four	 aspects	 are	 highlighted	 as	 the	 most	

relevant	 considerations	 for	 massive	 IoT	 use	 cases:	

global	 interoperability,	 adaptability	 to	 local	

requirements,	 cost	 and	 QoS	 assurance.	 Figure	 5	

illustrates	how	different	technologies	are	best	suited	to	

address	these	dimensions.	

From	a	global	 interoperability	perspective,	3GPP	based	

technologies,	such	as	NB-IoT	and	5G,	undoubtedly	have	

the	 clearest	 advantage,	 being	 the	 output	 of	 extensive	

global	 standardization	 processes.	 Sigfox,	 as	 the	 sole	

service	 provider	 globally	 (through	 partnership	 with	

local	 operators),	 is	 also	 able	 to	 ensure	 that	 all	 Sigfox	

devices	work	on	its	networks	in	any	country.	While	only	

20%	of	the	global	population	is	covered	by	these	types	

of	 networks	 today,	 they	 are	 predicted	 to	 reach	 100%	

population	coverage	as	early	as	20225.		

In	addition	to	the	interoperability	of	these	technologies,	

their	 operators	 are	 often	 experienced	 in	 supporting	

international	 business,	 providing	 a	 highly	 valuable	

advantage	 for	 many	 enterprises,	 especially	 those	

deploying	connected	devices	on	a	global	scale.		

																																																													
5	McKinsey	article,	“What’s	new	with	the	Internet	of	Things?”	
2017		

On	the	other	hand,	 	 there	are	 limitations	regarding	 the	

extent	 to	which	 an	 enterprise	 can	 influence	 the	 public	

network	 operator	 to	 make	 specific	 adaptations	 to	 its	

unique	requirements,	for	instance,	to	improve	coverage	

in	 a	 basement	 or	 to	 meet	 specific	 service	 level	

agreements	(SLAs).	5G,	however,	promises	to	overcome	

this	 limitation	 and	 provide	 flexibility	 in	 the	 service	

provisioning	of	cellular	networks.	This	will	be	achieved	

through	 the	 modernization	 of	 core	 networks	 and	 the	

use	 of	 network	 slicing,	 which	 will	 allocate	 dedicated	

network	resources	into	slices,	each	addressing	a	specific	

use	case	for	a	specific	enterprise.	It	is	expected	that	this	

concept	 will	 encompass	 multiple	 radio	 access	

technologies,	including	NB-IoT.	

At	 the	 other	 end	 of	 the	 spectrum,	 wireless	 mesh	

technologies	 have	 been	 mostly	 deployed	 as	 private	

networks	for	specific	solutions.	Though	there	are	a	few	

standardized	 and	 open	 source	 options,	 it	 is	 a	

fragmented	 space	 with	 no	 dominant	 global	 solution.	

This	 has	 not	 been	 a	 major	 hindrance	 for	 the	 use	 of	

wireless	mesh	 technologies,	as	most	deployments	have	

been	 either	 local	 or	 regional.	 However,	 the	

interoperability	issue	may	become	a	challenge	for	mesh	

technologies	 to	 gain	 more	 traction	 in	 larger	 scale	

deployments.	

LoRa	 employs	 an	 open	 standard	 for	 its	 network	 layer,	

and	 can	 therefore	 be	 deployed	 as	 either	 a	 private	 or	 a	

public	 network.	 But	 due	 to	 its	 highly	 customizable	

nature,	 the	 interoperability	 between	 different	 network	

implementations	is	not	guaranteed.		

On	the	vertical	axis,	 the	enterprise	often	has	to	make	a	

tradeoff	 between	 QoS	 assurance	 and	 lower	 cost.	 From	

the	 total	 cost	 of	 ownership	 perspective,	 one	 needs	 to	

take	 into	 account	 the	 device	 cost,	

connectivity/subscription	 cost	 and	 network	 operation	

cost,	 if	 employing	 a	 private	 network	 solution.	 The	QoS	

assurance	is	not	only	about	the	throughput	and	latency	

of	 the	 connectivity,	 but	 also	 the	 responsiveness	 to	 any	

outage	or	interruption	in	the	network.	

Cellular	 solutions	 typically	 provide	 the	 best	 QoS	

assurance,	 by	 leveraging	 their	 extensive	 experience	 in	

providing	 enterprise	 solutions,	 internal	 support	 to	

handle	billing	and	resources	for	on-site	maintenance.	In	

addition,	 cellular	 technologies	 are	 also	 capable	 of	

delivering	 higher	 throughput	 with	 lower	 latency.	 This	

premium	 service	 comes	 at	 a	 higher	 subscription	 cost	

(even	though	NB-IoT	promises	a	lower	price	point	than	

traditional	cellular	M2M	connectivity),	and	this	is	one	of	

the	main	drivers	which	leads	to	the	emergence	of	other	

low	cost	options	like	Sigfox	and	LoRa.		

The	low	cost	options,	especially	Sigfox,	have	reduced	the	

device	complexity	as	much	as	possible	 to	 limit	 its	 cost,	

but	 this	 is	 achieved	 at	 the	 expense	 of	 much	 lower	

throughput	 and	 higher	 latency.	 It	 is	 nevertheless	 a	

tradeoff	 that	 is	 attractive	 for	 certain	 massive	 IoT	

applications.

Figure	5	Business	consideration	trade-offs	for	selecting	
massive	IoT	technologies	
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Tradeoffs

Source: Northstream, 2017
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Critical IoT Applications

VR/AR/XR

Autonomous Driving 
& V2X

Robotics 
& Factory 2.0

Telemedicine
Drones and UAVs



Key Requirements for Critical IoT

Low- Latency 
Communication 

(LLC)

Ultra-Reliable 
Communication 

(URC)
URLLC

Latency (ms)

Reliability 
(1-10-x)

Factory 2.0

ITS

Best Effort

0.1 1 10 100

-9

-5

-2

•Latency (E2E, user/control plane) 
•Reliability (FER, Outage, …) 
•Availability (probability, time/space uniformity, …)



Source: Ericsson, Jan. 2016
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Policy and Regulation Challenges



Anything that can be connected will be connected … 

Wireless

Life

Technology

ICT

Life
Technology

ICT

Wireless



The IoT Transformation

• Dramatic transformation from isolated systems to Internet of Things (IoT). 

• Driven by the convergence of: 

• increasingly connected devices, 

• computing and data economics, 

• proliferation and acceleration of cloud and big data analytics. 

• Unprecedented opportunities for public and private sectors to: 

• develop new services, new and innovative user experiences; 

• enhance productivity and efficiency; 

• improve real-time decision making; 

• solve critical societal problems. 



IoT — Cross-Layer Transversality

Many Topics and Sectors 

• Privacy — Data Protection —  Identity and authentication 

• Big Data  

• Network Security — Device Security 

• Health — Smart Homes — Environment —Transportation  

• B2B and Industrial 

Many Layers

• Hardware and physical layers 

• Communication Protocol Layers 

• Network Typology 

• Application 

• Data storage and access
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Realizing ICT benefits
Why policy makers need to act!

ICT benefits are not 
automatic

No deterministic built in 
design in to technology 

ICT outcomes can be 
negative if not backed by 

adequate policies

Policy choices shape the size, 
distribution and sustainability of  

benefits

Must be backed by 
resilient & adequate 

policy 

Technology can’t do it 
alone

Source: Ericsson AB 2017.

Need for policy actions



Policy versus Regulation

•Plenty of room for confusion and conflict in the IoT context.  

•Ideally: 
•Policies are general, and set broad directions and incentives to achieve desired outcomes. 
•Regulations define the terms of compliance in detail and are restrictive in nature, often 
outlining penalties for non-compliance.  

•Policy and regulation more effective when complementary, that is policies set broad new 
avenues for growth while regulations define the rules of the road. 

•Separation is linked to how different polities delegate power from elected or selected 
representatives to policy-making and regulatory bureaucracies and quangos.



Policy versus Regulation

•In IoT context:  
•Policies generally focusing on incentives to accelerate the expansion of IoT and promoting 
investments to bring economic and social benefits. The goal is to promote IoT.  

•Regulatory issues emerge in two ways:  
i) how previous regulations are being affected by the growth of connected things,  
ii) how this new wave of connected machines raises issues that may require new regulation 
(privacy in the digital age, for instance).  

•In practice, however, policy makers frequently set incentives that include regulations embedded 
into laws and policy directives, while regulators like to create compliance mechanisms that fill out 
the holes in policy documents. 



Initiatives and Interventions 

• Industry Working Groups and Consortiums  

• Multilateral/Multinational Institutions  

• Standards Bodies  

• National Regulations/Regulators.

General Policy Principles 

• Connectivity and Interoperability 

• Privacy and Security 

• Intelligent analytics and big data 

• Open standards 

• Data and device discoverability 

• Public-Private Partnerships



New policy and regulation challenges

• Digitization predominantly driven by private investments 

• IoT embedded in all sectors — convergence 

• Broader policy toolbox 

• Changing competitive dynamics 

• Aligned sector & framework policy objectives 

• Key policy objective is promotion of investment and innovation



High-level requirements

• Identification-based connectivity 

• Interoperability  

• Autonomic networking 

• Location-based capabilities

Source: ITU Recommendation ITU - T Y.2060

• Security  

• Privacy protection  

• Plug and play 

• Manageability



Global versus Local

Common global challenges: 

• Data ownership & accessibility 

• Liability in case of problems 

• Spectrum/resources usage 

• Impact of product/service on privacy 

• End-user protection 

• Availability guarantees 

• Legislation influence on systems interoperability

Specific local/national contexts: 

• Priority settings 

• Presence/absence of regulation 

• Presence/absence of standards 

• Encouragement vs. Obligation 

• Obstacles vs. Opportunities



Examples: Directions and Issues

•Services licensing issues: 
• Countries still have service specific licensing frameworks 
• Definition of telecom services provided by IoT 
• Cross-sectorial services (licensed vs. non-licensed services) 
• Rights and obligations applying (licensees, resellers, others, …?) 

•Spectrum Issues: 
• Traffic and spectrum availability  
• Licensing (allocation method, terms and conditions, technology aspects, license period) 
• Technical (low/high range) 
• Energy Efficiency (e.g. battery life)  
•Commercial



Examples: Directions and Issues

•Numbering, Addressing, and Number Portability Issues:  
•Sufficiency of numbering resources. 
• IP addresses (IPv4 to IPv6 transition). 
•MAC addresses. 
•Portability — How to switch IoT devices when changing operators? 
•Over-the-air (OTA) programming of SIMs.

•Privacy and Security Issues 

•Data is collected and shared automatically by devices, and some may be of critical nature. 
•National vs International collection and sharing of data — Consent of data owner? — Data 
classification and processing — Who can have access to collected data? — Entity responsible 
for data protection — Applicable laws — Data protection vs Open data … 

•Security of device and data. 
•Consumer protection. 
•IoT devices should follow a security and privacy “by design” approach.



Example: GSMA Perspective

• Avoid explicit IoT regulation and avoid extending legacy regulation. 

• Support for interoperable, industry-led specifications and standards. 

• Support for global and harmonized spectrum. 

• Encouragement of trust development by industry. 

• International engagement to avoid global fragmentation.



Thank You 

ً شكرا


