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Critical Infrastructure Protection
(CIP)



Critical infrastructure is an asset or system which is essential for the
maintenance of vital societal functions. The damage to a critical
infrastructure, its destruction or disruption by natural disasters, terrorism,
criminal activity or malicious behaviour, may have a significant negative
impact for the security of the EU and the well-being of its citizens.

Critical Infrastructure Protection
(CIP)



Defining Industrial 

Control Systems 
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IT



NIST CyberSecurity

Framework





Top Practices To Secure 

The Industrial Control 

System (ICS)



1. Threat Modeling



4. Honeypots



5. Vulnerability Management



6. Penetration Testing



8. Configuration Hardening



7. Source Code Review



10.Strong Authentication



9. Encryption
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