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Smart Phone Security Threats Smart Phone Security Threats Smart Phone Security Threats 



Your mobile phone is watching You … 

And hackers watching your mobile phone … 

So They watching You … By Hacking your behavior 

























CIA Hacking Source Code 

Infected Apps List 

Solitaire,	Classic	Solitaire,	Spider	Solitaire,	XDC	Cleaner,	Mobile	Fonts	

hIps://wikileaks.org/vault8/	



Special Threats 01 – MMS MKV Integer Attack 	

950	Million	Android	Devices	at	Risk	Due	to	MMS	Vulnerability	
SMSSecure	



Special Threats 02 – “Bricked” Devices	
Android	system	crash	vulnerability	affec5ng	Google’s	Bouncer™	infrastructure,	one	that,	alarmingly,	also	affects	mobile	devices	
with	Android	OS	versions	4.0	and	above.	We	believe	that	this	vulnerability	may	be	used	by	cybercriminals	to	do	some	
substan5al	damage	on	Android	smartphones	and	tablets.	The	device	is	stuck	in	an	endless	reboot	loop,	or	a	bootloop.	This	can	
render	the	device	unusable,	which	some	may	consider	“bricking”	it.	((	App	long	name	code	over	than	“387,000	character”	))	



Special Threats 03 – Stage Fright	

Your	 Android	 Devices	 at	 Risk	 Due	 to	 stage	 fright	 Vulnerability	
throw	Metasploit	Module	by	CBHOST	,	CBPORT	 if	you	connected	
to	untrusted	/	Public	WiFi	or	non	secure	network	or	hotspot		



Special Threats 04 – BlueBorne & Bluetooth Network Encapsulation Protocol - BNEP	
BlueBorne	is	an	aIack	vector	by	which	hackers	can	leverage	Bluetooth	connec5ons	to	penetrate	and	take	complete	control	over	
targeted	devices.	BlueBorne	affects	ordinary	computers,	mobile	phones,	and	the	expanding	realm	of	IoT	devices.	The	aIack	does	
not	require	the	targeted	device	to	be	paired	to	the	aIacker’s	device,	or	even	to	be	set	on	discoverable	mode.	Armis	Labs	has	
iden5fied	eight	zero-day	vulnerabili5es	so	far,	which	indicate	the	existence	and	poten5al	of	the	aIack	vector.	Armis	believes	
many	more	vulnerabili5es	await	discovery	in	the	various	plagorms	using	Bluetooth.	These	vulnerabili5es	are	fully	opera5onal,	
and	can	be	successfully	exploited,	as	demonstrated	in	our	research.	The	BlueBorne	aIack	vector	can	be	used	to	conduct	a	large	
range	of	offenses,	including	remote	code	execu5on	as	well	as	Man-in-The-Middle	aIacks.	



Special Threats 05 – Privacy Attack 	
Applica5on	Locker		

Exploit	
Web	browser		

Exploit	

file:///sdcard	

HIp	Injector	
Exploit	

Spy	Apps	
To	Spy	you	





 Hi Locker Pantalla de Bloqueo 



Screen Lock - Time Password 
Are	you	worried	about	exposing	your	PIN	while	you	unlock	your	phone?	
Here	comes	Screen	Lock	-	Time	Password	(Dynamic	Password)	for	the	rescue.	You	can	make	your	phone	current	5me	its	lock	
screen	password.	And	5me	changes	every	minute,	so	does	the	password	too,	so	no	one	can	even	guess	it.	



Manual Permission Edit 



Apk Permission Remover 





Android Vulnerability Test Suite - androidVTS 



Mobile phone Hacking Devices 



AIMSICD, Android-IMSI-Catcher-Detector 

AIMSICD)	is	an	Android	open-source	based	project	to	detect	and	avoid	fake	base	sta5ons	
(IMSI-Catchers)	or	other	base-sta5ons	(mobile	antennas)	with	poor/no	encryp5on	



Thank	You	…	


