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This study is based on a sample of

1.5 Million

Most Recent Single
Applications

YOUR MOBILE PHONE IS WATGHING YOU ---
AND HACKERS WATCHING YOUR MOBILE PHONE ---
S0 THEY WATCHING YOU --- BY HACKING YOUR BEHAVIOR




AN\Isl el lya{e 3 WHAT IS DIFFERENT?

Android turns out to be a privileged threat landscape.

99.6% of new smartphones More permissive than iOS, Android is an easier playground for hackers
run Android or iOS with a higher propagation rate because of its widespread use.

iOS requires more complex hacking techniques to bypass Play store's

and user's checks. However, data leakage and corruption also hits a

high ratio with 47.8% of Applications.

In addition, iOS malwares, though less numerous than Android, still

represent an important threat in terms of damages.

% Applications featuring a malicious or an intrusive behaviors for Android and iOS

— 67.2%

Data leakage or corruption
47.8%

. S 15.4%
Communications exploit |
6.8%
Bl 6.5%

System manipulation
3.3%

2.19
Malwares ! &
0.3%

= Android i0s

Gartner's Q4 2016 figures




Take a comprehensive approach to securing the mobile enterprise

N

4
N

By 2016 there will be
over 2 billion smart-
phone users' with over
268 billion mobile
downloads by 2017°

There are 387 new threats

every minute or more than 97% say some portion
six every second?® 97% of top  of workforce uses
paid Android apps and 87%  mobile devices in

of top paid IOS apps have their job today®

been hacked*



) Protect devices

32% say lost/stolen

devices are leading Every three minutes
60% use passcodes cause of mobile an enterprise wipes
for device security® security incidents® a mobile device®




@ Secure content & collaboration

<

A
60% of employees 64% of decision- 50% of organiza-
daccess content makers read their tions say content
from outside the email via mobile theft and leakage are

office’ devices® their top concerns®



=

On average, com-

pcanies test less
than 50% of the
mobile apps they
build®

-
L Jd

2.2 billion malicious
attacks on computers
and mobile devices
were blocked in
Q12015%

== Scafeguard applications & data

Through 2017, 75%
of all mobile security
breaches will be
through apps”



% Manage access & fraud

76% of organiza-
tions plan to invest
more in mobile tech-
nologiesin 2016—20171%

Bl

32% are concerned
about fraudulent
transactions, only
18% can detect
malware/jailbreaks®

The annual U.S. cost
of a cyber-crime is
$11.56 million per
orgdnization'™



MALWARES TREND
Unknown malwares are on the rise

% applications embedding
known or unknown malwares

4X More applications 1.2%
embedding

Unknown malwares
0.7%

0.6%

0.3%
Known malwares

maintain the same ratio

Known malwares Unknown malwares

2016 S1 report m 2017 S1report

Known malwares represent applications identified as malicious from their viral signature. From S1 2016 to S1
2017, the volume of applications infected by known malware remain stable whereas unknown malwares

guadrupled.

This trend reflects the evolution of the mobile cyber-criminality and the incapacity of an antivirus to
properly counter and stop mobile threats. Hackers keep on developing unknown and advanced threats and

easily bypass traditional antivirus protections.



PERMISSIONS
Permeable boundaries

Despite the nature of permissions, Applications can bypass those boundaries and perform data leakage.
Permissions grant the ability for an Application to manipulate a data.

Permissions cannot be considered as proper safeguards for data protection nor reflect any risk level to
evaluate Applications.

% of Applications bypassing permissions and performing data leakage

Read phone state permission 45.8% -~ + Send out device identifier
Read contact permission _ 21.7% » Send out contacts
Read SMs permission [N 24% » Send out SMS conversation
Send SMS permission _ 38% » Send out automatic SMS

Send out automatic SMS

Send SMS permission 0.1%
to premium rate numbers

\/




WHAT ABOUT MOST POPULAR APPLICATIONS?
Games, Entertainment and Tools

The most popular Applications are not the safest ones.

The focus on Games, Tools and Entertainment families of Applications outlines
high rates of Applications presenting malicious or intrusive behaviors.

% Applications featuring a malicious or an intrusive behaviors in Games, Utilities & Tools % Applications featuring a malicious
and Entertainment categories

or an intrusive behaviors

68.5%
Entertainment

Malwares

— System manipulation
Tools : )
Communications
exploit
72.4%
Games R

Data leakage
or corruption

® Data leakage and corruption m Communications exploit
System manipulation m Malwares

a8 Higher threat ratio compared to all Apps categories




DAV AN R\ CiXcl el CORRUPTION

Sending, deletion
L ) Data leakage or corruption come on top of identified threats in this
or modification study with 60.7% of Applications featuring intrusive behaviors.

This demonstrates the gap between public stores standard security
policies and data protection levels expected by companies or
individuals.

Use r's data Location information 29%

Of Ap pl icatiO ns User profile information

o ' % of Applications
eXplOlt user's manipulating User information
location

1
user's data Contacts information

SMS/MMS
User files
Audio/video recordings

Call logs

of Applications

- Hardware information 52%
. Device's data
manipulate o .
Device information 47.8%
hardware % of Applications
] i manipulating Phone network infarmation 29.5%
information device's data
Device identifiers 23.8%

Network information 13.4%




Bitcoin

mBTC477.06

~USD112.44

@ 19:29,17 April
Donation for Bitcoin Wallet

<§ REQUEST COINS

® 21 Apr Donation for Bitcoi...

® 17 Apr Donation for Bitcoi...
@® 15Apr 13tTVECFHS7DA..
@ 14 Apr 1Bq6 P6LV 7L1K m...
® 12 Apr Donation for Bitcoi...

® 11 Apr Donation for Bitcoi...
senocons B> [

+1.00

€ RequestBitcoins ] <

Requested amount (optional)

wB7.12 €150 X

- Accept payment via Bluetooth for
more reliable processing

Have this code scanned [g]
by the sender. Or tap an
NFC enabled device.

Finished

& Sweep paper wallet C B

You are about to sweep a paper wallet
or coupon. This will move all coins from
that paper to your wallet on this device.
When the transaction is confirmed, the
paper will be worthless and should not
be re-used for safety reasons.

Start by scanning the private key of a
paper wallet. Use the camera action
button.

Paper wallets are most commonly used for cold
storage. Some ATMs print them on their paper
slip rather than sending the coins to your
mobile device directly. People sometimes use
pre-charged paper wallets to pass value around
(not recommended).

Cancel

Recitiamo Santo Rosario Free

PR Solutions Lifestyle

&

Ahkhkkd 275 2

‘ Add to Wishlist Install

SafetyNet Wireless App

FreeMo Productivity

B4

Contains ads

X

* %k h s

& - .'I"’ ‘:.h“\;[ m

Car Wallpaper HD: mercedes,
ferrari, bmw and audi

Artal

B4

Personalization

khkhhkh (22

[*] Add to Wishlist Install




CiA HAGKING SOURCE CODE

Package

[com.picklieapps.player
|com.musicaplayer. stonetnmplos

|com.densebutter.musicplayer
[com.airplaneapps.soundmeter

|com.m p3musscplayer.playmusmmb? 7

g com.dinosaursr.musicplayer

| com.tenuouslic.humneate

: .com.astropie.musicplayer

= ’ Z_mfo chargeshoes.videoplayer

% |com.FeisallLC.MusicPlayer

: :.com.(hopsucy.musu(.plavct
[com.exudedplayer.freemusicplayer
|com kinokunya.free
|com.callsaver.doubtful

com unfcftencdsml frccapp
;rom.extendmllk freeplayer

|com.excellentlossapps.playermusic

<\ I /"‘r‘r'(" NE

'Wlleeaks https://wikileaks. org/vault8/

INFECTED APPS LIST

App Name

‘Volume Control for Mu..u(

Music Album Sorter
Song Player

Call saver/Downloader
Simple Hearing Test
Free MP3 Music Download Player
Great MP3 Music Player

Call Saver/Downloader

_Aristotle Music audlo player 2017
Free Music MP3 Player
Free MP3 Music Download Player
Quick Mp3 Music Player
~ Sound/Music Volume Meter
Arpeggio Music audio player 2017
Music Downloader Player
Free Music MP3 Download Player
Free MP3 Music Download Player
~ Tube MP3 Music Player

com Alnci ﬂ’och froo

Lamp For Darkhe — Tornado FlashLight
SHmane ‘—; -

{com. -freeborn.sdkintegration
Imfo adeptly.forgoneapp
|com.byunhyeong.jungfree
|info.vaskollc.)pfree
com.unscalableapps.free

|com.mp3player. musutplayet heelocalmusucplayet
com.freemusncplayer freemusicplayer.free
[com.afromusicplayer.fremediaplayer

[com.info_astro.glider_player
;com.illfatednotice.humdrum
|com.headybowl.musicplayer
com checkrein.musicapp

s - tn o

3,‘0(“ headybowl.musicplayer
|com.combustionapps.musique
|com.musicgratisplayerfree.free
|Total

Slick MP3 Music Player B
Free MP3 Music Downloader Dlayer

MP3 Music Player

‘Afro MP3 Music Player
_MP3 Music Download Player

File Manager for Music
Media Player

Free MP3 Music Download Player
‘Audio Recorder

‘Mp3 Music Downloader
Free MP3 Music Downloader Player

MP3 Music Player

Tube MP3 Music Player
Music Player

_ Album Manager for MP3 Music
MP3 Music Player

Solitaire, Classic Solitaire, Spider Solitaire, XDC Cleaner, Mobile Fonts

Installs Min  Installs Max Updated Rating
1,000,000 5,000,000 Augustl7, 2017 & 4.5
1,000,000 5,000,000  July 28, 2017 4.6
500,000 1,000,000 July 28, 2017 4.4
500,000 1,000,000 August9, 2017 4.4
100,000 500,000 August4, 2017 43
100,000 500,000 August23, 2017 4.3
100,000 500,000 August 25, 2017 4.2
100,000 500,000 August 17, 2017 4.3
100,000 500,000 August 20, 2017 4.5
| 3 190 000‘ 7757007,999‘7 701‘10ber 17 7017 4§
100,000 500,000 October 17, 2017 4.7
100,000 500,000 October 24, 2017 4.6
100,000 500,000 October 10, 2017 4.5
| 50,000 100,000 Augusts, 2017 4.7
50,000 100,000  August 28, 2017 4.5
50,000 100,000 August 23, 2017 4.4
50,000 100,000 August 27, 2017 4.5
50,000 100,000 October12,2017 4.7
| 10,000 50,000 September7,2017 4.3
10,000 50,000 July 28, 2017 4.6
10,000 50,000 July 28, 2017 4.6
10,000 50,000 July28,2017 = 46
10,000 50,000 October2s,2017 4.7
10,000 50,000 October 24, 2017 4.6
10,000 50,000 October 18, 2017 4.6
10,000 50,000 October17,2017 4.5
10,000 50,000 October17,2017 4.7
5,000 10,000 April 6, 2017 4
1,000 5,000 August 25, 2017 3.7
1,000 5,000 August 20, 2017 4.3
| 1,000 5000 October18,2017 4.2
1,000 5000  August20,2017, 4.3
1,000 5,000 October 24, 2017 4.7
500 1,000 July 18, 2017 4

4,250,500 17,486,000

r



An MMS was received MMS notifications show a
by Hangouts. At this preview, which triggers
point, an attacker may the vulnerable code.

have already executed
arbitrary code.

950 Million Android Devices at Risk Due to MMS Vulnerability

After unlocking the
screen, no effects are
apparent.

SMSSecure

<Subject: is this your cat?> - so cute!!
Additional media content is included
Please check the message in detail

Viewing the MMS
message triggers the
vulnerable code again.
Touching the video or
rotating the screen
triggers the vulnerable
code again and again.



SPECIAL THREATS 02 — "BRICKED” DEVICES

Android system crash vulnerability affecting Google’s Bouncer™ infrastructure, one that, alarmingly, also affects mobile devices
with Android OS versions 4.0 and above. We believe that this vulnerability may be used by cybercriminals to do some
substantial damage on Android smartphones and tablets. The device is stuck in an endless reboot loop, or a bootloop. This can
render the device unusable, which some may consider “bricking” it. (( App long name code over than “387,000 character”))

java. lang. PuntimeException: Package manager has died

at android. app.ApplicationPackageManager. queryIntentActivitiesAsUs

oy $oN
. - :‘. - 3
. ) /
er (ApplicationPackageManager.java: 500) B o0
at android. app.ApplicationPackageManager. queryIntentActivities (App ‘. !
licationPackageManager.java:486) ‘

0

ProcessState Using /dev/binder failed: unable to mmap transaction memory.
ProcessState Binder driver could not be opened. Terminating.
libe Fatal signal 4 (SIGILL) at Oxb77aEc0d (code=2), thread 1987 (zygote O

Unfortunately, the process
android.process.acore has Unfortunately, Launcher has
stopped. stopped.




SPECIAL THREATS 02 — STAGE FRIGHT

- I C I

MOOBE A Q%A .f 23%4 3:36 PM

File Edit View Search Terminal Help

Stagefright Detector

his tool will check if your device is
susceptible to dangerous vulnerabilities

In Android's Stagefright Multimedia

We're collecting anonymous results to
gauge the status of Android update

deployment

import struct

import socket
Begin Analysis

def make hunk(tag, data):
if len(tag) != 4:
aise 'Yo! They call it "FourCC" for a reason
ret = struct.pack('>L"', len(data) + 8)
+= tag
+= data

® D ®
~~ rt oot

Y WriteOut B! Read File B Prev Page @y Cut Text ge Cur Pos
i Justify Kl Where Is Bl Next Page Y UnCut Text |l To Spell

Your Android Devices at Risk Due to stage fright Vulnerability
throw Metasploit Module by CBHOST , CBPORT if you connected

to untrusted / Public WiFi or non secure network or hotspot
‘< ZIMPERIUM



SPECIAL THREATS 04 — BLUEBORNE & BLUETOOTH NETWORK ENCAPSULATION PROTOGOL - BNEP

BlueBorne is an attack vector by which hackers can leverage Bluetooth connections to penetrate and take complete control over
targeted devices. BlueBorne affects ordinary computers, mobile phones, and the expanding realm of 10T devices. The attack does
not require the targeted device to be paired to the attacker’s device, or even to be set on discoverable mode. Armis Labs has
identified eight zero-day vulnerabilities so far, which indicate the existence and potential of the attack vector. Armis believes
many more vulnerabilities await discovery in the various platforms using Bluetooth. These vulnerabilities are fully operational,
and can be successfully exploited, as demonstrated in our research. The BlueBorne attack vector can be used to conduct a large
range of offenses, including remote code execution as well as Man-in-The-Middle attacks.

EN 194008 - tv40 007 SECEUONITEP tOSe4aln
=  BlueBorne Scanner = BlueBorme Scanner E  Scan Neardby Dovices

Al

Blue!

e D °

Your Device is Vulnerable




SPEGIAL THREATS 03 — PRIVAGY ATTACK

Application Locker Web browser Http Injector Spy Apps
Exploit Exploit Exploit To Spy you

OO0 M= © 3 W 4 @100% 9:47 as|a (Qor 8 40% K} 3:24PM
al

@ file:///storage/emulated/0 =

TOP SPY ANDROID APPS

TO TRACK CONVERSATIONS, LOCATIONS

HTTP Injector

Index of file:fistoragesemulated/0/

B Ly 0 tigier bewwel dirinciony v S=aw hidden o TOOLS

Name Size  Last Modified

| AR rcan WTNE 05324) s 0og
Lot O .- [3:24 PM] Using VPN Service
B e WO e [3:24 PM] [START] service requested
w© :::::“ AL ot [324 PM] InJeCtor Service Started Cell Tracker Automatic Call Recorder Children Tracker Spy Camera 0S
S e by 55;{2/1:]3 Network Status: CONNECTED HSPA+ to 9:,,'\,“ ﬁfk’“ 9‘59_000 9'520’000
oy H . TRIIG 3 gprs 3 3
O flle'/ / / sdcard e e [3:24 PM] Acquire wakelock
e 2 [3:24 PM] Local IP: 10.127.22.11 '
Cocumans IE6 Q%A1
doos a6 [3:24 PM] Starting listening local port: 8989 }
~frgy [3:24 PM] Starting - Network Task
ST e hpl [3:24 PM] Listening for incoming connection S e
bsono] ok of s [3:24 PM] Start tunnel service & 1000 O
L sutases [3:24 PM] Buffer Size: 32767 el ol
o [3:24 PM] Running - Proxy Thread
o Sl [3:24 PM] Running - Proxy Thread
- ZRE AR [3:24 PM] Injecting
| apedny Q6 13004)
bans [3:24 PM] Status: 403 (Forbidden) Client Error - The client | - Lite
:::“mhmmtﬁ' seems to have erred. Mobile Hidden Camera Secret Calls IP Cam Viewer Lite SECURET SpyCam
o iy [3:24 PM] Extra Info Please make sure remote proxy &5 &5 &5 &) 5000
g petince e e allow your access/request method. * Kk * %k
o D [3:24 PM] Sending 200 HTTP status - HTTP/1.0 200

Connection established

[3:24 PM] Authenticate with password
[3:24 PM] Forward Successful

[3:24 PM] Connected

o 5 c Secret Agent Fake Call Super Spy Camera+ Secret Agent
[3:24 PM] Starting Injector VPN Service o
50,000 1w+ €3 100,000
m 3:24 PM] Tunnel core started




RECOMMENDATIONS

1. Keep your system updated

An update is available? Install it right away; it
probably holds corrections of vyour current
version’s detected breaches.

2. Don’t download applications outside official
stores

The App Store and the Google Play Store provide

both a first level security evaluation, prior to

publishing the App on their stores. In opposition

to third party stores, on which a great part of their

available applications are malwares.

3. Verify applications’ permissions

Asking a permission should be related with the
app’s main purpose. For instance, an App that is
meant to edit pictures shouldn’t have access to
your microphone.

4. Don’t do sensitive operations through open
networks

You have to transfer money to an important
supplier’s bank account? Doing so during your
lunch break while connected to the restaurant’s
Wi-Fi might expose you to an attack such as a
man-in-the-middle. You should wait to be
connected to a secured network.

5. Don’t root / jailbreak your device

A “cracked” device gives an easier access to the
information it contains and increases its
vulnerability.

6. Get a security solution

Make sure that you are using a solution that will
help you assure apps legitimacy and protect from
“zero-day” attacks.



Hi LOCKER P-ANTALLA DE BLGQUED

€ Security

= Hello, zakanya

Security type

None O

.3. An APP for football

Pattern ®

PIN O

Password

Draw an unlock pattem et d Change password
Password level

Smart unlock

Trusted wifi
Trusted devices

Advanced

Shortcut |




SCREEN LOGCK - TIME PASSWORD

Are you worried about exposing your PIN while you unlock your phone?
Here comes Screen Lock - Time Password (Dynamic Password) for the rescue. You can make your phone current time its lock
screen password. And time changes every minute, so does the password too, so no one can even guess it.

ScreenlLock-Time Password

Select Lock Type

Select Pre-Set

Add More Security

Current time O Don't Apply
“Set your phone current time e.g. 11:25 then

password will be 1125 Add Minute Pre-Set O Two minutes

Ex- Current System Time 11:28 minus 2

Min Preset. Password will be 1126. © Four minutes

O Six minutes

PIN Only
Add Minute Post-Set

“Set your own password O Eight minutes
Ex- Current System Time 11:28 plus 2

Min Postset. Password will be 1130. O Ten minutes

Not now Change pre-set to Post-Set Mode

PIN + Time

“Set combination of your own password +
current time fragment like full time, minutes only,
hour only




MANUAL PERMISSION EDIT

SECURE

& 0O ¥ .4 = 5:31 O ¥ 4 & 531 Emergency calls only A @ TRIG I ROSSS M 1803 Emergency calsonly A G RGN TDSS%MI 1803 Emergency cals ooy A B O FR& O R DSS% W 1803
Settings & App permissions & Camera permissions
< App permissions ;
Notification & status ba
L ication & status bar j« Boily Sensors ‘ e -D
1 of 1 apps atlowed
= Navigation k
@ WhatsApp @ WhatsApp & : = Calendar @ Chrome
Version 2.16.396 m 4o0f9appsa !
D Fingerprint 1D . Compass
a Camera . m Camera
. UNINSTALL FORCE STOP {5} screen tock & passwords il i & orive
g Contacts © ) smantassistance E Sontacts "i Facebook
Storage
: I i :
q Location 35.89 MB used in Internal storage (© coogee 3 'I""“f“?p’f?’_'c i Google Play services [ @)
m Huawei ID 5  Google
i SMS L 0gle app
\!/ Microphone ‘ Data usage n 5 of 14 apps allowed
16.69 MB used since 9 Dec @ Accounts @ Google+
n SMS ‘ . Storage
s SR Hangouts
Permissions £3 Apps = 9 9
Camera, Contacts, Microphone, SMS, and Storage eilep_h‘one .
. Storage . 5 : Permissions “ 12 0124 apps allowed @ Instagram
Your location ;
\‘ Teleoh Notifications Memory & storage ° 5 u ' o Messaging &
CERUOMC Normal
[) sattery .— Additional permissions &) wiror &
Open by default PR P W Photos
Some defaults set
u Twitter

< o o | a o o |




APX PERMISSION REMOVER

-— SR ERRAYRO 100 1000
10111011

Freely Remove sensitive permissions!

on can switch networks, turn the® O
* like without ever notifying you 1

and 0" and

android permission.CALL_ PHONE

3
7 Al
X Allows the app to call phone numbers without you 4 O .“ﬂ!“! L

Remov This may result m unexpected charges or calls N

U100 Hb
doesn! allow the app 10 call emergency numbers | -
may cost you money by making calls without you 1 .“.I.“.I.I.n.

Your messages

.J
.f

directly call phone numbers
16
i

receive text messages (SMS)

android permission RECEIVE SMS 1

X Allows the app 10 recerve and process SMS mess
Remove means the app could monitor or delete messages « ¥

\

)
0
3
00
60
]
1100
10

Aﬁgﬁol()% 110016
QIR RIS

0
1

101
;



The Best Malware Protection for
Android Mobile Devices

Manufacturer

AhnLab
Alibaba

Antiy

Avast
Bitdefender
Cheetah Mobile
ESET

F-Secure

G Data

Google

Ikarus
Kaspersky Lab
McAfee

NSHC

PSafe

Qihoo 360
Quick Heal
Sophos
Symantec

Tencent

Trend Micro

V3 Mobile Security

Mobile Security

AVL

Mobile Security

Mobile Security

Security Master

Mobile Security & Antivirus
SAFE

Internet Security

Play Protect
mobile.security

Internet Security for Android
Mobile Security

Droid-X 3

DFNDR

360 Security

Mobile Security

Mobile Security

Norton Mobile Security

WeSecure

Mobile Security

Detection Rate
Real-World-Testing

99.8%
99.3%
100.0%
99.8%
100.0%
100.0%
99.5%
81.9%
99.8%
65.8%
971.5%
99.8%
99.9%
82.4%
99.7%
86.6%
98.2%
100.0%
100.0%
99.9%

100.0%

NTEST

The Independent IT-Security Institute

Magdeburg Germany

Detection Rate
Reference Set

100.0%
99.9%
100.0%
100.0%
100.0%
100.0%
99.8%
99.5%
100.0%
192%
99.6%
100.0%
100.0%
93.5%
100.0%
95.7%
99.9%
100.0%
100.0%
100.0%

100.0%

24.000.000
23.000.000
22.000.000
21.000.000
20.000.000
19.000.000
18.000.000
17.000.000
16.000.000
15.000.000
14.000.000
13.000.000
12.000.000
11.000.000
10.000.000
9.000.000
8.000.000
7.000.000
6.000.000
5.000.000
4.000.000
3.000.000
2.000.000
1.000.000
(0]

Jan 2013
Feb 2013
Mar 2013
Apr 2013
May 2013
Jun 2013

Jul 2013
Aug 2013
Sep 2013
Oct 2013
Nov 2013
Dec 2013
Jan 2014
Feb 2014
Mar 2014
Apr 2014
May 2014
Jun 2014

Number of Malicious Android Apps in AV-TEST's Database

Total number of Android samples

Jul 2014
Aug 2014
Sep 2014
Oct 2014
Nov 2014
Dec 2014
Jan 2015
Feb 2015
Mar 2015
Apr 2015
May 2015
Jun 2015

New Android samples per month

Jul 2015
Aug 2015
Sep 2015
Oct 2015
Nov 2015
Dec 2015
Jan 2016
Feb 2016
Mar 2016
Apr 2016
May 2016
Jun 2016

Jul 2016
Aug 2016
Sep 2016
Oct 2016
Nov 2016
Dec 2016
Jan 2017
Feb 2017
Mar 2017
Apr 2017
May 2017
Jun 2017

Jul 2017
Aug 2017
Sep 2017*




ANDRGID VULNERABILITY TEST SUITE - ANDROIDVTS

A
VULNERABILITY TESTER ;l FOR ANDROID DEVICES

Build Release: 5.1.1
Build SDK: 22
Build ID: LMY48B

Device Vulnerability Checker

StageFright: cve-2015-1538-4 Passed
StageFright: cve-2015-1539 Passed S:licet;nb?li(tjiivslce kit
StageFright: cve-2015-3824 Passed
StageFright: cve-2015-3828 Passed
StageFright: cve-2015-3829 Passed
StageFright: cve-2015-3864 Passed
StageFright: sf-itunes-poc Passed
StageFright: cve-2015-6602 Failed

OpenSSL509 Serialization Bug : Passed



MOBILE PHONE HACKING DEVIGES
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AIMSICD. ANDRGID-IMSI-CATCHER-DETECTOR

® é

< AIMSICD

or v 4 O 205 or w4 O 205 ® é or w4 O 205 or w4 O 205

About AIMSICD

= AIMSICD & Antenna Map Viewer @

Phone/SIM Details CurentTM MAIN  Lumenl . S e o 0 T Android IMSI-Catcher Detector (AIMSICD)

Device Information
] Phone/SIM Details m

Phone Type: GSM

Android-based project to detect and avoid fake base

: 356831031979493 X .
IME g Current Threat Level stations (IMSI-Catchers) in GSM/UMTS Networks.
RIL Version:; 07
Press Status Icons below for detailed Information
SIM Information e B
: All Current Cell Details ‘ T
Country: UK Idle / Loading. close to you!

Operator ID: 23415 ‘
) Database Viewer
Operator Name: Vodafone

IMSI: 001014855919434

Serial; 254697800112364780

3 . +3%\ You are being
SIS A tracked down!

Antenna Map Viewer m

AT Command
Interface

RUN! Handset
manipulated!

Insecure Service
Area. Leave it!

Network Information

® S

Provider Name: Vodafone
Provider Code: 23415

TRACKING AIMSICD ON GITHUB DOCUMENTATION
Type: LTt
Y “»2  Toggle Attack
LAC: 225
c ) A Detection m DISCLAIMER CONTRIBUTE
CID: 54655
Roaming: false A Toggle Cell Tracking : RELEASES CHANGELOG
Data Activity: None (@) Gurrenty connected BTS
Data Status: Disconnected SETTINGS @ _viell knownencrypted BTS LICENSE P——

News or recent added BTS <

@ Preferences @ - Unknswn or insecure BTS oo G N
| OpenSigeethap contributors

AIMSICD) is an Android open-source based project to detect and avoid fake base stations

(IMSI-Catchers) or other base-stations (mobile antennas) with poor/no encryption
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