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How Big?

http://www.internetlivestats.com/total-number-of-websites/

7:30, Nov 27th, 2017

● “[... 2011] Google's server count […] 1 million […]”
http://www.datacenterknowledge.com/archives/2011/08/01/report-google-uses-about-900000
-servers/

http://www.informationisbeautiful.net/visualizations/million-lines-of-code/

http://www.internetlivestats.com/total-number-of-websites/
http://www.datacenterknowledge.com/archives/2011/08/01/report-google-uses-about-900000-servers/
http://www.datacenterknowledge.com/archives/2011/08/01/report-google-uses-about-900000-servers/
http://www.informationisbeautiful.net/visualizations/million-lines-of-code/
https://www.statista.com/statistics/264810/number-of-monthly-active-facebook-users-worldwide/
http://www.independent.co.uk/life-style/gadgets-and-tech/news/ibm-quantum-computer-how-work-commercial-api-faster-q-systems-computing-a7613271.html
https://www.theatlantic.com/technology/archive/2016/02/facebook-makes-a-new-map-of-everyone-in-the-world/470487/


  

implications of connectivity

● access to information & knowledge
● direct democracy, holacracy, OpenOrg etc.
● non-centralized currencies
● education
● entertainment
● more …

http://rationalwiki.org/wiki/List_of_forms_of_government
http://www.holacracy.org/constitution
https://opensource.com/open-organization/resources/what-open-organization



Connected World Services

• free services

– Facebook, Google, Skype, …

• really free?
– Service providers use our data to enable effective delivery of 

advertisement

● “Have we accepted surveillance as a business 
model?”  https://www.schneier.com/blog/archives/2013/11/surveillance_as_1.html

● Why should we care?

– Service providers make money from using users' data for 
advertisements

– “surveillance as a business model” isn't so bad!

https://www.schneier.com/blog/archives/2013/11/surveillance_as_1.html


http://pleaserobme.com/
http://fusion.net/story/339018/facebook-psychiatrist-privacy-problems/
http://arstechnica.com/tech-policy/2015/11/beware-of-ads-that-use-inaudible-sound-to-link-your-phone-tv-tablet-and-pc/
http://www.emc.com/en-me/events/webinar/index.htm
http://www.inforisktoday.com/interviews/social-media-plays-key-role-in-bank-fraud-i-3277


  

dependability of the connected    world

http://thehackernews.com/2016/04/swift-bank-hack.html
http://www.securityweek.com/hackers-hit-100-banks-unprecedented-1-billion-cyber-attack-kaspersky-lab
http://www.informationisbeautiful.net/visualizations/top-500-passwords-visualized/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-static/
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http://www.securityweek.com/data-breaches-numbers
http://www.securityweek.com/data-breaches-numbers


  

Dependability!

CRA, November 2003, [unsolved] grand challenges:
● Economic
● Epidemic
● Engineering
● Human

http://archive.cra.org/Activities/grand.challenges/security/home.html

– The Economist, November 2015:
● “The cost of immaturity”

– Average time to breach detection 205 days
– Estimated global cost of 90m cyber-attacks: $575 billion

● “cyber-security industry is booming”
– Market: $75 billion a year now [...] $170 billion by 2020

– 2016:
● cloud, mobile, social media, and more: “Cybersecurity is terrible, 

and will get worse”; IoT “will be a security disaster”
https://www.lightbluetouchpaper.org/2016/02/22/financial-cryptography-2016/



  
www.theguardian.com/world/2013/jun/08/nsa-prism-server-collection-facebook-google
http://en.wikipedia.org/wiki/2013_mass_surveillance_disclosures

http://www.theguardian.com/world/2013/jun/08/nsa-prism-server-collection-facebook-google
http://en.wikipedia.org/wiki/2013_mass_surveillance_disclosures


www.psychologytoday.com/blog/mind-wandering/201209/oppressive-spaces-social-networks-and-the-panopticon

https://www.google.com/search?q=Orwell+was+an+optimist

“Orwell was an optimist”



implications 
● gaps in knowledge & understanding

– RSA Conference 2017: Hacker Highschool

– https://youtu.be/IqllMoPnihA

– http://www.hackerhighschool.org/

– http://www.isecom.org/

--Pete Herzog

● “Robust Protection for Privacy Must Be Technical”

--R. Stallman, “How Much Surveillance Can Democracy 
Withstand,” https://www.wired.com/2013/10/a-necessary-
evil-what-it-takes-for-democracy-to-survive-surveillance/



a short case study 

http://unicornomy.com/how-does-whatsapp-make-money/

https://www.whispersystems.org/
https://www.opentech.fund/project/open-whisper-systems



● the connected world, dependability, & trust
● greater transparency & oversight

● X “[…] is too important a matter to be left to 

[...]” Y
--Georges Clemenceau

● alternative business models
– will they be accepted

– should we try?

final considerations



● Security/CIAA is/are essential
● “privacy is possible,” but not easy
● society should define the standards

final considerations



Thank you …

Questions?

http://www.cse.aucegypt.edu/~skassas/itu-2017/
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