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1. Cloud Security Questions

• RQ-1: What are the problems ?

• RQ-2: What is the security architecture being used to prevent

unauthorized users from accessing data within the Cloud?

• RQ-3: What are the security services, mechanisms, policies that

our proposal present?

• RQ-4: How the proposal works?



2. Normal Security Architecture
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What are the problems?
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3. Security Architecture
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4. Security Services

Access Control: prevention of the unauthorized use of a resource.

Data Confidentiality:  protection of data from unauthorized disclosure.

Data Integrity: assurance that data received is as sent by an authorized entity.

Non-Repudiation: protection against denial by one of the parties in a 

communication (Monitoring).



4. Security Services cont.

Authentication: Two factor authentication ( OTP – PKI).

Real time monitoring / Logging and auditing:  CLI and GUI task monitoring, 

CLI task log and GUI video log.

- Session Management: Block suspicious sessions by administrator 

(Terminate Session).

Automatic Vulnerability analysis: Provide guidelines in case of detection 

vulnerability and  Immediate operating vulnerability check.

Manage Account Life cycle: Regulate account life cycle and shared account.
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5. Security Mechanisms

5.1 PKI (Public Key

Infrastructure)

How smart token works
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5. Security Mechanisms cont.



5. Security Mechanisms

5.2.1 QR One Time Password



5. Security Mechanisms

5.2.1.1 QR One Time Password



5. Security Mechanisms

5.2.1.2 QR One Time Password



5. Security Mechanisms
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6. Policies

◉ Supports a variety of environments through the application of rule–based policies.

◉ Admin can set the policy and apply it on users, groups and admins to control commands on

client’s needs.

◉ The policy of our proposal is flexible.

◉ So the more the policy is specific, the more efficient of the system.



How the solution works?



9. Product Diagram

1) User Logging in on web interface.

2) Connectable list is shown up on user screen.

3) Clicking connectable equipment, user session 

starts.

4) The proposed system starts recording user 

sessions and controlling work process upon 

policy.

5) Administrator performs log auditing, 

controlling and monitoring.



Any questions?

You can find me at:

Tel  : +20-2-22732-620

Fax : +20-2-26701994

Cell: +20-12-314-9864

Website: http://isec.com.eg/

Email : info@isec.com.eg



Thank You


