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HORNET 

• A sensor network deployed to capture information such as malwares 
and network attacks to better understand attackers’ behaviour. 

• Represents overall global cyber threats situation for the benefits of 
partner countries. 

 

Honeypot Research Network  
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HORNET 

• Information captured from the Internet: 
– Malware exploiting network vulnerabilities 
– Login attempts on secure shell (SSH) services 
– Malicious URL attempts targeting web applications (for e.g. SQL 

injection, RFI, etc.) 

 
 

Data gathering 
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HORNET 
How it works 

The sensor network system is 
made up of a collection server 

and a group of sensors placed at 
strategic locations. 
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HORNET 
How it works 

The sensors continuously sent 
the captured data to the 

collection server. 
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HORNET 

• The sensors are designed to only collect information on attacks 
performed on the sensors. 

• The sensors do not sniff network traffic for sensitive data. 

 

Data sensitivity concerns 
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HORNET 
Data sensitivity concerns 

Network Sniffing Scenario 

Honeypot Scenario 

Decoy system 
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HORNET 

• HORNET sensors can be deployed at any network location. 
– Ministries 
– CNI sectors 
– Government agencies 
– ISPs 
– Organisations 
– Universities, etc. 

 
 

Deployment locations 



HORNET Sensors 
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HORNET 
Management dashboard 
• Shows statistics 

collected for the last 
seven (7) days from 
all HORNET sensors. 
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HORNET 
Management dashboard 

The table presents a 
summary of  the latest 
attack information collected 
by sensors. 

Heat map represents 
concentration of attacks. 
The darker the colour, the 
higher no. of attacks coming 
from a country. 
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HORNET 
Management dashboard 

General statistics shows the 
total no. of attacks for the 
last seven (7) days. 
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HORNET  
Management dashboard 

Top 5 source countries Most attacked ports Top 5 passwords used 
for brute force attacks 
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HORNET 

• Details of an attack in real time 
– The red dot represents the attack origin. 
– The yellow dot represents the attack destination. 

 

Real time attack map 
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HORNET 

• Console displays real time attacks on sensors. 
• Links to VirusTotal (VT) for detail information on captured malware. 
• Special API with VT enables submission of 4000 binaries in one 

hour. 
 

Real time attack map 
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HORNET 

• Backend dashboard provides statistics and detail attack information. 

• Only accessible with valid credentials. 

Backend - malware 
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HORNET 

• Lists captured malware and links to VirusTotal (VT) & sandbox 

• Analyst can download binary for analysis. 

 

Backend - malware 
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HORNET 

• Top 10 brute force attacks on SSH service. 

 

Backend - SSH 
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HORNET 

• Allows you to replay the session of the attacker and watch what he 

does. 

Backend – SSH Emulator 
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HORNET 

• Top 10 attacking IPs and requests for web attacks. 

Backend - website 
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HORNET 

• Allows user to query data from database based on defined 
parameters. 

• Useful feature to generate periodic reports. 

Advanced query 
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HORNET 
System health 

• List of all deployed sensors. 

• Allows users to monitor the status of the sensors. 
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HORNET 

• HORNET Dashboard 

– http://hornet.impact-alliance.org 

• HORNET Real Time Attack Map 

– http://192.30.35.229:91 

 

Live demo 
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