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HORNET

Honeypot Research Network

A sensor network deployed to capture information such as malwares
and network attacks to better understand attackers’ behaviour.

» Represents overall global cyber threats situation for the benefits of
partner countries.
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HORNET
Data gathering

* Information captured from the Internet:
— Malware exploiting network vulnerabilities
— Login attempts on secure shell (SSH) services

— Malicious URL attempts targeting web applications (for e.g. SQL
Injection, RFI, etc.)
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HORNET -

Sensor 2

How it works ™

Sensor 6
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Sensor 1

The sensor network system is
made up of a collection server
and a group of sensors placed at

strategic locations.
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HORNET .,

How it works &
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The sensors continuously sent
the captured data to the
collection server.
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HORNET

 The sensors are designed to only collect information on attacks
performed on the sensors.

* The sensors do not sniff network traffic for sensitive data.




HORNET

Data sensitivity concerns

Honeypot Scenario E
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Real Users Firewall Sniffer Web Servers
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HORNET

Deployment locations

« HORNET sensors can be deployed at any network location.
— Ministries
— CNI sectors
— Government agencies
— ISPs
— QOrganisations
— Universities, etc.
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HORNET

Management dashboard

* Shows statistics
collected for the last
seven (7) days from
all HORNET sensors.

== GENERAL STATISTICS

1.82K
MALWARES

2014-03-11 13:53:59 Taiwan Malware
2014-03-11 13:53:58 Taiwan smbd Malware
2014-03-11 13:53:51 Taiwan smbd Malware
2014-03-11 13:53:50 Taiwan smbd Malware
2014-03-11 13:53:44 Taiwan smbd Malware

jms TOP COUNTRIES £ TOP PORTS # TOP PASSWORDS
e o e

1 - Russian Federation 1 1

2. = Ukraine 2 22 88H 2

3. "~} Taiwan, Province of China 3. 5060 SIP 3. 123456
4. 1] Italy 4 1433 MsSQL 4 welcome
5. [T} Romania 5 9988 Port 9988 5 passwOrd

Copyright © 2014. . All rights reserved.




HORNET

Management dashboard

Heat map represents
concentration of attacks.

The darker the colour, the

P £ =

i = v 5

e .
| .

higher no. of attacks coming F : S e

from a country. N
2014-06-05 15:38:06 United States mssqld Malware
2014-06-05 15:35:32 Kazakhstan smbd Malware
2014-06-05 15:35:32 Hungary smbd Malware
2014-06-05 15:35:32 Hungary smbd Malware
2014-06-05 15:35:31 Taiwan smbd Malware

The table presents a
summary of the latest

attack information collected
by sensors.
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HORNET

General statistics shows the
total no. of attacks for the
last seven (7) days.

= GENERAL STATISTICS

383.94K

ATTACKS

125
MALWARE

250K
NETWORKS

812
WEBSITES
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HORNET

Management dashboard

Top 5 passwords used
for brute force attacks

Top 5 source countries Most attacked ports

ims TOP COUNTRIES £ TOP PORTS i TOP PASSWORDS

DT TR BN
1. = Brazil 1. 445 SMB 1. admin
2. - Hungary 2. 22 SSH 2. 123456
a. F= Venezuela 3. 1433 MsSQL 3. password
4. == Taiwan, Province of China 4. 3306 MySQL 4. admin@123
8. - Russian Federation 5. 80 HTTP a. abc123
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HORNET

Real time attack map

* Details of an attack in real time
— The red dot represents the attack origin.
— The yellow dot represents the attack destination.
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HORNET

« Console displays real time attacks on sensors.
e Links to VirusTotal (VT) for detail information on captured malware.

o Special APl with VT enables submission of 4000 binaries in one
hour.
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HORNET

Backend - malware

 Backend dashboard provides statistics and detail attack information.

e Only accessible with valid credentials.

@ Dashboard Top 10 Malwares (BitDefender) Top 10 Countries
o Profile Malware

Win32.Worm.Downadup.Gen . Taiwan
£ Network P

Worm.Generic.66219 . Hungary
Home

Worm.Generic.56118 . Russian Federation
Worm.Generic.230976 . Ukraine
Worm.Generic.396405 . Italy

£ Server ) ) )
. Trojan.Generic. 7479097 . Bulgaria

£¥ Website . i
Trojan.Generic.7826296 . Kazakhstan

£ Advanced
Worm.Generic.385162 . Romania

£ System
Worm.Generic.62352 L Georgia

© collapse menu . win32.Worm.Allaple.T5 . Bosnia and Herzegovina

Malware
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HORNET

Backend - malware

o Lists captured malware and links to VirusTotal (VT) & sandbox

* Analyst can download binary for analysis.

¥ Malware - Malwares

Home

¥ Malware

Malware's Information, Total: 883
Connec

Y — Hash (MD5) Mo. of Event Action

M f412d1f58703cbcf45263d3806384fba 2092 VirusTotal | Download | Malwr
Website . 94e462788bf304c806dc77d7dadc58%a 2057 VirusTotal | Download | Malwr
System . 02ab57fdc12528679ee75734cf1belad 1965 VirusTotal | Download | Malwr
Advanced ) 2b53aecdaé1b2fdafeb1551bbbbf3b53 1859 VirusTotal | Download | Malwr
3127058107691 c8827ccd45c883980e 1841 VirusTotal | Download | Malwr
c0a19bb3d9220d57168905f0395f171a 1836 VirusTotal | Download | Malwr
6345e5d09553308e8530a81d08a462d5 1832 VirusTotal | Download | Malwr
4cbad4fdfcc2ee9ch919262f8h%e3a84 1688 VirusTotal | Download | Malwr

e0b04a834df360ef69b778b374e2fbaa 1603 VirusTotal | Download | Malwr

fd9eaf53fd71538bc657706b3cfd8eal 1530 VirusTotal | Download | Malwr
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HORNET
Backend - SSH

Top 10 brute force attacks on SSH service.

@ Dashboard Top 101Ps Top 10 Countries
# P

» Total # Country Total

& Profile

1. 76.73.108.27 1476 1. China 10849
¥ Network

2. 116.10.191.190 911 2. United States 2436
L Server

3. 61.174.51.195 642 3. Hong Kong 491
Home

4, 116.10.191.166 623 4, Germany 450

N 5. 115.239.248.52 573 5. Taiwan 176

¥ Website

0. 116.10.191.176 481 0. Brazil 136
¥ Advanced
# System 7. 116.10.191.188 441 7. France 110

8. 62.113.205.71 429 8. Poland 75

© collapse menu

123.157.150.52 424 9. India 72
@ Dashboard
Top 10 Usernames Top 10 Passwords
# Username Total Password

root 29034 admin

admin 16367 123456

3. test 38 3. password 280

user 32 Password

kunde pal 5. admin@123 211

£+ Advanced . root/"1g2w3e..

abc123

£+ system : root/"12345,.

1qaz2wsx

© Collapse menu guest admin123

support 1qaz@wsx

oracle

P@ssword

IMPACT i,
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HORNET

» Allows you to replay the session of the attacker and watch what he

does.

= - —
' Metwark - Emulator < Hornet

€ iometimpact-alliance.org

Hornet

Home
] Malware

= Network

Home
a sensor
Connections

Emulator . JP-Hornet01

Website JP-Hornet01

(o] System JP-Hornet01

Q Advanced 4, JP-Hornet01

JP-Hornet01

: JP-Hornet01 mmand not
o menu

JP-Hornet01

JP-Hornet01

JP-Hornet01

JP-Hornet01

11. JP-Hornet01 ShowlP - >
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HORNET
Backend - website

e Top 10 attacking IPs and requests for web attacks.

Dashboard Top 10 Reguests

Profile # Requests Total
Top 1
Network SwO0tw00t.at.blackhats.romanian.anti-sec:%29 5
£+ Network # IP Addresses  Total
<, = 2. /pma/scripts/setup.php 5
L Server 1. 84.200.5.253 12
; 3. favicon.ico 5
£} Website 2. 1751435213 12
4, /myadmin/scripts/setup.php 7
s 3. 67.215.248.8 6
5. IphpMyAdmin/scripts/setup.php ]
4. 115.238.253.11 6
£+ Advanced 6. 1/cgi-bin/php7¥i2 D9 6449661 %6 CIHELIGEFIET 705F¥75% 720 6CI5FI 696 EH63%6CH 75649659306 FHEE+H2 D64+ 8
5. 115.238.101.45 6 9473046 19669659 5F96DIE FI64% 6533 DB GFIEEI66+362D0664+367 3967 50668%6FI67 306609 6E02EW73%60%60I67 5%EC
£ System o, 573819250 5 966196749699 6F6EWIDIE FHEE+32D64+¥64%69%73%6 1 %6296 659 5FI66%75966E%639674%69%6 FIEE 73363
: s 36229622+ 2D%64+366F% T0% 65066 E% 5F36 62966 13 73965%6496600672963 DIGEIGFIBGEIW 654962 DI64+0661 05759740 6FIHSF
© collapse menu - 27.279.50 a 96 70%7 296659 70%6 5% 6E¥64%5 FI66% 6996 Ch65%3 D% 709689 70%3 A% 2F % 2FH6996E% 70%7 597 4+362D%GA+9663%667
960962 E%66066FH7 296396650 5F¥7 206650 649660% 729665366396 743%63D% 30+ 2096449663
8.  68.180.76.238 4
7. Istyle.css 10
9.  71.6.165.200 4

fphpMyAdmin-2.5.5/index.php

Dashboard Latest Attacks

Profile Attacker Destination Time Request
Network 79.143.80.226. 62.113.213.113 2014-03-25 21:58:56 frecordings/theme/iefixes.css GB
Sarver 79.143.80.226. 62.113.213.113 2014-03-25 21:56:42 /recordings/theme/iefixes.css GE

Website 79.143.80.226. 62.113.213.113 2014-03-25 21:36:40 frecordings/theme/config.inc.php

79.143.80.226. 62.113.213.113 2014-03-25 21:28:19 fadmin/assets/cdr/index.php GB
79.143.80.226. 62.113.213.113 2014-03-25 21:28:19 fadmin/modules/cdr/assets/index.php GB

£+ Advanced

Attacker Destination Time

Request
£ System
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HORNET

Advanced query

» Allows user to query data from database based on defined
parameters.

o Useful feature to generate periodic reports.

@ Dashboard

>_ Advanced Query

o Profile

H— rromore | TR (B 0 Mach2014 O

Su Mo Tu We

£ Server Network Options

£ Website 5

3 4 5

£% Advanced sensor =[] 9 10 11 12 13 14 15

17 18 19

£ System ie
Source :E| 192.168.0.1 23 24 2% 26 27 28 29

© collapse menu 30 31

Date 2014-03-01 | End Date

Transport TCP E
Country = E| Malaysia E
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HORNET

System health

o List of all deployed sensors.

 Allows users to monitor the status of the sensors.

@ Dashboard g System - Health

e Profile

£ Website
£ Advanced

£F System

© collapse menu Status
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Sensor

IL-Hornet01

DE-Hornet01

ZA-Hornetd1

Sensor

IP Address

IP Address

Sensor’s Information
Honeypots
| = o
E APt

#|E=E |0

Honeypots

CPU Usage
0.00 %

0.00 %

CPU Usage

Memory Usage
66.30 %

27.70%

Memory Usage
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HORNET

Live demo

e HORNET Dashboard

— http://hornet.impact-alliance.org

« HORNET Real Time Attack Map

— http://192.30.35.229:91

HORNET
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IMPACT T +60 (3) 8313 2020
Jalan IMPACT F +60 (3) 8319 2020

63000 Cyberjaya E contactus@impact-alliance.org
INTERNATIONAL MULTILATERAL PARTNERS! CYBER THREATS Malaysia | m pact-a' |ian Ce‘org
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