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Introduction 

• A platform designed to help with incident coordination. 

• A tool to monitor cyber threats as a result of malicious 
activities on the Internet. 

• Processes the information in real time and produces 
actionable reports and visualisations. 

Abuse Watch Alerting and Reporting Engine 
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Challenges 

Often time, incident response team faces challenges 
including: 
• Details of an attack not readily available to responders, or they simply 

doesn’t exist. 

• Inadequate or absence of tools to provide reliable and 
comprehensive threat information. 

• Data too scattered and not sufficiently filtered to work with.  

•  Unable to coordinate appropriate actions because the exact threats 
cannot be identified. 

• Lack of expert skills to identify critical data from raw data.  

 

 

AWARE 
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How AWARE Supports CIRT 

AWARE supports incident response team by:  
• Collecting and correlating global data on malicious activities in near 

real time.  

• Making sense of raw data through aggregating and enriching 
processes. 

• Producing actionable intelligence. 

• Simplifying incident coordination with relevant agencies.  

 

AWARE 
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How It Works 

• AWARE fully automates data collection from multiple information 
sources. 

AWARE 

Public feed 

Semi-public 
feed 

Commercial 
feed 

Abuse IP 
Event timestamp 

Event type 
Event details 

Sources Collectors Enrichment Outputs 

• Country 
• Country Code 
• City 
• Latitude 
• Longitude 
• ASN 
• AS Name 
• ISP 
• Organisation 
• Domain 
• Hostname 
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Public Dashboard 

• The dashboard provides an overview of reported Internet abuse for the 
last seven days. 

AWARE 
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Public Dashboard 
AWARE 

Total no. of reported incidents for each abuse category 
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AWARE 
Public Dashboard 

Heat map shows concentration of  
Internet abuse worldwide 
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AWARE 
Public Dashboard 

Top affected countries with 
internet abuse 
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AWARE 
Public Dashboard 

Comparison of attack distribution by ITU regions 
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AWARE 
Public Dashboard 

Comparison of attack distribution by category 
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AWARE 

• Provides summary of reported Internet abuse in the country for the 
last seven days. 
 

Management Dashboard 
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AWARE 

• Detail abuse information of each  
threat category for the last  
24 hours.  
 

Management Dashboard 
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AWARE 

• Allows user to generate abuse report based on given parameters. 

Advanced Query 
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AWARE 

• Allows user to generate abuse statistics based on date range. 

Monthly Statistics 
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AWARE 

 
https://aware.impact-alliance.org 

Live demo 
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IMPACT 
Jalan IMPACT  
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T  +60 (3) 8313 2020 
F  +60 (3) 8319 2020 
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