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QUESTION:
How Good is Your Cyber Athlete?

ANSWER:
Use Competency-based Assessment in Live 

Virtual Lab Environments to Measure 
Cyber Skills 
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But, how do we do this?
With data, of course!

In football we measure an athlete 
in both practice and competition.

Why not do the same in Cyber?
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Example: Football Player Skills Assessment
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• 7 Categories, 30+ Specialty Areas, 50+ Work Roles

• Baselines Knowledge, Skills, Abilities, Tasks (KSAT’s) 

• Reference Resource for Cybersecurity Workforce 

Development 

• NCWF Version 1.0 posted in April 2013

• NCWF Version 2.0 posted in May 2014

• Special Pub. 800-181 released Aug 2017 

NICE Cybersecurity Workforce Framework (NCWF)
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NCWF – Core to Capable & Ready Cybersecurity Workforce
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Work Role Example
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Data is the Driver…

In cyber, we can track an athlete in 
a cyber range, via certifications, 
and with live skills assessments.
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Skills Assessment
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OUTPUT REPORT:

Recommended Training

Virtual Cyber Skill Assessment Scenarios with Automated Scoring & Reporting

PROCESS:
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Example: Cyber Defense Analyst

John Smith

Cyber Defense Analyst – Team Avg

Jane Doe
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Skills Data Example (Cyber “stats”)

http://baltimore.orioles.mlb.com/stats/sortable.jsp
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Skills Assessment Goal

• It’s really simple… Assess Plan

Learn
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But, what about my entire team?
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Example: SOC Team
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• Accurately measure employee competencies

— Targeted training and up-skilling

— Effectively identify gaps; close them

• Prevent potentially costly hiring errors

• Demonstrate compliance

• Increases confidence in employee 
performance, and confidence in the team 

Building the Team
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What’s Your ?
™
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Phillip Stoner
Director, Cyber Solutions Group
(m) +14435914135

275 West Street

Annapolis, MD 21401

United States 

phillip.stoner@

comtechtel.com

@CYBRScore.io CYBRScore.io

Contact Us
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Now What?

• Choose an assessment from the list below:
— Cyber Defense Analyst

 Protocol Analysis

 Intrusion Detection

 Incident Handling Methodology

 Network Defense Analysis

 Network Attack Analysis

— Vulnerability Assessment Analyst
 Intelligence Gathering

 Red Team

 Blue Team
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Next Steps

• Complete Assessment

• Review Assessment Report

— Identify Areas of Strength

— Identify Areas for Improvement

 Review Training Lab Recommendations

• Create Account on Training Platform

• Get Trained!


