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AGENDA

Lunes 27 de Junio

TECHNICAL TALKS - Auditorio 1 — 5th Floor

HORA  SESION Y EXPOSITORES

8:00 - 9:00 Registration
Opening Session:
Mintel: Augusto Espin, Minister of Telecommunications and Information Society
9:00-9:30 ARCOTEL: Ana Proafio, Executive Director of ARCOTEL
UIT: Luc Dandurand, Head of ICT Applications and Cybersecurity Division
OEA: Diego Abente, OAS Representative in Ecuador
9:30 - 09:45 Photo and short Break
Session 1A: Kaspersky - Mikhail Nagorny / Roberto Martinez
9:45 - 10:25
Threat intelligence
Session 2A: ICANN - Dave Piscitello
10:25 - 11:05
Taxonomy of DNS attacks
11:05-11:30  Coffee Break

Session 3A: LACNIC - Graciela Martinez

11:30 - 12:10 Cybersecurity and directed attacks, the new hazards APT (advance persistent threats) -
(Warning Advice and Reporting Point (WARP))
Session 4A: ISOC - Shernon Osepa

12:10 - 12:50

When doing an internet transaction, Is SSL secure? - The cost to have our information on
the cloud. Does it include the necessary security?

12:50 - 14:00  Lunch Break
Session 5A: ICANN - Dave Piscitello
14:00 - 14:45
Attacks against the DNS and DNS monitoring and countermeasures

14:45-15:30  Session 6A: Synopsys - Juha Haaga / Sindri Bjarnason



How national CERT teams can motivate ISPs to ensure that the victim notifications actually
end up reaching all the way to the end users

15:30-16:00 Coffee Break

Session 7A: LACNIC - Dario Gémez
16:00 - 16:45

Resource Public Key Infrastructure

19:00-21:00  Social Activity — Coktail Hotel Quito




HIGH LEVEL SESSIONS - Auditorio 2 — 5th Floor

HORA  SESION Y EXPOSITORES

9:45-10:25

10:25 - 11:05

11:05-11:30

11:30-12:10

12:10 - 12:50

12:50 - 14:00

14:00 - 14:45

14:45 - 15:30

15:30 - 16:00

16:00 - 16:45

19:00 -21:00

Session 1B: ITU - Luc Dandurand

National Cybersecurity Strategy — Guidelines
Session 2B: ECUCERT - José Maria de La Torre
Information security and Internet of Things
Coffee Break

Session 3B: CARICOM - Sean Fouche (Online)

CARICOM Cyber Security and Cybercrime Action

Session 4B: La Plata University - Einar Felipe Lanfranco / CEDIA — Ernesto Pérez

Academic CIRT, functions, benefits, services

Lunch Break
Session 5B: Kaspersky - Mikhail Nagorny / Roberto Martinez
How governmental agencies can fight against cybercrime” - Best practices and real cases

Session 6B: ICANN - Dave Piscitello

Evolving threat landscape, how we deal with this today in private/public sector
partnerships

Coffee Break
Session 7B: ISOC — Shernon Osepa
Internet Governance and Internet ecosystem

Social Activity — Coktail Hotel Quito




I TRAINING FIRST - TRANSITS 1 - Auditorium Ground Floor

HORA  SESION Y EXPOSITORES

Session 1C: FIRST - Melanie Rieback

9:45 -10:15 ) _
Introductions and course overview

Session 2C: FIRST - Melanie Rieback
10:15-11:05
Organizational

11:05-11:30 Coffee Break

Session 3C and 4C: FIRST - Melanie Rieback

11:30 - 12:50
Operational

12:50 - 14:00 Lunch Break

Session 5C and 6C: FIRST - Melanie Rieback
14:00 - 15:30

Operational
15:30 - 16:00 Coffee Break

Session 7C and 8C: FIRST - Melanie Rieback
16:00 - 17:30

Operational

19:00 -21:00 Social Activity — Coktail Hotel Quito
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AGENDA
Martes 28 de Junio

TECHNICAL TALKS - Auditorio 1 — 5th Floor

HORA  SESION Y EXPOSITORES

8:00 - 9:00 Registration
Session 8A: SILENSEC - George Nicolaou

9:00-9:45 La forma actual de distribucion Remote Access Trojans (RATS) - Recopilacion y
Preservacion de Evidencia Digital para asegurar la cadena de custodia
Session 9A : Radical: Marcelo Erazo

9:45-10:30

Cybersecurity and directed cyber-attacks: the new environment of APT(advance persistent
threats)

10:30-11:00 Coffee Break

Session 10A: OAS - Gonzalo Garcia-Belenguer
11:00 - 11:45
National Strategies on Cybersecurity

Session 11A: 11 Paths - Leonardo Huertas

11:45 - 12:30
Identifying the threats in your mobile

12:30 - 14:00 Lunch Break

Session 12A: OAS - Diego Subero
14:00 - 14:45
CERT Platform

Session 13A: ITU — Luc Dandurand
14:45 - 15:30
ITU work on Cyberseguridad

15:30 - 16:00 Coffee Break

Session 14A: Blue Hat - Ramiro Pulgar

16:00 - 16:45 The necessary capacity building that a cybersecurity expert should have to be part of a
cybersecurity response team

Session 15A: Silensec - Almerindo Graziano
16:45-17:30
Threat Intelligence




HIGH LEVEL SESSIONS - Auditorio 2 - 5th Floor

HORA  SESION Y EXPOSITORES

8:00 - 9:00

9:00 - 10:30

10:30 - 11:00

11:00 - 11:45

11:45-12:30

12:30 - 14:00

14:00 - 14:45

14:45 - 15:30

15:30 - 16:00

16:00 - 16:45

Registration

Session 8B and 9B: Panel - The role of Academia on Cybersecurity
Moderator: CEDIA - Ernesto Pérez

EPN: Jenny Torres

ESPE: Walter Fuertes

University of La Plata: Einar Felipe Lanfranco

INICTEL UNI: César Bricefio Aranda

Coffee Break

Session 10B: LACNIC - Graciela Martinez / Dario Gomez

Deployment of IPV6 and the cybersecurity measurements to be considered

Session 11B: OAS — Gonzalo Garcia

The tendencies on cybersecurity in Latin America and the Caribbean and the answers from the
governments

Lunch Break

Session 12B: NEC: Luis Vergara Jiménez

Facing the cybersecurity challenges: Regional overview and the current challenges
Session 13B: BID — Gonzalo Garcia

Study on Cybersecurity developed by OEA/BID yand the Role of BID

Coffee Break

Session 14B: INTEL Security - Juan Pablo Paez

Critical Infrastructure: Intelligence, automation, and collaboration; the strategy on cybersecurity
to protect critical infrastructure




I TRAINING FIRST - TRANSITS 1 - Auditorium Ground Floor

HORA  SESION Y EXPOSITORES

Session 9C: FIRST - Melanie Rieback

9:00 - 10:30
Technical

10:30 - 11:00 Coffee Break

Session 10C and 11C: FIRST - Melanie Rieback

11:00 - 12:30
Technical

12:30 - 14:00 Lunch Break

Session 12C: FIRST - Melanie Rieback
14:00 - 14:30
Technical

Session 13C: FIRST - Melanie Rieback
14:30 - 15:30
Legal

15:30 - 16:00 Coffee Break

Session 14C: FIRST - Melanie Rieback
16:00 - 17:00
Legal

Session 15C: FIRST - Melanie Rieback
17:00 - 18:00
Group exercise




ACADEMIA Ecuador — Auditorium Ground Floor

HORA  SESION Y EXPOSITORES

UNLP: Einar Lanfranco / Aula 317 Third Floor

12:00 - 12:45
Proyecto Academia UIT
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AGENDA

Miércoles 29 de Junio

I NATIONAL PANELS AND CYBERDRILL - Auditorio 1 — 5th Floor

HORA  SESION Y EXPOSITORES

8:00 - 9:00

09:00 - 10:00

10:00 - 11:00

11:00 - 11:30

11:30-12:30

12:30 - 13:30
14:00 - 16:30
16:30 -19:00

Registration

Session 16A: National Panel - The Cybersecurity as strategy for the protection of citizens

Moderator: CITIC Mauro Flores

Comando de Ciberdefensa - General Byron Freire
Police - Edgar Toapanta

Judicatura - Katty Moyano Allan

Fiscalia - Gustavo Benitez

Session 17A: National Panel: Cybersecurity on strategic sectors Ciberseguridad

Moderator: Ministerio Coordinador de Sectores Estratégicos (MICSE) - Alonso Llanos

Ministerio de Electricidad y Energia Renovable - Boris Beltran
Ministerio de Hidrocarburos - Mario Villacrés

Ministerio de Mineria - Jorge Miranda

Ministerio del Ambiente - Diego Vélez

Coffee Break

Session 18A: Round Table
Cybersecurity, conclusions, proposals towards joint work and further steps in the Region

Moderator: ECUCERT - Maria Teresa Avilés

UIT - Luc Dandurand

OEA - Gonzalo Garcia

ARCOTEL - José Maria de La Torre
LACNIC - Graciela Martinez

ISOC - Sherman Osepa

Lunch Break
Cyberdrill — Kaspersky Industrial Protection Simulation

Social Activity
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AGENDA

Miércoles 29 de Junio

NATIONAL PANELS - Auditorio 2 - 5th Floor

HORA  SESION Y EXPOSITORES

8:00 - 9:00

09:00 - 10:00

10:00 - 11:00

11:00 - 11:30

Registration

Session 16B: National Panel - Cybersecurity at the Financial Sector

Moderator: Comité Ecuatoriano de Seguridad Bancaria - Santiago Rodriguez

Superintendencia de Economia Popular y Solidaria - Luis Tacintufia

Alianza del Valle - César Obando

Asociacion de Bancos Privados - Jonathan Cérdova

IBM - Yonathan Ledo

Session 17B: National Panel - The role of ISPs on the Cybersecurity of the networks in the
country

Moderator: MINTEL Marco Cepeda

Telefénica — Alonso Alban

Telconet - Jose Alfonso Aranda Segovia
Puntonet - Paola JAcome

AEPROVI - Francisco Balarezo

Coffee Break




SCHOOL VISIT

HORA  SESION Y EXPOSITORES

Awareness on Child Online Protection

09:00 - 11:00

EcuCERT - Franklin Alvarez:
Managing Social Networks and Cyberbullying

ICMEC - Pilar Ramirez:
Child Pornography, grooming, sexting y sextorsion, definitions and legal aspects

PANI Costa Rica - Rodolfo Meneses:
Fighting against abuse on social networks - Situation in Costa Rica - legislations -
examples

ITU - Pablo Palacios:
"Child on Line Protection" Programme - Overview




@
AGENDA

Jueves 30 de Junio

CYBERDRILL

HORA SESION Y EXPOSITORES

UIT: Mr. Luc Dandurand, Head, ICT Applications and Cybersecurity Division
9:00 - 9:20
Cyberdrill story line explanation

Cyberdrill CEDIA
9:20 - 10:40
DNS redirect
10:40 - 11:00 Coffee Break
Cyberdrill CEDIA
11:00 - 12:30
Open Proxy
12:30 - 14:00 Lunch Break
Cyberdrill SILENSEC
14:00 - 15:30
Cyber Drill Storyline 1 — Threat Intelligence Silensec
15:30 - 16:00 Coffee Break
Cyberdrill SILENSEC
16:00 - 17:30
Cyber Drill Storyline 1 — Log Analysis

18:00 -21:00 Social Activity
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AGENDA

Viernes 1 de Julio

CYBERDRILL

HORA  SESION Y EXPOSITORES

Cyberdrill ITU
9:00 - 10:30
Malware Reverse Engineering

10:30 - 11:00 Coffee Break

Cyberdrill ITU
11:00 - 12:30
Malware Reverse Engineering

12:30 - 14:00 Lunch Break

Cyberdrill OAS Scenario
14:00 - 15:30
Forensic Analysis

15:30 - 16:00 Coffee Break

Cyberdrill OAS Scenario
16:00 - 17:00
Forensic Analysis

Closing Session

Local Authorities:

Mintel:

EcuCERT

ITU: Luc Dandurand, Head, ICT Applications and Cybersecurity Division
OAS: Gonzalo Garcia




