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THE LONG TERM OF A CSIRT OPERATING ON A
IS TO A LARGE EXTENT, DETERMINED BY THE

TEAMS ABILITY TO INCREASE THE OF INTERNET
SERVICE PROVIDERS (I5PS) WITHIN ITS CONSTITUENCY. THIS IS
DUE IN PART TO THE ROLE OF ISPS AS THE PRIMARY SOURCE FOR
. WHILE ISPS ARE GENERALLY RECOGNIZED

AS BEING BY NATIONAL CSIRTS, FINDING
VIABLE METHODS TO INCREASE THEIR RESPONSIVENESS HAS
PROVEN T0 BE A . WE WILL EXAMINE THIS

CHALLENGE FROM BOTH THE NATIONAL CSIRT AND ISP
PERSPECTIVE, BASED ON PRACTICAL EXPERIENCE.
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“HOW NATIONAL CERT TEAMS CAN MOTIVATE ISPS TO ENSURE THAT THE VICTIM NOTIFICATIONS ACTUALLY
END UP REACHING ALL THE WAY TO THE END USERS™
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SMALL COG, LARGE MACHINE

DOMESTIC LEVEL
INCIDENT MANAGEMENT
SITUATIONAL AWARENESS .
NATIONAL CIl PROTECTION —
CYBER SECURITY STRATEGY INFORMATION SHARING
CYBER EXERCISES PROMOTE IT-SEC COOPERATION

CYBER EXERCISES INFORMATION SHARING

OUTREACH NATIONAL POINT OF CONTACT

INTERNATIONAL LEVEL
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IN AWORLD FULL OF TERMS

utility orientation

key stakeholders

constituency mobilization

trust chain sharing

operational theater symbiotic relationship

threat intelligence
open source intelligence

value added processing

actionable intelligence

threat landscape
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THE FUNDAMENTAL CHALLENGE

invokes a response here

how this interaction
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TODAY'S MENU: 3 COURSE ARCTIC SPECIAL

» APPETIZER
» Understanding the risk of ISP codependency
» How the operational theater is changing
» The background to our approach
» ENTREE: THE TOPIC DONE THREE WAYS
» The national CSIRT perspective
» The ISP perspective
» Success stories
» DESSERT:

» Summary
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THE CHEFS



http://synopsys.com
http://synopsys.com

APPETIZER: THE RISK OF CODEPENDENCY

AND NOW BACK TO OUR MAIN STORY ...



APPETIZER: THE RISK OF CODEPENDENCY (

THE AREA OF INTEREST

RESPONSE
SITUATIONAL AWARENESS

/

INTERNET SERVICE PROVIDERS

(

INFORMATION SHARING

DATA PROCESSING P

------

-

NATIONAL POINT OF CONTACT

INFORMATION SHARING
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THE FOCUS IN RECENT YEARS

INCREASE THE CAPACITY FOR PROCESSING AND
REPORTING OF ABUSE DATA THROUGH AUTOMATION

i
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: DATA PROCESSING 4/
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NATIONAL POINT OF CONTACT

INFORMATION SHARING

RESPONSE
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THE IMPACT

SITUATIONAL AWARENESS ER{ilet-F11= RESPONSE

DATA PROCESSING INFORMATION SHARING
u

NATIONAL POINT OF CONTACT
INFORMATION SHARING  +increase
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WHY NOT ASK THEM NICELY DO RESPOND?
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THE FAMILIAR RESPONSE

WE ALREADY RESPOND
WE NEED A CONTACT T OUR PROBLEM!
WHO ARE YOU?
WE NEED RESPONSE SIZZASUIGREIA N
WHERE IS THIS DATA
YOU SHOULD BE AWARE COMING FROM?

LOOK AT THE DATA

LET ME GET OUR LAWYERS



ENTREE: THE TOPIC DONE THREE WAYS

THE TOPIC DONE THREE WAYS

THE CSIRT PERSPECTIVE

CERT-IS, ICELAND

THE ISP PERSPECTIVE
NCSC-FI, FINLAND

SUCCESS STORIES
CERT-EE, ESTONIA
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ICELAND: THE NATIONAL CSIRT PERSPECTIVE
.
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CERT-IS: THE BACKGROUND

The national CERT in Iceland was established in 2011,
legislation “enacted” in spring 2012

Operates independently within the telecommunication
regulatory authority

Telecommunication organizations formed the initial
constituency

Rapid bootstrap phase provided early operational capabilities
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RESOURCES
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NATIONAL EXERCISES
DATA EVALUATION

ISP REQUIREMENTS

COLLABORATION NATIONAL RESPONSE
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MAJOR COLLISIONS

UPSTREAM REPORTING

SHARING AWARENESS

RESPONSE CAPABILITIES

NATIONAL RESPONSE

ASSUMED EXISTING
UPSTREAM CAPABILITIES

ASSUMED EXISTING
AWARENESS OF THE DATA

ASSUMED EASY
INTEGRATION

ASSUMED DOMESTIC
READINESS
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ASSUMED EXISTING UPSTREAM CAPABILITIES
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ASSUMED EXISTING AWARENESS OF THE DATA
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AREAS OF SUCCESS

WHERE LIMITED RESOURCES YIELD HIGH UTILITY

NATIONAL EXERCISES

DATA EVALUATION

ISP REQUIREMENTS

RESOURCES

COLLABORATION



ICELAND: THE NATIONAL CSIRT PERSPECTIVE @

NATIONAL EXERCISES
DATA EVALUATION

DELIVERING UTILITY
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SOP DEVELOPMENT

INPUT FOR INTEGRATION

CONTINUED IMPROVEMENTS
SHARED UNDERSTANDING

NATIONAL EXERCISES
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ESTONIA: SUCCESS IN THE FIELD

CERT-EE: THE BACKGROUND

The national CERT in Estonia was established in 2006

Extensive constituency that included majority of public
organizations

Assumed national responsibility roles from the start
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THE FUNDAMENTALS
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WALLED GARDEN PROJECT

THE MAIN POINTS
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FINLAND: THE ISP PERSPECTIVE
-
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FINLAND: THE BACKGROUND

The National Cyber Security Centre in Finland has a long
history

The largest ISP began incrementally investing resources into
abuse reporting already 15 years ago.

Collaboration is very mature, and the ISP has independent

abuse management capability that exceeds CERT
expectations
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THE SUCCESS FACTORS

TRUST

FRIENDLY COMPETITION

MATURITY OVER TIME

AUTOMATION

FRIENDLY CSIRT - ISP
RELATIONSHIP

ANONYMOUS ISP
PERFORMANCE REPORTS

INCREMENTAL BUILD UP OF
ABUSE HANDLING CAPABILITY

REDUCES ISP RESOURCE
IMPACT FOR RESPONSE
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FRIENDLY CSIRT - ISP RELATIONSHIP
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ANONYMOUS ISP PERFORMANCE REPORTS
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SMALL INCREMENTS LEADING TO BIG RESULTS
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REDUCES ISP RESOURCE IMPACT FOR RESPONSE
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“SOCIETY’S GROWING INFORMATION INTENSITY, THE INCREASE OF FOREIGN
OWNERSHIP AND OUTSOURCING, INTEGRATION BETWEEN INFORMATION AND
COMMUNICATIONS TECHNOLOGIES, THE USE OF OPEN NETWORKS AS WELL
AS THE GROWING RELIANCE ON ELECTRICITY HAVE SET TOTALLY NEW

REQUIREMENTS FOR SECURING SOCIETY'S VITAL FUNCTIONS IN NORMAL
CONDITIONS, DURING SERIOUS DISTURBANCES IN NORMAL CONDITIONS

AND IN EMERGENCY CONDITIONS.”




DESSERT

SUMMARY

» The challenge is almost entirely social — the technical
problems are relatively easy to solve
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