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ADN: Ramiro Pulgar

Information Security Advisor & Pentester

Arquitecto de TI

Certificaciones:
«  EC-Council: LPT, CEH, ECSA, ECES, CHFI, ENSA, CEl, ECIH, CAST
* RedHat: RHC { SA, E }, ex Instructor / Examinador
« IS0 27001 LA, LI, RM
+  Cybersecurity: CCSK, CSXF

e  Miembro:
« ISECOM (Gold)
+ ISACA

«  OWASP Ecuador Chapter Leader
*  ATM Industry Association
* High Technology Crime Investigation Association

*  Association of Certified Fraud Examiners




Agenda \

« NIST Cybersecurity Framework
« NIST 800-30

« Gestion de Riesgos

« Modelamiento de Amenazas

o Cumplimientos

« Complejidad de las redes

« Monitorear vs Analizar

« Equipo Azul vs Equipo Rojo



NIST Cybersecurity Frame

NIST Cyber Security Framework
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NIST 800-30

Input Risk Assessment Activities

Step 1.

* System interfaces System Characterization

* Data and information

« System Boundary
« System Functions
« System and Data
Criticality

* People
» System mission *

= System and Data
Sensitivity

« History of system attack Step 2.

+ Data from intelligence Threat Identification
agencies, NIPC, OIG,

FedCIRC, mass media,

* Reports from prior nisk ‘

assessments Step 3.
* Any audit comments Vulnerability Identification

* Security requirements

* Security test results
Step 4. Control Analysis

Current controls
+ Planned controls

List of Current and
Planned Controls

* Threat-source motivation Step 5.
ep 5
Likelihood Determination

* Threat capacity
* Nature of vulnerability
+ Current controls

p|  Likelihood Rating

V

* Mission impact analysis Step 6. Impact Analysis

= Asset criticality assessment
= Data criticality
« Data sensitivity

* Loss of Integrity
» Loss of Availability
* Loss of Confidentiality

+ Likelihood of threat
exploitation

* Magnitude of impact Step 7. Risk Determination

Risks and
Associated Risk
Levels

+ Adequacy of planned or
control

current s

v

Step 8.
Control Recommendations

Recommended
Controls.

v

Step 9.
Results Documentation

Risk Assessment
Report

Figure 3-1. Risk Assessment Methodology Flowchart



Risk Management\g
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Complejidad de |m§




omplejidad de las redes
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Complejidad de |m;
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Complejidad de las Redes St




Como ser famoso?\;

Computer Security Career Paths

Computer Security |
Forensic Analyst Hacker
Forensic Lab Director Criminal
v !
Chief Security Official Convict
v v 2
20 Years
Years Highly-Paid Security Consultant || (14months
/ withgood
behavior)




Enfrento o no a los intrusos™ ’!
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Enfrento o no a los intrusos™ ’!




Equipo azul vs Em!




Equipo azul vs Em

Busqueda de Informacidn Critica

Escaneo de Redes y Evasion de IPS

Intrusion de sistemas y Pivoting
Captura de trafico y Robo de Sesiones
Denegacion de Servicio

Intrusion a Aplicaciones

Intrusidon a Wireless

Ofuscaciény Cifrado

Identificacion

Documentacidon detallada de cada
ocurrencia

Respuesta Inicial
Comunicar el incidente
Contencidn

Estrategia de Respuesta
Clasificacion del Incidente

Investigacion del Incidente



Equipo azul vs ECW

Equipo Rojo Equipo Azul

Recoleccidn de Datos

Analisis Forense

Proteccidn de la Evidencia
Notificacidn a Entes Externos
Erradicacion

Recuperacion

Documentacidn técnica y ejecutiva
Evaluacion de Dafios y Costos

Revisidn y Actualizaciones de Politicas
de Respuesta ante Incidentes




CISSP’
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Certificaciones L

SOy

Certified

Information
(),' tems Securit ty
Professional |

Certified
Secure
Software Lifecycle
Professional ’
Systems
Security 3
Certified

Practitioner Zye ity
e\
; 3
Certified
Autharization 4

Professional

D

Ec'c‘!!!!"’“ k- @ 0o

) ; C Certified Ethical Hocker
OSCE
I SSCP"

\u" My s,

CEH C

Corwfod informaton

Certified Ethical Hacker Securily Mansger’
ECIH
EC-Council Certified Incident Mandler CRISC > ey
I c H F I . ADVANCED
l |ET Certified in Push eching E'.& f._-'.".’F.:! 1‘:

twr 1|mr K

um mr ester an vior mutoe
! — Systsemn Cortral
EI ]

EC-Council N Security Admi ms m
EIT CERTIFIED
Ecse Cca |
EC-Council Certified Secure Programme ]
ECSA Certified in the
& t—unn—-_‘:;n.n.m (atrwe nnc & '“'
’ Enterprise |

ERTHIES: IFGRAATION
hE.E HTY MANAGER

Certified Cybersecurity Practitioner
- - el el | Securityfd.
OEEENSIVE

- _ CERTIFIED E H

securitly




—_
REGUNTAS?

Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

GLASBERGE

“We're looking for someone who ean hElP us erack down on
identity theft. Fill out this application and don’t forget to
include your Social Security number, date of birth, phone

number, home address and mother’s maiden name.”
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Gracias!

Twitter/Skype: @milovisho

ramiro.pulgar@bluehatconsultores.com



