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Ciberseguridad y movilidad

* Existe una necesidad de conectividad tanto a nivel personal como corporativo.

* A mayor nivel de interconexion, mayor es el numero de amenazas que afectan a todo el
ecosistema movil.

Panorama de amenazas moviles

Mas de 2.000 millones de smartphones en el mundo (2014)

Android representa el 81% de la cuota de mercado de
sistemas operativos moviles

El ndmero de troyanos bancarios en apps es 9 veces
superior que en 2014

Con mas de 1.000 millones de dispositivos, Android es el
foco del 96% de los ciberataques moviles

Se estima cerca de 15 millones de dispositivos estan
infectados, con un crecimiento 36% YoY
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Family of «gadNews” malware in Google
Play downloaded up to 9 million times

Apps steal sensitive data, push SMS app that racks up char¢

Home > Security
by Dan Goodin - Apr 20 2013, 5:21pm +0200
News . . .
Malware—'mfected Android apps spike In the
Google Play store

Wallpaper Dragon Ball and Finger Hockey were among the most
downloaded malicious apps

By Zach Miners
February 19, 2014 04:29 PMET ) 4 Comments

Qe @ @ 51 B @ CEBE o

ele IDG News Service - The number of mobile apps infected with malware if‘
pE— Google's Play store nearly quadrupled petween 2011 and 2013, 2 security
group has reported.
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Es necesario aplicar inteligencia de aplicaciones moviles?

Facilitar la investigacion en entornos de aplicaciones moviles
mediante tecnologia de big data a CSIRT's, compaiias,
organismos de seguridad, profesionales expertos en
seguridad.




Con un poco de investigacion, un desarrollador malicioso puede
ser identificado




Algunas capacidades para la vigilancia, deteccion e
investigacion de amenazas en los entornos de aplicaciones
moviles.

Herramientade Conexiones con
Despliegue de un procesamiento en varias
sistemade big data tiempo real para herramientas de
analistas seguridad

Integracionen
real de tiempo real de

Cruce en tiempo S
P Analisis cruzado de

markets de

D aplicaciones
aplicaciones

moviles

aplicaciones
muertas
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La diversidad de markets de aplicaciones moviles dificulta el control de la seguridad
de nuestros dispositivos?
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Ejemplo de como un investigador podria
identificar amenazas en un market movil
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Search

‘ title:*Farm* ‘

Order by: | Relevants first : ﬁ

4,511 results found, 858 (19.02%) of them are now unavailable apps in their markets

Farm Heroes Saga ( Version 223031 in Google Play )
B @ =y & King| & farmheroesmobile@support.king.com| A Cristian Bidea
ol New and improved Farm Club available now! From the makers of the hit game Candy Crush Saga, comes Farm He

]
O ) 9 roes Saga! Switch and match the collectable cropsies in this fantastic adventure. Join forces with the Farm Heroes
m to stop Rancid the Raccoon from spoiling the precious farm lands. Switch and ...

Farm Heroes Saga ( Version 220041 in Google Play )

& King| & farmheroesmobile@support.king.com| A Cristian Bidea

New and improved Farm Club available now! From the makers of the hit game Candy Crush Saga, comes Farm He
\ roes Saga! Switch and match the collectable cropsies in this fantastic adventure. Join forces with the Farm Heroes
&/@ to stop Rancid the Raccoon from spoiling the precious farm lands. Switch and ...
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Search

‘ title:*Farm* deadDate:* ‘

Order by: | Relevants first v ﬁ

858 results found, 858 (100.00%) of them are now unavailable apps in their markets

Tmy Farm® ( Version 160)

Com2uS USA| & support@com2us.com| A Com2us
For a farm so small it fits in your hands, Tiny Farm is jam-packed with sweet surprises and endless possibilities! %
Recommended as most interesting Virtual game by AppEggs! % % Recommended as top 10 hottest app by AppBr
ain! % * Tiny Farm is packed with the rarest animals(115MB+). WiFi connection is ...

—
.

Tmy Farm® ( Version 158)

Com2uS USA| & support@com2us.com| A Com2us
For a farm so small it fits in your hands, Tiny Farm is jam-packed with sweet surprises and endless possibilities! %
Recommended as most interesting Virtual game by AppEggs! % % Recommended as top 10 hottest app by AppBr
ain! % * Tiny Farm is packed with the rarest animals(115MB+). WiFi connection is ...
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Search

‘ title:*Farm* deadDate:* links:*.apk

Order by: | Relevants first : ﬁ

4 results found, 4 (100.00%) of them are now unavailable apps in their markets

Sheep Farm Theme GO Locker (Version6)

& zwoodle design | & zwoodledesign@hotmail.com| A Unknown

o Sheep Farm Theme for GO Locker --- zwoodle design --- Get a lovely sheep on your locker screen! You need GO Lau
ncher EX and GO Locker to use this theme. Sheep Farm Theme for GO Locker is also a perfect addition to my "Shee
p Farm Theme" for GO Launcher EX which you can download on Google Play. :) ...

—
.

Farm Quest ( Version 21)

& Sigma Game | & apps@superapk.com| A Sigma

Happy farming! Happy collecting fruits and vegetables or farm animals on the farm Quest. Connected to the same f
ruits and vegetables or farm animals, will be able to collect the elimination of classes, complete all levels of the gam
e modes, and try to get three vegetable stars. Come Quest farm happy ...
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Farmer Keyboard (Version3)

& Themes World | & themesonlyex@gmail.com| A TMe CEO

Life at a farm is just so much more simple than the city life so we prepared this theme for the simple life: FARMER K
EYBOARD! DOWNLOAD Farmer Keyboard NOW and take it easy with these beautiful graphics! - To install, just follow
the 3 steps: open after downloading, press "Set as Active Theme" and ...

Farm Splash Heroes (Version1)

L & Heroes Game | & wzglabc@gmail.com| A felix
Harvest season, happy farm, a variety of fruits and vegetables get together and throw a huge party.Come on,let's da
Q 9 nce and tango,let us enjoy the crazy elimination. Joy carrots, arrogant green apple, melancholy small mushrooms, s
\

weet purple onions, shy tomatoes, naughty warters and so on. All show ...

\_ — /
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- Farm Splash Heroes

& Download app

Landuade cal

©® General information

Origin

Category

Size

[ Number of downloads

GooglePlay Five stars 3
GAME_PUZZL Four stars
E
Three stars
14,890,663 byt Two stars
es
One star
100
o 1 2 3 4 5

Version code

18
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http://shouji.360tpcdn.com/140714/26c2fd446feccb287e44
44483d025bf6/com.goodlogic.chickensplash_2.apk

http://media.admob.com/mraid/v1/mraid_app_banner.js

http://xmlpull.org/v1/doc/features.html#indent

http://nfrkfw.com/goodlogic/moregames/newgamejellycrus
hsaga.png

https://api.weibo.com/2/statuses/update.json

https://api.weibo.com/2/friendships/create.json

http://plus.google.com/

https://api.weibo.com/2/friendships/friends.json

https://api.weibo.com/oauth2/access_token

http://commons.apache.org/logging/troubleshooting.html.

https://graph.facebook.com/

http://hostname/?

https://graph.facebook.com/me/feed

https://graph.facebook.com/me/photos

https://api.weibo.com/2/statuses/user_timeline.json

2 charecdl cn: 6566

http://nfrkfw.com/goodlogic/apk/jellycrushsaga.apk

https://twitter.com/

http://sites.google.com/site/gson/gson

http://schemas.android.com/apk/lib/com.google.android.g
ms.plus

http://api2.sharesdk.cn:5566/conf3

http://s.sharesdk.cn/api/convert3.do

http://shouji.360tpcdn.com/140808/b669c90a340011f7bb5
2c731af4f432d/com.goodlogic.cutejellypets_4.apk

https://play.google.com/store/

http://media.admob.com/mraid/v1/mraid app interstitial.is

URLs incluidas en el

codigo de aplicacion

que apuntan a una
“apk”
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