
  

Infected Android device
a solution



  

Recommended tools

adb, aapt  they come with the sdk
adb  ~/android-sdk-linux/platform-tools/→
aapt  ~/android-sdk-linux/build-tools/18.1.0/→
keytool → (preinstalled in path)
dex2jar  ~/dex2jar/→
jd-gui  ~/jd-gui/→
They are installed in the Debian virtual image.
Usage documentation:
ADB http://developer.android.com/tools/help/adb.html
AAPT http://elinux.org/Android_aapt
Device admin: 
http://developer.android.com/guide/topics/admin/device-admin.html

http://developer.android.com/tools/help/adb.html
http://elinux.org/Android_aapt
http://developer.android.com/guide/topics/admin/device-admin.html


  

Finding what's wrong

Checking installed apps:

Launcher  Device group →
 Settings  Apps  → → →

Downloaded



  

Finding what's wrong
adb shell

In this new shell: 
pm list packages
pm list packages -f | grep skype



  

Getting suspected files

adb pull /data/app/com.skype.raider-1.apk
adb pull /data/app/com.skype.rayder-1.apk

We unzip the files, each in it's own folder:

unzip com.skype.raider-1.apk -d com.skype.raider
unzip com.skype.rayder-1.apk -d com.skype.rayder



  

Analyzing the digital signature
 keytool -printcert -file CERT.RSA.



  

Forensics: checking logs
adb logcat
adb logcat -b radio



  

Static analysis: badging
 aapt d badging <apkfile>  
 aapt d xmltree <apkfile> AndroidManifest.xml



  

Static analysis: decompiling

dex2jar <apkfile>
jd-gui <jarfile>



  

Static analysis

Imports show what the 
malware can do



  

Static analysis: service



  

Static analysis

Service credentials

Exfiltrated file filtering



  

Static analysis: exfiltration



  

Resolving the issue:
Removing infection

Launcher Settings  → →
Personal group  Security  → →
Device Administration group 

 Device Administrators.→



  

Resolving the issue:
Removing infection

Launcher  Device group  → →
Settings  Apps  → →
Downloaded



  

Advisory

never install apks from 
untrusted sources. To make it 
harder to do this accidentally 
only install apks from the 
official Play Market. 

Disable Unkown sources and 
enable Verify apps (in 
Launcher Settings  Personal → →
group  Security  Device → →
Administration group).



  

Thank you
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